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Abstract

Large Language Models (LLMs) have achieved remarkable progress in natural language under-
standing, reasoning, and autonomous decision-making. However, these advancements have also come
with significant privacy concerns. While significant research has focused on mitigating the data
privacy risks of LLMs during various stages of model training, less attention has been paid to new
threats emerging from their deployment. The integration of LLMs into widely used applications
and the weaponization of their autonomous abilities have created new privacy vulnerabilities. These
vulnerabilities provide opportunities for both inadvertent data leakage and malicious exfiltration from
LLM-powered systems. Additionally, adversaries can exploit these systems to launch sophisticated,
large-scale privacy attacks, threatening not only individual privacy but also financial security and
societal trust. In this paper, we systematically examine these emerging privacy risks of LLMs.
We also discuss potential mitigation strategies and call for the research community to broaden its
focus beyond data privacy risks, developing new defenses to address the evolving threats posed by
increasingly powerful LLMs and LLM-powered systems.

1 Introduction

Recent advancements in deep learning, particularly in natural language processing, have led to the
development of large language models (LLMs). Over the past few years, LLMs have demonstrated
impressive capabilities in understanding and generating human language. These models are rapidly
growing in size and effectiveness, yielding breakthroughs and attracting increasing research and social
attention. Beyond natural language understanding, their emergent abilities [173] have enabled them to
achieve unparalleled performance on complex tasks. As a result, LLMs are no longer standalone models
but are increasingly integrated as core decision-making components in larger systems, such as interactive
chatbots |14, 127, 186] and autonomous agents [132, 144, 187].

However, this rapid development comes with growing concerns about its privacy implications. As
a primary source of privacy risk, LLMs are trained on vast, internet-scale corpora that often contain
sensitive personal information and copyrighted content. These data privacy risks are amplified when
models are fine-tuned on private, proprietary datasets. Studies [32, 107, 109] have shown that LLMs
can memorize and inadvertently leak training data across various model learning stages, raising issues
related to training data extraction [25], copyright infringement [172], and test set contamination [129)].

Beyond the risks of training data leakage, privacy threats also emerge from the integration of LLMs
into larger, more complex systems, which we refer to as LLM-powered systems. These systems, especially
those that use LLMs as decision-making engines in agent-based applications |36, 169], introduce new
vulnerabilities and expand the potential attack surface for privacy violations. For instance, a user may
share personal information with an LLM-based chatbot in order to receive personalized responses or
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Figure 1: Illustrations of different types of privacy risks posed by large language models.

suggestions. However, this information could be exfiltrated through side channels [23] or unintentionally
disclosed by the model itself [158]. Such risks are not inherent to the LLM alone but emerge from the
architecture of interactions between users, models, and other system components. As LLM-powered
applications become increasingly widespread in both daily life and professional domains, these privacy
risks become more prominent and urgent.

A third category of privacy threats arises from the advanced reasoning and autonomous decision-
making capabilities of LLMs, which create new opportunities for malicious exploitation. These capabilities
enable adversaries to automate sophisticated attacks at unprecedented scale and speed, substantially
lowering the barrier to entry for cyberattacks. For instance, an attacker could instruct an LLM to
infer sensitive attributes, such as a user’s demographics, from their public online posts, leading to
de-anonymization and other severe cybercrimes [19, 101]. Similarly, LLMs can be leveraged to launch
large-scale, highly personalized social engineering campaigns, resulting in significant financial and societal
consequences [100].

Positioning and Contribution Existing research has predominantly focused on training data privacy
issues of LLMs. In contrast, less attention has been paid to the privacy threats posed by LLM-powered
systems and the malicious use of LLMs. The privacy risks arising from LLM-powered systems and their
malicious use represent a paradigm shift. These risks are not rooted in sensitive training data, but in the
increasingly powerful autonomy of LLMs. As a result, existing data privacy frameworks may not always
be well-suited to analyze or mitigate these emerging threats. This paper aims to bridge this gap by
providing a comprehensive study of the new threat landscape introduced by LLMs. We systematically
examine the privacy risks that arise from these models and their applications, and discuss potential
mitigation strategies, calling for research efforts and greater public awareness to address these emerging
privacy challenges.

Related Work Several studies |18, 94, 96, 99, 153, 176] have surveyed the data privacy risks of LLMs
and explored mitigation strategies, However, these studies do not cover the emerging privacy threats
posed by the increasing integration of LLM-powered systems and the potential malicious use of LLMs,
which we identify as critical new privacy risks. Another line of research [18, 30, 97, 180] has examined
the privacy implications of LLMs during user interactions. Our work builds on and extends these prior
studies, providing a systematic and comprehensive analysis of the privacy risks posed by LLMs.

Roadmap In Section 2, we introduce the necessary background on LLMs and their key developmental
trends. In Section 3, we discuss the primary data privacy risks associated with LLMs at different stages
of training. In Section 4, we analyze the privacy threats of LLM-powered systems and discuss potential
mitigations. In Section 5, we examine the privacy threats arising from the malicious use of LLMs.
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Finally, we conclude and discuss future directions in Section 8.

2 Background on Large Language Models

A language model (LM) is a type of machine learning model for natural language processing. In general,
an LM estimates the generative likelihood of sequences of words by predicting the probabilities of future
or missing tokens'. In recent years, large language models (LLMs), trained on massive datasets for
token prediction, have achieved unprecedented performance across a wide range of applications [205].
The scaling of these models has also unlocked remarkable emergent abilities not present in their smaller
counterparts [173], including in-context learning [15], analogical reasoning [171], and the capacity to
power autonomous agents [11].

With the rapid development of LLMs, LLM agents have emerged and become increasingly popular.
These are intelligent entities powered by LLMs that are capable of autonomously carrying out complex
tasks—such as conducting in-depth research or managing computer operations—while adapting to
specific user needs [169]. This shift represents not only a major technological advancement but also a
reimagining of human—machine interaction. Their impressive capabilities have already been applied in a
wide range of domains, from chatbots [1] to professional tools like programming assistants |36].

Trends on LLMs Despite these advancements, the rapid evolution of LLMs also introduces new
privacy risks. We identify three key trends that are closely related to growing privacy challenges:

o Trained on Sensitive Data. LLMs are trained on vast amounts of diverse data, which may include
sensitive or copyrighted information. Moreover, the advanced capabilities of these models also
enable them to access and utilize sensitive data through fine-tuning or in-context learning, especially
when building proprietary models or personalized LLM-based applications [203]. This further
increases the potential privacy risk of sensitive data that is trained on LLMs.

e Incorporating into Popular Applications. LLMs are increasingly embedded into core components of
widely used software and professional tools. For example, they serve critical roles in domains such
as code generation for software development, document analysis in legal and medical contexts, and
as reasoning engines for autonomous agents that interact with external systems and platforms. As
LLMs become ubiquitous in these daily applications, the surface area for privacy risks expands
significantly, as adversaries can exploit these models in a wide range of sensitive contexts.

o Growing Capability and Accessibility. LLMs are rapidly evolving beyond text-only capabilities.
Recent advances in vision-language models (VLMs) enable multimodal reasoning over both text
and images [128, |. At the same time, access to powerful commercial and open-source models
has become dramatically easier and much more affordable [108]. This combination of greater
capability and accessibility empowers adversaries, giving them opportunities to exploit these
advanced, autonomous systems to perform privacy-infringing attacks.

Taken together, these trends create a new privacy landscape that both amplifies data privacy concerns
and introduces new privacy threats. The following sections will analyze these risks in detail, exploring
their implications and potential mitigation strategies.

3 Data Privacy Risks in LLMs

LLMs themselves pose a significant privacy risk, as they, like other machine learning models, have been
shown to memorize elements of their training data |22, 25|. These data privacy risks can arise at multiple

LA token refers to the smallest semantic unit processed by the model, which can be a character, subword, or word.
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stages of the model learning process. From a parametric training perspective, LLMs typically undergo
both a large-scale pre-training stage and subsequent fine-tuning stages. While LLMs are pre-trained and
fine-tuned on massive corpora, and most state-of-the-art systems |14, 19, 53, 127, 186] do not disclose the
provenance of their training data, concerns regarding potential privacy breaches have become increasingly
pronounced. Moreover, due to their generative nature, LLMs support in-context learning, which provides
a simple yet powerful mechanism for adapting inference behavior without modifying model parameters.
These unique characteristics not only enhance the utility of LLMs but also broaden the avenues through
which sensitive information may be exposed. In the following discussion, we examine two of the most
prominent privacy threats to LLMs, membership inference and training data extraction, along with their
privacy implications and potential enhancements.

3.1 Membership Inference Attack

Closely connected with Differential Privacy (DP) [54, 95|, Membership Inference Attack (MIA) [152] has
become a widely adopted approach for privacy auditing of machine learning (ML) models [119, 157]. MIA
assesses how much a trained ML model reveals about its training data by determining whether specific
query instances (or documents) were included in the dataset. In the context of LLMs, membership
inference attacks have been applied at different stages to explore the privacy risk.

e Pre-training Stage. Early studies [110, 150, 181, 201] propose various membership signals that are
derived from LLM’s outputs to distinguish members from non-members. However, subsequent
studies [111, 197] have identified fundamental flaws in the evaluation methodologies of prior
studies. Particularly, the use of temporal data to separate members from non-members introduces
subtle distributional shifts between the two groups, resulting in unreliable attack performance
that does not accurately reflect true privacy leakage. Under more rigorous setups, existing
MIAs |27, 37, 83, 198] perform no better than random guessing when targeting pre-training data
of LLMs. This ineffectiveness is largely due to the fact that each data point is typically used only
once during pre-training |1 18, 166], and the vast diversity of training corpora further dilutes the
influence of a single example [51, 68].

o Fine-tuned Stage. Following the pre-training stage, the fine-tuning stage requires substantially
fewer resources and focuses on adapting pre-trained models to domain-specific downstream tasks.
However, fine-tuning datasets frequently contain personally identifiable information (PII) [32], copy-
righted material [103], or sensitive organizational data [11]. MIAs against fine-tuned LLMs leverage
techniques such as prompt calibration [61], hypothesis testing [113], and ensemble methods [199].
Moreover, recent work [58] has shown that human preference data used for alignment tuning (via
Direct Preference Optimization (DPO) [185]) is also vulnerable to MIAs. Compared to attacks on
pre-trained LLMs, MIAs against fine-tuned models are markedly more effective. This increased
vulnerability arises because fine-tuning datasets are considerably smaller, and fine-tuning often
involves multiple training epochs. These factors increase the model’s memorization of sensitive
data, posing heightened privacy threats in fine-tuned LLMs.

e [n-context Learning Stage. Fine-tuning LLMs for specific domains involves non-trivial computation
via parameter updates. In-Context Learning (ICL) [45] has emerged as a popular, more efficient
adaptation paradigm, as it does not require modifying model parameters. In ICL, private data
are provided as demonstrations within the prompt itself to guide the model’s inference for a
specific task. These demonstrations can be manually prepared [19] or dynamically retrieved from
a private knowledge base using Retrieval-Augmented Generation (RAG) systems [15, 93, 151].
The vulnerability of ICL to MIAs has been explored using methods such as prompt injection [13],
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analysis of semantic similarity [59], or measuring contextual influence [59]. Since ICL relies on
only a few demonstration examples, each one has a significant impact on the model’s output and
performance, making these attacks highly effective at identifying private data.

Growing Threats While current MIAs have been effective at assessing privacy risks for fine-tuned
and in-context data in LLMs, they have shown limited success against pre-trained models. However, this
does not mean that pre-trained models are free from privacy risks. Two emerging research directions
make MIAs more powerful, presenting a growing threat to the privacy of pre-training data. The first
direction shifts the focus from analyzing individual data instances to examining larger collections of
data. Recent studies [107] show that instead of detecting membership at the sentence level, aggregating
membership signals across multiple sentences within a document can reliably reveal whether that dataset
was included in training. This has been extended to paragraphs and entire collections, showing that
these larger structures are also vulnerable to MIAs [138]. The second direction involves more advanced
and computationally intensive attacks. Recent research [65] shows that training hundreds of shadow
models [152] to exploit behavioral discrepancies can significantly enhance MIA effectiveness. These
stronger attacks, building on prior successes against classifiers [21, 194], further elevate the risks to
pre-trained data privacy. Together, these emerging research trends indicate that future improvements in
MIAs could amplify the privacy risks of pre-trained LLMs.

Privacy Implications Effective MIAs on LLMs have serious trustworthy risks, such as the leakage of
copyrighted content |52, 172] or test set contamination from evaluation benchmarks [129]. Moreover,
MIAs can serve as a fundamental building block for more sophisticated attacks, such as training data
extraction [25, 20|, or as a core component in data auditing systems [74, 96, 107]. The issue is also
highly relevant to recent ongoing lawsuits alleging unauthorized data use in model training, such as The
New York Times vs. OpenAl [136], Getty Images vs. Stability AI[39] and Doe vs. GitHub[57].

Potential Mitigation Strategies Machine learning with differential privacy (DP-SGD [8] and PATE [131])
is an effective defense mechanism against privacy attacks, including MIAs. Studies [98, 135, 191] have
applied DP-SGD to fine-tune LLMs on sensitive domains, which may degrade model utility under
reasonable privacy budgets. For in-context learning scenarios, various DP-based techniques have been

proposed, such as differential private prompt tuning [50, 70] and differential private synthetic text
generation [161, 179]. In addition to the theoretical privacy guarantees that DP offers, many empirical
privacy methods [71, 199] have shown effectiveness against MIAs. For example, LoRA [71], a widely used

efficient fine-tuning method for LLMs, demonstrates better privacy preservation than full fine-tuning.
However, these empirical defenses may be compromised when facing stronger MIAs [65], and there
remains a notable trade-off between privacy and utility, especially for pre-trained LLMs.

3.2 Training Data Extraction

Training data extraction refers to the risk of partially or fully reconstructing samples from the training
dataset by interacting with a trained LLM [22, 25, 78, 122 146]. This threat goes beyond merely
identifying whether a particular instance was part of the training set (as in membership inference); it
involves recovering the training data itself, posing a more severe privacy threat. Similar to MIAs, data
extraction attacks have been studied at various stages of the LLM training pipeline:

e Pre-training Stage. Research has shown that large amounts of data can be extracted from GPT-
2 [110] by repeatedly querying it with different prompt prefixes [25]. Additionally, studies [84, 105]
have demonstrated that LLMs can unintentionally leak personally identifiable information (PII),
such as a person’s full name, address, and phone number. More recently, studies [66] have used
a probabilistic extraction approach to successfully recover pieces of copyrighted content, such as
excerpts from books, from open-weight models.

o1



o Fine-tuned Stage. Unlike the pre-training stage, where most data extraction attacks are conducted
in a black-box setting, data extraction during fine-tuning often assumes that both the original
and fine-tuned model weights are publicly available. For example, the popular reasoning model
DeepSeek-R1 [13] is trained from DeepSeek-Base [12], both of which have open weights; however,
the data used to train R1 has not been made public. Recent studies [116] propose efficient data
selection strategies that can identify potential training data from a large data pool by matching the
gradients from the base model to the fine-tuned model, demonstrating the feasibility of extracting
fine-tuning data.

e In-context Learning Stage. Studies have shown that it is possible to recover the prompt used for
in-context learning via model inversion |1 17] or prompt stealing [147, 160]. The privacy risks are
heightened when using Retrieval-Augmented Generation (RAG) systems for LLMs, where attackers
try to extract text data from a private database of RAG models through black-box access. Various
attacks have been proposed to extract data from RAG systems, including adversarial prompt

injection |75, 139, 170], agent-based attacks |31], and backdoor attacks [134].

Different approaches have been proposed to evaluate the effectiveness of data extraction attacks. The
most widely used metric is eidetic memorization (or verbatim extraction) [25] and its variations [22, 78,
82, 164, 196]. This metric requires the model to reproduce the memorized data exactly when given an
appropriate prompt. To relax this strict requirement, other studies propose approximate memorization
metrics [78, 82|, which measure the string or semantic similarity between the model’s output and the
training data as memorization efficacy.

Privacy Implications Data extraction from LLMs raises serious privacy and copyright concerns.
Extraction not only produces a “copy” of training data but also reveals that a model has memorized
such data internally. This evidence is central to ongoing legal debates about whether training an LLM
on copyrighted material constitutes fair use. Furthermore, it poses a significant risk to the personal
or proprietary data used in LLM-based applications such as RAG systems, underscoring the profound
privacy challenges in deploying LLMs.

Growing Threats Recent studies [34, 66] highlight that since LLMs are probabilistic, the memorization
should be assessed probabilistically. These studies introduce probabilistic discoverable extraction [66],
which quantifies the likelihood that a model, under a given decoding scheme, will reproduce a verbatim
target suffix when prompted with a specific prefix. This approach not only refines the understanding of
memorization in LLMs but also shows how easily certain pieces of data can be extracted from these
models. Further research [33] argues that measuring memorization solely by average extraction rates is
insufficient. Instead, it should focus on identifying specific pieces of copyrighted or private text that
are most likely to be memorized by the model. By enhancing extraction methods and pinpointing
highly memorized fragments, these approaches increase the efficacy of data extraction, highlighting the
potential for more targeted privacy violations.

4 Privacy Risks in LLM-Powered Systems

The integration of LLMs as core components in larger, complex systems introduces new vectors for
privacy risks. For example, LLM-based chatbots, such as ChatGPT [127] and Claude [14], have become
the primary interface through which users interact with LLMs. In these interactions, users often share
personal narratives and sensitive details to seek advice or obtain personalized responses. This turns their
conversation histories into a rich repository of private information, including personal preferences, habits,
and even users’ secrets [18, 85, 114]. Like other computer systems, these applications are vulnerable
to side-channel attacks, where adversaries exploit indirect information leaks from the system to steal
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data. Furthermore, the unique features of LLM-based applications, such as reasoning and memory
mechanisms, provide additional attack surfaces. Below, we detail two prominent threats associated with
LLM-powered systems: side channel attacks and information exfiltration.

4.1 Side Channel Attacks

Side-channel attacks |3, 10, 92] exploit indirect leakage of information through system behaviors such as
timing, memory usage, and input/output patterns. These attacks can be especially severe in the context
of LLM-based chatbots, which contain vast amounts of users’ private conversation histories. Existing
side-channel attacks against LLM-based chatbots can be categorized into three different types:

o Inference Timing Attacks. Inference timing attacks target the time it takes for an LLM to
generate a response. To improve inference efficiency, modern LLMs are often optimized using
data-dependent inference techniques, such as speculative decoding [112, 159], where a smaller,
faster “draft” model predicts multiple future tokens, and the larger, main model verifies them in a
single step. However, these optimizations introduce new vulnerabilities, as demonstrated in recent
work [23, 155, 175, 193]. Specifically, the vulnerability arises from the number of drafted tokens
that the main model accepts. If many tokens are accepted, the response is faster; if most are
rejected, the system slows down. This acceptance rate depends on the predictability of the text.
Attackers can craft specific inputs to measure these timing differences and infer the predictability
of a user’s hidden conversation history. By analyzing these server response time patterns, attackers
can infer the topic or even specific characteristics of a user’s private conversations without ever
seeing the actual content.

e Cache Timing Attacks. Cache timing attacks exploit variations in how data is stored and accessed
in a system’s memory. In the context of LLM-based chatbots, inference services deployed on cloud
resources need to handle a high volume of real-time requests while maintaining high throughput
and low latency. One common optimization technique is prompt caching [137], where the attention
key-value (KV) cache is reused across requests. In this method, the KV cache for a prompt is
stored, and if a subsequent prompt shares a matching prefix with a cached prompt, the cached KV
data for the prefix can be quickly retrieved. This results in faster processing times, specifically
reducing the time to generate the first response token. However, the use of prompt caching
introduces observable variations in response times based on the private input. When a prompt
matches a cached prefix, the response is faster due to the cache hit, whereas non-matching prompts
result in slower response times. By analyzing these timing differences, the attacker can learn the
prefixes of other users’ private inputs, potentially allowing them to identify or reconstruct the
victim’s entire prompt with high confidence [63, 156, 178, 208].

e Keylogging Attacks. Remote keylogging attacks focus on capturing the keystrokes entered by users
during their interactions with chatbots. Unlike traditional keyloggers that require local access to
the user’s device, recent attacks [177] show it is possible to conduct this remotely by analyzing the
timing and length of network packets exchanged between the user and the chatbot. By observing
patterns in the size and timing of these encrypted packets, attackers can infer the length of the
tokens being transmitted. Leveraging the predictable structure of language, these patterns can be
used to reconstruct a user’s input without any access to their device.

Privacy Implications Side-channel attacks exploit indirect signals such as inference latency, cache
behavior, and packet length to infer sensitive attributes, without requiring the adversary to compromise
the chatbot or the user directly. This makes them especially dangerous, as private information can be
extracted passively, often without the awareness of either party.

53



4.2 Information Exfiltration

Information exfiltration refers to the unauthorized transfer of sensitive data from one context to another.
In LLM-based (agent) applications, this occurs when attackers steal private information either through
unintended leakage by the model itself or by maliciously manipulating the system to reveal user data,
opening a new and highly exploitable attack surface [200]. We categorize existing approaches to
information exfiltration into the following major categories.

e Unintended Disclosure. LLMs often lack awareness of privacy norms and the contextual boundaries
of information flows [124]|. As a result, they may inadvertently disclose sensitive information to
inappropriate recipients. An LLM agent involved in a multi-round conversation may unintentionally
repeat or expose previously shared user information, even when it is contextually irrelevant [38,
115, 148, 204]. For instance, it is undesirable for an LLM assistant to reveal that “John is talking
to a few companies about switching jobs” while drafting an email to John’s current manager,
particularly without his consent. This risk increases when LLMs are tasked with complex operations
that involve integrating multiple sources of user data, such as combining financial, location, and
preference information for personalized recommendations [118]. LLMs struggle to track which
information is appropriate to share, which makes these disclosures particularly insidious.

o Leakage During Model Reasoning. Recent advances in reasoning techniques encourage LLMs
to generate explicit “thinking traces” or intermediate reasoning steps before producing final
answers [154, 189]. While this improves task performance, studies show that reasoning traces
themselves may leak sensitive user data, either accidentally or via targeted prompt injections [62].
For instance, a model assisting with medical scheduling could inadvertently include a patient’s
health condition in its hidden reasoning, which may later surface in outputs. This creates a difficult
trade-off: increasing computational effort can make an agent’s final answer more cautious, but it
also encourages more verbose reasoning, thereby enlarging the attack surface.

e Memory Leakage. To improve personalization, many commercial LLM-powered chatbots, such
as ChatGPT [127] and Gemini [162], have introduced long-term memory features that persist
user information across sessions. These memories may include personal details such as location,
occupation, or user preferences, stored explicitly in textual form to improve future responses.
While convenient, such memory is highly sensitive and attractive to adversaries. Recent studies
demonstrate that attackers can exfiltrate this data via carefully designed prompt injection at-
tacks [133, 115]. For example, malicious content embedded in a piece of code or blog post could
instruct LLM to reveal stored user memories, potentially encoding them into hidden channels
(e.g., URLs or snippets of code) or misleading agents to perform actions like visiting websites that
acquire user information, transferring the data to a remote adversary.

o Insecure Tool Usage. Tools refer to functions that LLM-based agents use to interact with external
data or perform actions that modify the environment, such as writing files, clicking links on web
pages, or generating and executing code. While the open-source community has made significant
strides in developing secure Model Context Protocols (MCP) to ensure consistent and secure
interactions with external data, these tools still pose substantial privacy risks. A recent study [35]
demonstrated that MCP servers could be exploited as trojans to compromise user privacy. For
example, a malicious weather MCP server, disguised as benign functionality, exploited legitimate
banking tools to discover and extract user account balances. Although many vulnerabilities have
been recognized [55, 88, 182], the increasing capabilities of agents with more tools at their disposal
may lead to more potential privacy vulnerabilities.
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o Compromised Ezecution Environment. The agent’s execution environment can also be manipulated
to exfiltrate sensitive information. For example, browser-based agents are highly susceptible to
malicious prompt injections embedded in web pages [29, 100] or triggered by pop-ups [202], leading
to the leakage of private user data. A recent study [37] further emphasizes that agents performing
GUI-based tasks are particularly vulnerable, due to the misalignment between LLM behavior in
conversational settings and their behavior in agent-based, browser-use contexts.

e Leakge via Share Link. Users may share their conversations with a chatbot (ChatGPT) through
a built-in “Share” button on commercial chatbot platforms, allowing only those with the link to
access the conversation. However, it has been shown [(] that these links can be discovered through
search engines (Google Search). This can unintentionally expose users’ conversation histories to
the public. Furthermore, deleting a conversation from your ChatGPT history does not remove the
public share link or prevent it from appearing in search engine results. Recognizing the potential
for privacy breaches, OpenAl has addressed this issue by providing users with the option to control
whether their chats are visible in search engine results, offering more control over users’ privacy.

Privacy Implications Information exfiltration can occur even without the presence of an active
attacker and can be unintentionally exposed through a model’s internal reasoning traces or persistent
memory. In this way, features originally intended to improve functionality (tool usage and share links),
transparency (reasoning), and personalization (memory) become high-value attack surfaces. The ultimate
consequence is a profound erosion of user trust, as interacting with a seemingly helpful LLM agent
creates a persistent, exploitable record of their most sensitive information.

Vulnerability Detection and Mitigation Strategies To counter the threat of information exfiltration,
research efforts are focused on both detecting vulnerabilities and developing active defenses. On the
detection front, some works measure an LLM’s capacity for privacy reasoning in ambiguous contexts
to identify risks of unintended information disclosure [119, 190]. Another approach [16, 206] examines
whether agents interacting with web interfaces adhere to the principle of data minimization, introducing
benchmarks to systematically evaluate their compliance. In parallel, other efforts aim to build direct
defenses against malicious attacks. This includes designing robust countermeasures for prompt injection
attacks, which are a primary vector for information exfiltration |11, 168]. Despite these advancements, a
comprehensive mitigation strategy capable of defending against the full spectrum of emerging exfiltration
threats remains an open challenge [67, 200].

5 Privacy Risks from Malicious Use of LLMs

The increasingly impressive capabilities of LLMs have demonstrated remarkable potential across diverse
fields, such as software engineering [187], human behavior simulation [132], and even assisting scientific
discovery [17]. However, this progress presents a dual-use dilemma, as the very capabilities driving these
innovations can also be misused for malicious purposes [24, 28, 56, 91, 183]. Specifically, LLMs amplify
the risk of privacy violations in two ways:

e Scaling Sophisticated Attacks. LLMs can automate and execute privacy attacks that were previously
prohibitive due to their complexity or high cost. By either assisting human adversaries or operating
independently, they can enable privacy breaches at an unprecedented scale.

e Democratizing Attack Capabilities. LLMs lower the barrier for malicious actors by making powerful
attack tools accessible to people with little to no expertise. This “democratization” allows individuals
with limited knowledge to launch attacks that previously required specialized skills.
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In this section, we introduce two emerging privacy risks of the malicious use of LLMs: automated
profile inference and automated social engineering.

5.1 Automated Profile Inference

Individuals constantly generate digital footprints through their online activities, encompassing activities
from social media comments and posts to shared photos and videos. While some of this data is inherently
private (browse history), a vast amount of these activities (posts and comments) is publicly accessible.
However, the public availability of this information does not eliminate privacy risks. An adversary can
aggregate these seemingly innocuous public activities to construct a detailed personal profile, a process
known as profiling |20, 17]. For instance, analyzing a Reddit user’s most frequented subreddits could
reveal their hobbies, while geotags in posted images could disclose their travel patterns or home location.
Profiling is widely recognized as a privacy violation by legitimate privacy frameworks like GDPR|142],
CCPA [126], and HIPAA [9].

Profiling based on unstructured and noisy data requires significant expertise and is considered
too resource-intensive for large-scale privacy breaches [16]. The emergence of LLMs fundamentally
alters this landscape. By leveraging their sophisticated understanding and reasoning capabilities, LLMs
can automate the inference process, systematically analyzing vast digital footprints to infer sensitive
attributes with minimal human intervention. This automation dramatically amplifies the threat, enabling
profiling attacks at an unprecedented scale. A growing body of work has demonstrated the feasibility
of LLM-driven profiling attacks [19, 158, 165]. In the following, we categorize these attacks along two
primary axes: (i) the data modality they target and (ii) their level of automation.

Profiling Across Data Modalities With the increasing capabilities of LLMs in understanding different
data modalities, various profiling attacks have been proposed by analyzing a user’s activities across
multiple types of data:

e Profiling from Textual Activities. Early LLM-based profiling attack [158] assumes that an adversary
can access and scrape the public activities (posts and comments) of a pseudonymous user from the
Internet. The adversary then instructs LLMs with prompts to infer predefined sensitive attributes
(eight types of PIls), within these textual activities. The results showed that powerful models like
GPT-4 [127] can achieve performance comparable to human analysts, even when the humans have
the advantage of accessing additional contextual information, which LLMs do not have.

e Profiling from Visual Activities. With the rise of Vision-Language Models (VLMs) [128, 162],
research has expanded to include profiling from images and videos, which are ubiquitous on social
media platforms like TikTok and Instagram. Specifically, one study [165] designed carefully crafted
prompts using chain-of-thought reasoning [174| and automated zooming techniques to direct
VLMs to focus on potentially sensitive details in the photos, thus enhancing privacy-infringing
inferences. Another significant privacy risk arises from directly inferring a user’s possible geo-
location from their pictures |73, 80, 102, 188]. Research has shown that VLMs can outperform
even the professional human players in GeoGuessr |2|, which raises serious concerns regarding
geographic privacy. However, these models are not infallible; they often exhibit significant regional
biases, such as a tendency to over-predict well-known landmarks or locations heavily represented
in their training data [73].

Different Levels of Automation in Profiling The privacy risks associated with the malicious use
of LLMs depend heavily on the degree of automation involved in the attack. A highly automated
and practical attack poses a much greater real-world privacy threat, as it reduces the need for human
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adversaries, making it more cost-efficient and scalable. We categorize existing approaches into two types:
semi-automated and fully automated, depending on their level of automation:

o Semi-Automated Profiling. The majority of current research falls into this category, where the core
inference task is automated, but significant human effort is still required for data preparation and
defining attack objectives. These systems are powerful in controlled settings but face two major
limitations in real-world scenarios: (i) Reliance on curated data. Many studies [104, 158, 165, 188]
focus on clean, curated textual or image data that is deliberately designed to contain sensitive
information, allowing LLMs and VLMs to infer personal attributes. However, in real-world
scenarios, user activities are typically noisy and may not be directly related to personal attributes.
As a result, the performance of these semi-automated methods would likely degrade significantly
when faced with raw, unfiltered activities. (ii) Predefined attribute targets. These attacks are
typically configured to search for a fixed set of sensitive attributes (age, gender, location), which
assumes the adversary already knows what to profile from users. However, in the real world,
adversaries do not always know what sensitive attributes are present in a user’s activities. This
lack of predefined knowledge prevents the attacker from designing specific strategies to target
particular attributes, further limiting the applicability of such attacks.

o Fully-Automated Profiling. To address the limitations of previous approaches, recent work has
focused on developing end-to-end automated profiling systems. One example is AutoProfiler [19],
an agent-based profiling framework that automatically scrapes, collects, and analyzes potentially
sensitive activities from raw, noisy user data. By coordinating with four specialized LLM agents,
AutoProfiler fully automates the process of inferring sensitive attributes. This eliminates the
need for background knowledge or profiling expertise, making it highly scalable and suitable for
deployment on web-scale platforms. Despite its weaker assumptions, the results show that the
inferred attributes extend beyond PlIs, uncovering significant amounts of sensitive information.
The move toward full automation has profound implications. It means that adversaries no longer
need specialized expertise or prior knowledge to launch sophisticated, large-scale profiling attacks.

Privacy Implications Automated profiling inference can result in serious privacy breaches. One of
the most well-known risks is de-anonymization [120, 121]. Study [19] shows that some Reddit users can
be de-anonymized by inferring personal attributes from their public activities and comparing these with
publicly available profiles, such as LinkedIn. The risk of de-anonymization increases when adversaries gain
access to multiple profile databases or cross-reference a user’s activities to construct more comprehensive
profiles. In addition, sensitive information extracted from these online activities can also be exploited
for severe cybercrimes like doxing and cyberbullying. We refer to [16, 19] for a deeper discussion of the
consequences of exposing sensitive personal data.

Growing Threats Existing attacks exploit the in-context learning (ICL) capability of off-the-shelf
LLMs to perform profiling tasks. While this approach is highly efficient and accessible, its performance
could be suboptimal, as these models are not specifically designed for profiling. For example, studies show
that even state-of-the-art VLMs are outperformed in geo-location identification tasks by PIGEON [64], an
image model purpose-built for geolocation. This trend suggests that adversaries may design specialized
profiling models that surpass generic LLMs, thereby enhancing attack effectiveness and posing even
more severe privacy risks.

Challenges in Evaluation While various methodologies have been proposed to assess the profiling
abilities of LLMs [19, 73, 158, 183], there is still no widely acknowledged benchmark to comprehensively
evaluate the associated privacy risks. This issue partially stems from a fundamental ethical dilemma:
creating a robust benchmark would require a large dataset of real users’ activities with labeled, sensitive,
ground-truth attributes. To address this, some researchers have proposed using synthetic datasets
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generated by LLM agents [79, 192]. However, the behaviors and data produced by these agents may
not accurately reflect the complexities of real human activity, limiting their validity and reliability [19].
In addition, evaluation becomes more complex for fully automated systems that perform open-ended
inference without predefined attribute targets. Forcing the model to choose from a candidate list
simplifies evaluation but fails to measure the model’s true, unconstrained inference capabilities. Therefore,
evaluating the profiling abilities of LLMs remains an open question. Designing effective evaluation
approaches is a critical step toward understanding and mitigating these emerging privacy threats.

5.2 Automated Social Engineering

A social engineering attack exploits the psychological manipulation of human behavior to extract sensitive
information, gain access to personal devices, share credentials, or perform other malicious activities
that compromise digital security [125]. There are different types of social engineering, such as phishing,
vishing, pretexting, and baiting. Over the past decades, social engineering attacks have resulted in
numerous incidents, causing severe financial losses and privacy breaches [60, 123|. Most social engineering
attacks follow four main stages [111]: (i) Investigation. The attacker gathers information about the
target, often from public social media, job platforms, and online sources, to identify vulnerabilities. (ii)
Planning. Based on the gathered information, the attacker develops a strategy, selecting tactics like
phishing or impersonation to exploit weaknesses. (iii) Contact. The attacker establishes trust with
the target, persuading them to take harmful actions such as clicking a malicious link or disclosing
sensitive information. (iv) Ezecution. The attacker extracts sensitive data, installs malware, or otherwise
compromises the target’s system.

Social engineering attacks typically required significant human effort and expertise, and their success
rates were often limited by defense mechanisms and human vigilance. For example, phishing emails
could be easily recognized by telltale signs like grammatical errors or implausible scenarios [39]. However,
the advent of LLMs has introduced a new dimension to social engineering threats, which we refer to as
automated social engineering. Unlike traditional methods, LLM-driven attacks can be personalized and
executed at scale. These models can automate and enhance all four major stages of a social engineering
attack, increasing both effectiveness and efficiency, as detailed below.

Automated Investigation The purpose of this phase is to gather sufficient information about a target
to personalize the attack and make it more convincing [123]. Adversaries may directly employ automated
profiling strategies (as described in the previous section) to collect personal information. In addition,
they may launch proactive information-gathering attempts by manipulating LLM-based chatbots to elicit
sensitive details. In such scenarios, a chatbot convinces the user that certain personal information is
required to complete a task. Because users often perceive LLMs as helpful assistants, they may willingly
provide sensitive details, believing them to be necessary |12, 86, 90, 195]. Attackers can exploit this trust
by embedding hidden, privacy-invasive prompts into a chatbot’s behavior [158|. For example, a chatbot
tasked with creating a travel itinerary might subtly request additional personal details—such as financial
information or contact numbers—under the guise of improving the service. The risk is further amplified
in multi-agent LLM systems, where multiple agents collaborate by asking for complementary pieces of
information and together constructing a detailed personal profile of the victim [209]. These LLM-based
information collection strategies dramatically reduce the cost and time required for reconnaissance while
producing highly detailed and actionable intelligence about targets.

LLM-Aided Planning In this stage, LLMs could serve as powerful reasoning and analysis engines
to help attackers design persuasive attack strategies. Specifically, LLMs can (i) propose tailored
attack vectors—such as spear-phishing campaigns or impersonation scenarios, (ii) generate dialogue
templates to sustain orchestrated interactions that gradually build trust [163], and (iii) dynamically
adapt strategies, for example by suggesting follow-up messages when a target hesitates or fails to respond.
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This capability transforms attack planning from a manual, experience-driven art into an automated
process. Sophisticated, customized attack blueprints can be generated in minutes, removing the need for
an experienced human attacker.

LLM-Enhanced Contact LLMs can be exploited not only to enhance interactions through existing
contact channels but also to create entirely new avenues for reaching targets.

First, LLMs enhance traditional methods like phishing by generating persuasive, context-aware
emails with remarkable speed. Studies show an LLM could draft a highly convincing spear-phishing email
in just five minutes, a task that takes a human team several hours [31, 76, 77]. LLMs can also sustain
convincing, real-time conversations that gradually build trust. When paired with generative deepfake
technologies for images, video, or audio, impersonations become nearly indistinguishable from legitimate
contacts [10, 89, 167]. This allows a single attacker to maintain persistent, personalized engagement
across multiple platforms and scale their outreach to thousands of potential victims simultaneously.

Second, LLMs open new avenues for attack by exploiting the growing use of chatbots for emotional and
psychological support [72, 207]. In this scenario, attackers deploy malicious chatbots that impersonate
trusted friends or companions to establish a deep emotional connection with a victim. The proliferation
of third-party platforms like the OpenAI GPT Store [1] and FlowGPT [5] makes it easy to distribute
these deceptive chatbots to a wide audience. Once an emotional connection is established, adversaries can
manipulate victims into disclosing sensitive information, transferring money under fraudulent pretenses,
or even engaging in harmful behaviors [7].

LLM-Aided Execution Once trust is established and sensitive data is obtained, LLMs can assist
attackers in carrying out malicious actions. These include: (i) leveraging stolen credentials to gain
unauthorized access to systems [184], (ii) automating financial fraud, such as wire transfer scams [100],
and (iii) orchestrating follow-on attacks, including malware distribution or pivoting to additional targets
within a compromised network [143]. By reducing the need for manual effort, LLMs enable end-to-end,
scalable, and highly sophisticated attack pipelines.

Privacy and Security Implications Automated social engineering represents a multifaceted threat to
both privacy and security. It dramatically increases the risk of large-scale data leakage and financial
loss. Attackers can harvest sensitive personal information, financial details, and corporate credentials
with unprecedented efficiency [76]. The real-world consequences are staggering; in one recent incident,
fraudsters used a combination of phishing and video-based deepfake impersonation to deceive an employee
into authorizing a fraudulent $25 million transfer [106]. Beyond financial loss, certain strategies exploit
users’ trust or emotional reliance, inflicting psychological harm that can result in profound emotional
distress. Thus, automated social engineering not only increases the efficiency of attacks but also expands
the pool of potential victims, thereby amplifying the societal impact of privacy breaches.

Growing Threats With the rapid development of LLMs, automated social engineering attacks
may become even more sophisticated and hard to detect. Multi-modal LLMs, for example, can
generate coordinated text, audio, and video content to produce highly immersive impersonations
that are nearly indistinguishable from authentic human interactions. Another concern lies in the
emergence of autonomous agents capable of orchestrating end-to-end attack campaigns. Such agents
could handle reconnaissance, planning, multi-turn conversations, and final exploitation without any
human oversight [39]. These advancements suggest that future LLM-driven social engineering would
progress beyond opportunistic scams toward coordinated, persistent, and large-scale operations capable
of evading even advanced detection and defense systems.

Vulnerability Detection and Mitigation Strategies Several studies have examined the capabilities of
LLMs in conducting social engineering and their impact on human users [69, 101, 184]. For example,
a recent work [130] proposed embedding trigger—tag associations into vanilla LLMs through various
insertion strategies. When the model is instructed to generate phishing emails, detectable tags are
inserted into the output, enabling more effective detection of LLM-generated phishing content. However,
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such safety enhancements for LLMs are limited in their real-world applicability. Adversaries can easily
bypass them by locally deploying open-source and unconstrained LLMs without these safeguards. Thus,
the challenge extends beyond detecting LLM-generated social engineering content to also identifying
autonomous malicious activities carried out by LLM agents.

6 Conclusion

The rapid development and integration of LLMs into digital infrastructure and daily life have introduced
a new frontier of privacy risks. In this paper, we systematically examined emerging threats of LLMs
across three dimensions: (i) data privacy risks across various learning stages of LLMs; (ii) privacy risks
in LLM-powered applications, including side channels and information exfiltration; and (iii) malicious
use of LLMs, such as automated profiling and social engineering. We then discuss the real-world privacy
implications of these threats and highlight the limitations of existing mitigation strategies. This paper
helps to illuminate the privacy risks introduced by LLMs and advocates for greater social awareness
of these challenges. We also call for research efforts that broaden their focus beyond data privacy and
design new defenses to address these privacy threats.
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