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Letter from the Editor-in-Chief

As the world becomes increasingly data-driven, the need for Privacy-Preserving Data Management has never been
more crucial. This task goes beyond simple data protection, aiming to secure sensitive information while enabling
its beneficial uses in research, analytics, and beyond. Central to this mission is the integration of advanced
technical solutions with robust governance practices, recognizing that data quality and security are vital to the
trustworthiness and effectiveness of AI systems.

In this June edition of the Data Engineering Bulletin, we focus on the complex realm of privacy-preserving
data management. This issue, meticulously curated by Xiaokui Xiao, features six pioneering papers that expand
our current understanding and capabilities.

For example, Gavidia-Calderon et al. introduce SQLSynthGen, a tool that tackles the dual challenges of
data fidelity and privacy. This innovative method for generating synthetic data ensures that datasets maintain the
statistical properties and utility of real-world data while incorporating differential privacy mechanisms to protect
sensitive information. Its significance lies in providing high-quality synthetic data for research and analysis
without compromising patient privacy, making it particularly valuable in the healthcare sector.

Overall, these scholarly contributions offer new insights, methodologies, and tools that address the pressing
challenges in privacy-preserving data management. They remind us of the shared responsibility among researchers,
practitioners, and policymakers to guide data management towards outcomes that are ethically sound and
universally beneficial.

We extend our gratitude to all authors for their valuable contributions to this special issue. Their work not
only advances our understanding but also paves the way for future innovations in the realm of secure and private
data management.

Haixun Wang
Instacart
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Letter from the Special Issue Editor

Privacy-preserving data management is a critical and timely topic in our increasingly data-driven world. As
organizations across various sectors, ranging from healthcare and finance to social media and government,
collect and process vast amounts of data, the need to protect individual privacy has never been more crucial.
Privacy-preserving data management encompasses a range of techniques and practices designed to ensure that
sensitive information remains secure while still allowing data to be used for beneficial purposes such as research
and analytics.

The importance of privacy-preserving data management cannot be overstated. On one hand, data drives
innovation and growth, enabling breakthroughs in medical research, enhancing customer experiences, and
optimizing operations across industries. On the other hand, mishandling or exposing sensitive data can lead to
significant harm, including identity theft, financial loss, and erosion of trust. Regulatory frameworks such as the
General Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) highlight the
need for stringent data protection measures, but compliance alone is not enough. Effective privacy-preserving
data management requires a proactive approach, integrating advanced technical solutions with sound governance
practices.

This special issue features a collection of six papers from expert researchers that push the boundaries of our
current understanding and capabilities, reflecting diverse perspectives on privacy protection in the management of
data. We start with a paper by Sohn et al. that surveys the latest advancements in secure and private database
systems. With the surge in data collection and cloud computing, the authors highlight critical privacy challenges
and solutions. They delve into technologies like differential privacy, secure multiparty computation, and zero-
knowledge proofs, explaining how these methods protect sensitive data while allowing for meaningful analytics.
The paper serves as a practical guide for navigating the complexities of implementing privacy-preserving
techniques in database systems. The second article, by He and Zhang, explores the application of differential
privacy to provenance data, which are records that describe the history of data, including how it was collected,
processed, and used. The authors provide a comprehensive framework that ensures privacy while preserving
the utility of the data for various applications. The authors present detailed methodologies and case studies that
highlight the effectiveness of their approach in real-world scenarios. Next, we feature a paper by Gavidia-Calderon
et al. that introduces SQLSynthGen, a method for generating synthetic relational datasets, particularly focusing
on healthcare data from National Health Service (NHS) hospitals in the UK. The tool addresses the dual need for
data fidelity and privacy, providing a white-box approach to synthetic data generation that includes differential
privacy mechanisms for enhanced security. The fourth paper, by Mao et al., provides a comprehensive survey
of differential privacy applied to time series data. The paper discusses the unique challenges of protecting
privacy in time series due to their volume and temporal correlations. The survey covers various techniques to
balance privacy and utility, and it highlights the open challenges and future directions in this evolving field.
The fifth contribution, by Monir et al., reviews adaptive techniques in Differentially-Private Stochastic Gradient
Descent (DP-SGD), focusing on improving the privacy-accuracy trade-off. It also discusses the data management
challenges associated with the deployment of DP-SGD, providing insights into enhancing computational and
memory efficiency. Finally, the last article by Islam et al. focuses on text data, and examines the intersection
of bias, fairness, and differential privacy in NLP models. The article provides an in-depth analysis of how
differential privacy impacts the fairness of NLP models and offers strategies to mitigate potential biases, ensuring
that privacy-preserving techniques do not inadvertently harm model performance or fairness.

Overall, these works offer new insights, methodologies, and tools that address the pressing challenges that we
face in the filed of privacy-preserving data management. We would like to thank all authors for their valuable
contributions.

Xiaokui Xiao
National University of Singapore.
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Everything You Always Wanted to Know About
Secure and Private Database Systems (but were Afraid to Ask)

Donghyun Sohn, Xiling Li, Jennie Rogers
{donghyun.sohn,xiling.li,jennie}@northwestern.edu

Abstract

Individuals and organizations are accumulating data at an unprecedented rate owing to the advent of
inexpensive cloud computing. Data owners are increasingly turning to secure and privacy-preserving
collaborative analytics to maximize the value of their records. In this paper, we will survey the state-of-the-
art of this growing area. We will describe how researchers are bringing security and privacy-enhancing
technologies, such as differential privacy, secure multiparty computation, and zero-knowledge proofs,
into the query lifecycle. We also touch upon some of the challenges and opportunities associated with
deploying these technologies in the field.

1 Introduction

With the rise of inexpensive cloud computing and its highly available storage, we are collecting data at an
unprecedented rate. Businesses, governments, and other organizations are increasingly outsourcing their data
management operations accordingly. They are also realizing new opportunities for analytics in important domains
such as clinical research, public policy, and more. There are, however, (at least) two issues that prevent this
burgeoning field from reaching its full potential. First, data owners are concerned about the security and privacy
of outsourcing their private records, especially regarding their liability and compliance obligations. Second,
despite the ubiquity of data, records remain fractured among multiple independent databases. Without putting
data in context, these systems may produce query answers that are incomplete and misleading.

To address these challenges, the database community has been very actively researching techniques that
protect confidential records in a relational database by architecting security and privacy (S&P) techniques as
first-class citizens in their operations. This is happening at every step of the query lifecycle, as shown in Figure 1.
In this paper, we will look at systems that are secure; they protect their records from unauthorized access. We
will also describe ones that are privacy-preserving–they release information about a dataset while protecting their
individual records from reconstruction attacks. We will also delve into outsourced verifiable systems, where an
untrusted party provides authenticated query answers over private data. These problems are partially overlapping
and we refer to solutions in this space as trustworthy database systems. This myriad of S&P options for databases
might seem bewildering to newcomers. In this paper, we will offer a field guide to these emerging systems. We
will describe their guarantees and outline the advantages and disadvantages to competing approaches.

We organize the rest of this paper as follows. We review the fundamentals of trustworthy database systems
in Section 2. After that, we will survey the state-of-the-art for secure query processing in Section 3. We will

Copyright 2023 IEEE. Personal use of this material is permitted. However, permission to reprint/republish this material for
advertising or promotional purposes or for creating new collective works for resale or redistribution to servers or lists, or to reuse any
copyrighted component of this work in other works must be obtained from the IEEE.
Bulletin of the IEEE Computer Society Technical Committee on Data Engineering
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then progress on to examine techniques for integrating differential privacy into the query processing pipeline in
Section 4. After that we will describe techniques for verifiable query processing in Section 5. Last, we discuss
how researchers are assembling these building blocks into privacy-preserving database operators in Section 6.

2 Background

Symbol Meaning
Q A query submitted to a trustworthy DBMS
D A database over which we evaluate Q
M The mechanism that computes Q
R The result of Q computed over D
Cver A checker for verifyingR

Table 1: Notation for query workflow

In this section, we review the fundamental concepts
that underpin trustworthy database systems. These
systems are built upon several techniques from the
security and privacy community. They range from
cryptographic primitives for protecting data at rest and
during query evaluation to frameworks that quantify
and control the information leakage associated with
running a query. This survey will explore database
systems that protect their records’ privacy or integrity from one or more adversaries. Systems that center on
protecting the privacy of user queries, as opposed to private data, are beyond the scope of this paper. Examples of
this include private information retrieval [25, 92], searchable symmetric encryption [51], and private function
evaluation [124].

Early privacy-preserving database research anonymizes private data [65, 89, 78, 66]. For example, k-
anonymity [115] only releases a record, or aggregate thereof, if there are at least k − 1 others that are indis-
tinguishable from it. These techniques give the misleading intuition that individuals “hide in the crowd” in an
anonymized data release, but research indicates that the widespread availability of auxiliary data and reconstruc-
tion attacks makes this position unsustainable [86, 91, 106]. We touch upon anonymization here because, at
the time of this writing, this approach enjoys regular use in numerous domains including US healthcare [90]
and education [24, 111] data protection and we expect to see this continue in the near-term as more effective
approaches mature and gain traction. We will focus on these next-generation techniques in the remaining text.
Notation. We outline the notation we will use in this text in Table 1. Our query workflow begins with a client
submitting their query,Q, to a trustworthy DBMS. They wish to run this SQL statement against a private database,
D. If they are querying n private engines, they query (D1, . . . , Dn). The client may or may not be trusted with the
records of D, as we will cover shortly. The database evaluates the query with a mechanism,M, that produces its
S&P-preserving result,R:=M (D). If we are accompanyingR with a proof of its authenticity, then we compute
a boolean function, Cver(D) ∈ {0, 1}, and it returns 1 to the client if it verifiesR successfully.

2.1 Query Lifecycle

Figure 1: Trustworthy DBs in the query lifecycle

Figure 1 shows the broad steps with which a database
system evaluate a query and where they integrate as-
sorted privacy and security-enhancing techniques into
this workflow. This figure is inspired by [3]. The
dotted lines denote steps in the process that may leak
information about a database’s private records. We
expect the initial input databases from one or more
data providers or data owners are correct and com-
plete at setup time. A clients queries the records of
one or more private databases. The party computing
the query answer–this could be the data owner them-
selves, an untrusted cloud service provider used for
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((a)) Client-Server ((b)) Outsourced Storage ((c)) Private Data Federation ((d)) Outsourced Computation

Figure 2: Reference architectures for trustworthy database systems.

outsourcing or others–may have access to this information leakage. We delve into specific trustworthy database
architectures and the S&P-preserving techniques that power them in the upcoming sections.

2.2 Trustworthy DBMS Architectures and Roadmap

Throughout this text, we will reference several common architectures for query evaluation. In this section, we
will describe trustworthy database systems in terms of the four architectures shown in Figure 2. Our goal is to
provide a guide for future systems builders in selecting the most suitable one for their setting. Admittedly, these
frameworks are partially overlapping. We break them up as shown for ease of exposition.

A client-server architecture simply enables the client to send their Q to the server with a private database and
receive its answer, R as in Figure 2(a). For example, if the client is untrusted and the data provider is trusted,
then the latter might protect their query answers from reconstruction by returning noisy versions of the true query
answer using differential privacy. We will cover this approach in Section 4.

The outsourced storage architecture, depicted in Figure 2(b), starts with one or more untrusted cloud servers
that have ample storage and limited compute resources. A data owner or trusted client outsources their storage
operations to this platform to keep their data confidential. These systems support a key-value store-esque interface.
This is challenging because even when the database is stored encrypted, side-channel information such as memory
access patterns can reveal some or all of the DB’s contents [48, 58, 80]. We introduce oblivious RAM in
Section 3.2; it is the main starting point for systems in this space. If the client seeks only verifiable results, and
they have access to more compute power on the server side, they might engage in verifiable querying as described
in Section 5.

The private data federation (PDF), shown in Figure 2(c), enables two or more mutually distrustful parties to
computeR over the union of their private records without disclosing their private records to anyone. This secure
query evaluation may take place within cryptographic protocols evaluated among the data providers, described in
Section 3.1 or in trusted hardware, as detailed in Section 3.4.

The outsourced computation setting in Figure 2(d) is when one or more data providers outsource their storage
to the untrusted cloud and they delegate all query evaluation to this platform. Here, the client and data providers
are both trusted. We discuss approaches to solving this challenge in Section 3. Similar to the PDF, platforms can
securely compute in hardware or software. This setup introduces another option: homomorphic encryption, or
computing over encrypted data, as described in Section 3.3.

3 Secure Query Processing

In this section, we will examine techniques for query processing on outsourced databases, Figure 2(d), and private
data federations, Figure 2(c). We group together these two architectures because there is strong overlap in their
approaches and we highlight their differences we go along. We start with the strongest guarantee, oblivious
querying, and then introduce popular relaxations to this.
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3.1 Oblivious Querying

A program is oblivious if its data access patterns and instruction traces are independent of their private input data.
Oblivious algorithms prevent an attacker from inferring information about a database by observing its queries as
they are evaluated. An obliviously-executed query divulges nothing about its private inputs, except that which
can be deduced from its results.

Researchers prove that a program is oblivious using the “real world, ideal world” paradigm [21]. Say that we
are computing query Q with mechanismM over database D and there exists a probabilistic polynomial time
simulator, Sim that receives D’, an arbitrary database that is not D but shares its schema and table cardinalities.
The observable traces ofM should be computationally indistinguishable from those of Sim. In other words,
Traces(M,D) ≡ Sim(M,D′). This paradigm makes it possible to compose independently developed building
blocks, such as the oblivious query operators, into a query plan with strong end-to-end guarantees.

There are a few common mechanics in oblivious database operators [10, 138, 119, 73, 4]. To keep their
instruction traces oblivious to their private inputs, these programs evaluate both branches of private if-then
statements, retaining only the one indicated by its secret conditional. Similarly, they do not admit early termination
of loops. They conceal the selectivity of database operators with dummy tuples that replace rows that would be
filtered out in an operator so that a curious observer cannot deduce anything about a function’s input data. These
engines typically represent this feature with a dummy tag or bit appended to each row denoting whether it should
be included in any subsequent calculations. For example, an oblivious filter visits every row in a table and applies
its private predicate. If the row satisfies the selection criteria, the oblivious if-then will update the row’s dummy
tag. Otherwise, it will simply overwrite the dummy tag with its previous value to remain oblivious. We will
describe oblivious database operators in detail in Section 6.

Oblivious querying incurs a substantial performance penalty because its operators hide their data access
patterns and any data-dependent changes in their control flow. With no additional info, queries with cascading joins
must pad their output to the maximum possible size (the cross-product of their inputs) to conceal their selectivity.
Cumulatively, leads to a blow-up in their cardinalities increasing the cost of any subsequent computation. As
such, many oblivious database operators engage in selective information disclosure such as revealing the true
cardinality of joins [63, 138] by default while offering full-padding if desired. If this is the root (last) operator in
a query tree and the parties will receiveR, then this is a sensible trade-off. This picture gets more complicated if
it is an intermediate result.

Secure multiparty computation (MPC) [44, 74] enables two or mutually distrustful parties to jointly compute
over their private inputs obliviously. Although early applied MPC protocols often implemented a special-purpose
function (such as linear regression) to tackle the breathtaking overhead associated with general-purpose protocols,
most modern systems compile their program logic into circuits [53]. These garbled circuits reduceQ into a series
of gates, e.g., AND and XOR gates. The protocol evaluates the circuit obliviously by traversing it in topological
order. They provide a Turing complete springboard for evaluating ad-hoc queries. Some protocols use arithmetic
gates instead of logic ones. Performing all private computation within garbled circuits makes it possible to
seamlessly compose the security guarantees of multiple, independently-developed components into a single proof
under universal composability [21].
Private Data Federations. There is a growing need to analyze information from multiple sources through a
unified querying interface while addressing privacy concerns and complying with numerous privacy laws. A
PDF, as in Figure 2(c), integrates multiple autonomous database systems owned by mutually distrustful parties to
query them as if they were a single query engine. PDFs offer a shared schema that has table definitions agreed
upon by all data providers at setup time. It specifies the security level needed for each column. Many PDF
frameworks evaluate their queries under MPC. This ensures that no unauthorized data is disclosed to other data
providers participating in a secure query, while also minimizing the operations thatM must perform under MPC
by pushing them down for local evaluation [10, 119, 73].

Data providers store private data in their own databases and compute query outputs in a privacy-preserving
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manner. In PDFs, the process operates as follows: the client translates Q into the corresponding cryptographic
protocols with which they will execute it. They then send these instructions to all participating data providers.
The data providers then locally compute any public query operators over their private records. They then encode
their selected private input rows for the operators that require secure, distributed evaluation over their unioned
intermediate results. They execute their oblivious operators by passing encrypted messages among themselves.
The data providers then send their share ofR to the client over an encrypted link. After receiving shares from all
of the computing parties, the client assemblesR.

There are numerous threat models for MPC protocols, and they are detailed in [74]. A semi-honest party
adheres to the protocols, but may attempt to learn additional, unauthorized information from observing the MPC
protocol. Semi-honest database systems include SMCQL [10], Conclave [119], and Hu-Fu [116]. On the other
hand, a malicious party both seeks to reveal information about a query’s private inputs and they may deviate from
the MPC protocol arbitrarily. Senate [96] implements a PDF in the maliciously secure setting. Some engines are
starting to support multiple protocols or mixed models by compiling queries into abstract circuits (or methods)
and applying different protocols for different settings. SCQL [4] and VaultDB [107, 112] take this approach.
Naturally, protocols with stronger guarantees incur more overhead for query evaluation, and this design choice
depends on the setting in which they run.
Outsourced Computation. MPC facilitates querying over the unioned data of 2+ independent private DBs. We
need one more step to extend this technology to the outsourced computation setting in Figure 2(d). To distribute
trust over multiple outsourced hosts, a client may secret share their private inputs and send shares of them to all
computing parties. Here no party can reconstruct the secret unless the party colludes with a subset of parties.
Before starting to evaluate Q’s garbled circuits, the parties participate in an oblivious transfer protocol to encode
their data as wire labels for its logic gates. This process is analogous to public-key cryptography where at the end
of it each party holds an encrypted copy of the database without access to the key with which to decrypt it and
none has access to the plaintext data except its initial owner.

Platforms in the outsourced computation model have also been adopting MPC protocols. The earliest work
(to the best of our knowledge) in this space computed aggregates semi-honestly under 3-party computation [17].
SDB [128, 55] created a hybrid model where the private data is secret-shared among the data owner and the cloud
service provider. For the semi-honest setting, Secrecy [73] supports 3-party secure computation over ad-hoc SQL
queries. RESCU-SQL [69] uses maliciously secure, n-party MPC protocols to protect outsourced data in the
zero-trust cloud.

3.2 Oblivious RAM for Outsourced Storage

We now turn our attention to the outsourced storage setting shown in Figure 2(b) in Section 2.2. Here, the client
wishes to outsource the of their private database to the untrusted cloud. If they simply encrypted their data and
issued read and write requests against the specific records as they access them, then this will expose their data
access patterns and make their data vulnerable to side-channel leakage attacks [58, 87, 48]. Unless otherwise
specified, these systems have a key-value store-style API. Oblivious RAM [43] transforms a client’s read and
write requests into ones that are independent of their true memory access patterns. When a client requests a
block, bi, from their database, the ORAM rewrites it as a series of reads and writes that 1) shuffle their storage,
and 2) pad their request with dummies to conceal the position of their request in the database. This makes the
distribution of their I/O requests oblivious to their true memory access patterns. It also prevents an adversary
from deducing the frequency of accesses to a specific bi.

Early work in outsourced storage centered on ORAM constructions themselves, with tree-based ones [114,
103] emerging as the dominant paradigm in practice. Several systems have generalized this work to distributed
ORAMs, including Shroud [75], ObliviStore [113], and TaoStore [110]. Snoopy [30] integrates trusted hardware
into their design to parallelize oblivious reads and writes. Whereas ORAM makes all access requests indistin-
guishable from one another, frequency smoothing relaxes this requirement to make the frequency with which
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individual bis are requested uniform. Waffle [79] and Pancake [47] are examples of this approach. They do so by
replicating popular objects and padding their I/O requests with dummies.

The systems described above are all linearizable; they reason about concurrency at the granularity of one
object at a time. Additional mechanisms are needed for ACID transactions. Obladi [29] is an ORAM-backed
storage engine that parallelizes ACID transactions on untrusted ORAM servers. Treaty [42] is a natural extension
of this work obviates the need for a trusted proxy with trusted hardware.

3.3 Homomorphic Encryption for Outsourced Computation

Homomorphic encryption (HE) [41] enables a system to compute over encrypted data without decrypting it. HE
and MPC are close cryptographic cousins. Rather than distributing trust over multiple parties, HE enables data
owners to outsource their operations to one host with a variation of the outsourced computation architecture
in Figure 2. Here, the data provider encrypts their records and uploads them to the untrusted cloud (without
providing the decryption key) and the client issues queries against the encrypted databases. Whereas MPC enables
parties to pipeline their circuit evaluation, i.e., compute each gate and discard intermediate wire labels when
they are no longer needed, HE protocols evaluate a materialized circuit to produce R and send it to the client.
This is more efficient for straightforward operators such as filter, but may reveal scalability challenges for ones
with deeper circuits such as aggregating over a large group of tuples. Fully homomorphic encryption (FHE)
support circuits, and thus ad-hoc queries, without leaking information about the encrypted data. FHE has a very
high performance cost, typically several orders of magnitude slower than running in plaintext. These schemes
have seen limited adoption in databases in practice with the only known implementation for databases targeting
aggregation alone [104]. HE has several relaxations to bridge this performance gap. Some partially homomorphic
encryption (PHE) schemes offer better performance in exchange for reduced security guarantees, such as order
preserving encryption [18, 1] and deterministic encryption [19, 14]. Others support reduced expressiveness with
higher performance, such as additive HE [93] and multiplicative HE [38, 105].

Database researchers have invested substantial research effort into bringing these encryption schemes to
outsourced databases with a variation of the architecture in Figure 2(d). The data owner encrypts D using HE
and uploads them to the untrusted cloud server. The client submits Q to the server and it computes R over its
encrypted copy of D. [1] introduced order-preserving encryption for answering database queries. CryptDB [97]
and Monomi [117] targeted HE for outsourced databases for OLTP and OLAP workloads, respectively. The
latter identified lightweight mechanisms for moving some of the query evaluation client-side to circumvent
the performance limitations of FHE. Unfortunately, these PHE schemes have substantial side-channel leakage
associated with executing queries over them [87, 15]. This is similar to the issues we described for non-oblivious
access to outsourced storage above. SEAL [32] tackles some of this leakage with adjustable leakage that hides(
n
k

)
bits out of a search key by introducing a generalization of ORAM.

3.4 Trusted Execution Environments for Outsourced and Federated Querying

Trusted Execution Environments, or TEEs, create an isolated computing platform within an untrusted computer
using trusted hardware. They have encrypted private memory with which they runs sealed code that is confirmed
to be only the code given by the client or a proxy thereof (such as a trustworthy DBMS). Hence, code run
within TEEs are verifiable by virtue of running within a secure enclave, such as Intel SGX [33] and ARM
TrustZone [95]. Clients delegate their program executions to trusted hardware, safeguarding their private data
without the need for encryption. The main advantage is its efficiency, as it avoids the significant computational and
communication overhead typically incurred by cryptographic primitives, making it more practical for real-world
scenarios. Secure enclaves alone are not a panacea. For example, instruction traces leak memory access patterns,
allowing eavesdroppers to infer private data from them [58, 80].
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TEEs are seeing increased use for evaluating queries over confidential data the cloud or outsourced computa-
tion in Figure 2(d). First-generation systems relied on software-hardware co-design to build TEEs with bespoke
algorithms for query evaluation such as TrustedDB [8] from IBM and Microsoft’s Cipherbase [5]. As SGX and
other enclaves became widely available and cloud-ready, researchers created secure enclave extensions to well-
known DBMSs. For example, StealthDB [118] builds atop PostgreSQL and EnclaveDB [98] runs within Hekaton.
In addition, since the resident host running the enclave can observe its memory access patterns, researchers have
been building oblivious algorithms for use inside the TEE such as ObliDB [39] and Opaque [138]. This approach
has also been appearing in TEE-based PDFs such as [31].

4 Differential Privacy

If the client is untrusted, the data provider may call for guarantees that prevent them from using query answers
to infer information about their private input records. Speaking informally, Differential Privacy (DP) [34, 35]
protects private data from construction attacks by injecting carefully calibrated noise into their query answers to
control their resulting information leakage before returning them to the client. An algorithm satisfies differential
privacy if its output is approximately the same over a database, D, as it would be over a neighboring database
differing by one record, D’. This workflow, of a data provider or trusted curator noising query answers before
releasing them to the client, is known as Standard DP or SDP [121]. More broadly, if a secure database
reveals precise, un-noised query answers, this creates unbounded information leakage [60]. SDP works on the
client-server model in Figure 2(a).

Before answering their first query over D, the data owner selects a privacy budget, ϵ, with which they limit
the information they leak in aggregate to the client or clients by answering their queries. Recall thatR :=M(D).
In its simplest form, if the client queries a private database n times with mechanismsM1, . . . ,Mn, andMi

has ϵi, their net privacy loss is
∑n

i=1 ϵi. Researchers have proposed several frameworks for designing efficient
DP mechanisms [56, 133, 126]. Also, the database community has invested significant research effort into
automatically deriving SDP answers to SQL queries with robust e2e privacy guarantees [109, 81, 99, 57, 62, 61].

Choosing ϵ for a given database and query workload reveals a trade-off between utility and privacy. A larger
ϵ means thatM will inject less noise into R. In other words, more accurate query answers result in a greater
privacy loss for D. Selecting an ϵ with sufficient data protection while producing useful query answers is a
challenging topic [64] and the subject of ongoing research [36, 72, 88]. A conservative heuristic is to restrict ϵ to
values less than or equal to one [129].

4.1 Computational Differential Privacy

One major shortcoming of SDP is that assumes there is a single trusted data curator noisingR. Computational
DP (CDP) [13, 83] relaxes SDP’s strong information-theoretic guarantees to a weaker, probabilistic polynomial
time adversary in exchange for less noisy results and support for distributed data. CDP quantifies information
leakage when two or more parties are computing a function over their encrypted and unioned private inputs, D∗.
It frames information leakage aboutM’s intermediate results as a differentially private view of D∗ and assigns
some share of the privacy budget to it. For example, if we are computing a CDP filterR := σ(D) we may start by
running the oblivious evaluation described above. We then generate a noisy version of its true output cardinality
within the oblivious algorithm for release, |R̃| and obliviously delete dummy rows. This will make any parent
operators run faster because they compute over fewer dummies.

CDP introduces a third dimension to our DP trade-off: performance. If we allocate more privacy to
computation, the client may get their query answer faster but with reduced accuracy because we spend some
privacy releasing information aboutM’s intermediate results, i.e., its noisy intermediate cardinality. There’s been
significant research interest in using CDP to accelerate privacy-preserving query evaluation in PDFs [11, 12, 54].
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CDP extends to the outsourced storage setting. Allowing an untrusted cloud service provider to view noisy
versions of the client’s memory access patterns enables this trade-off on efficiency and privacy. DP-ORAM [120]
relaxes ORAM’s full-oblivious guarantees to CDP ones. ϵpsolute [59, 16] parallelizes CDP I/O requests among
multiple ORAMs. CDP has also been used to speed up outsourced computation for analytics [26] and for querying
growing databases [134, 123, 122] in the untrusted cloud.

4.2 Differential Obliviousness

Another DP relaxation gaining traction in the database community is differential obliviousness [22, 27, 100, 101]
(DO). A DO algorithm offers a DP view of its memory traces by leaking approximate versions thereof. This is
related to CDP, with the latter approximating discrete views of D. To continue with our filter running example, a
simplified version of the DO filter in [100] partitions D into batches of length B where B is polylog of |D |. In
lieu of running an oblivious filter, it writes to the output buffer ofR one batch at a time maintaining a cursor for
these writes. For each block bi it computes a DP approximation of its prefix sum (how many rows are selected),
this provides a range of the count of the rows bi will emit toR. It then writes to B slots in the output buffer with
a mix of real and dummy rows and advances the cursor to the position indicated by the lower bound of its DP
prefix sum.

DO strikes a balance between full-oblivious ones and ones with unbounded information leakage. It admits
secure algorithms with performance properties comparable to streaming or pipelined operators and it boasts
better cache efficiency than approaches that materialize their entire R before noising it. On the other hand,
DO mechanisms are non-trivial compose [139], and they need to maintain the notion of neighbor-preserving
differentially oblivious datasets between an operator’s input and output relations to compose a DAG of them.
Addressing this challenge is a topic of ongoing research.

4.3 Local Differential Privacy

One more approach to limiting information leakage from querying private data is injecting noise into the private
data before querying it. Local DP [130] (LDP) removes the need for a trusted data curator by noising it one row at
a time. There has been considerable research in incorporating this into database operations [28, 49, 108, 125, 131].
This is different from DP synthetic data generation [20, 40, 77], which creates a new dataset with values that
mimic the distribution of a private one.

LDP is attractive for aggregating “wisdom of the crowd” statistics, such as collecting new words and phrases
for auto-complete as they enter the popular lexicon and identifying software bugs from noisy bug reports. It
also frees data collectors from the liability of storing raw user data, which may garner subpoenas or attempts to
steal it. Also, since the data are noised upfront, clients may query it as many times as they wish without eroding
the privacy budget. On the other hand, because the data are perturbed one row at a time, the algorithm needs to
add O(

√
n) to each entry for n individuals contributing to D, whereas SDP would simply noise the true count

independent of the participant count [121].

5 Verifiable Querying

Data owners are increasingly outsourcing their data management to the untrusted cloud. With verifiable computing
when an untrusted server answers a client queryQ withR over a private databaseD, they participate in a protocol
to convince the client (with high probability) thatR is correct and complete. Here we have two participants: a
prover P , the cloud service provider, and a verifier V , the client. If Cver(D) is a function with which P and V
authenticatesR with the following guarantees:

• Completeness. If P faithfully executes Q then Cver(R) = 1. P accepts honest proofs.
• Soundness. If P outputs an incorrectR, Pr[Cver(R) = 1] ≤ ϵ, where ϵ is a negligible probability.
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Systems such as IntegriDB [137], Concerto [6], CorrectDB [9], VeriDB [140] and vSQL [135] use VC to
guarantee data integrity for querying.

There are several approaches to creating verifiable query answers. With an Authenticated Data Structure,
P generates a proof that accompaniesR to validate that it is complete and sound. The two main methods that
instantiate ADS are tree-based and signature-based methods. The tree-based method builds a binary tree for a
database, where each leaf node stores a digest about tuples in the database, and its internal nodes are digests that
summarize its children. When evaluating a query, the database sends the query answer along with a set of digests
for the relevant nodes to the client, who has the digest of the root node, to verify the answer by reconstructing
the path to match the root node. IntegriDB is such a system that applies a dynamic tree-based ADS tailored
for a specific set of queries, allowing the client to query and verify R using precomputed digests aided by the
accompanying proof. On the other hand, signature-based methods constructs a set of signatures for tuples in the
database. During query evaluation, the cloud-hosted database sequentially collects a set of signed tuples that it
accesses. Then the client verifies each tuple that no unwanted tuple is included and no necessary tuple is missed.

Similarly, Concerto, CorrectDB and VeriDB utilize ADS-based verifiable computing to verify their queries,
but they compose ADSs with TEEs benefit from greater efficiency than working solely with cryptographic
primitives (see Section 3.4). Concerto is a concurrent key-value store, while VeriDB and CorrectDB support
ad-hoc SQL queries for relational databases.

With interactive proofs [137], P and V work together to confirm the authenticity of a statement C(w) over
a witness w via multiple rounds of challenge-response messages, thereby incrementally ensuring correctness
and soundness. This VC approach is an alternative to ADS. Similar to MPC, these proofs work in the circuit
paradigm–they express their logic as gates. In our context, w is the private database D. P and V interactively
establish w as a commitment of D. This forms the immutable starting point for P’s proof for Q. Upon receiving
the last responeR from P , V accepts it iif Cver(R) = 1. In other words, V rejects immediately if it receives any
unconvincing response from P during the interaction. In contrast to ADS-based systems mentioned above, vSQL
is more expressive by supporting a wider range of SQL queries through IPs. Although interactive proofs incur
significant communication overhead between the client and server, vSQL operates with nearly the same efficiency
as those systems.

However, the client might attempt to obtain extra information that it is not authorized to access. For example,
VC-backed systems with ADS and interactive proofs ensure the integrity of an outsourced database, but they
reveal the data owner’s records to the cloud service provider. Moreover, TEE-based systems may leak memory
access patterns through program traces, as discussed in Section 3.4. Therefore, the aforementioned systems are
inadequate to protect private data on an untrusted server. For this we need to add one more guarantee to our stack,
zero knowledge [45, 46]:

• Zero knowledge. If Cver(R) = 1, V learns nothing other than the factR was computed correctly.
To provide such a stronger guarantee in verifiable querying, the database community has adopted zero-knowledge
proofs for SQL queries [136, 70] to offer privacy and confidentiality for query answering. This guarantee is
similar to the one we saw for obliviousness: V learns nothing more thanR and that which can be deduced from
it. The main difference here is that P is able to prove properties of intermediate query results, such as proving
a sorted list of tuples is monotonically increasing, rather than evaluating the entire program logic in circuits.
Overall, ZK proofs enable P to convince V of the query answer R by authenticating it with a proof, without
revealing any additional information beyond the information that could be derived fromR. This means we could
simultaneously address both data integrity and data privacy for the outsourced database.

There are two main flavors of zero-knowledge proofs: interactive and non-interactive ZK proofs. Interactive
ones are analogous to MPC, where P and V verify a circuit one gate at a time using pipelined gates. In contrast
to IPs, ZK proofs divulges no additional information about w beside the truth of C(w) to V while IPs do not hide
w from V .

Zero-knowledge extension of vSQL [136] and ZKSQL [70] utilize interactive ZK proofs. While the former
remains theoretical as a pioneering effort, ZKSQL optimizes computationally expensive operators for practical
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use, such as sort and join, reducing their respective complexities from O(n log n) and O(n2) to O(n). This
optimization is achieved through P’s local computation and interactive verification with ZK set operations, where
the set-based proofs are represented by polynomials instead of circuits, unlike conventional interactive ZK proofs.
For example, in sorting, we can only check if the result contains the same tuples as the unsorted table using ZK
set equality when the result confirms to be monotonically increasing or decreasing.

Conversely, non-interactive ones construct a monolithic circuit for their query in a single step, providing a
single proof that P sends withR. They require no additional interaction between P and V and are widely used in
blockchain applications. However, a significant drawback is the large proof size, which can be memory-intensive
due to the one-shot construction. Despite potentially being more efficient than the interactive ones due to reduced
communication overhead, we do not recommend this approach for systems aiming to scalability.

In addition to the single prover-verifier system, there are also distributed or decentralized verification systems
that build atop blockchains [37, 2, 94, 132]. They guarantee auditability, accountability, and traceability on the
ledger during data sharing across mutually distrustful parties, but their combined records are largely accessible to
all participants on the chain thus they are beyond the scope of this paper.

6 Privacy-Preserving Database Operators

This section introduces privacy-preserving database operators. They are crucial for secure and privacy-preserving
query evaluation.

We start with oblivious operators. Recall from Section 3.1 that they guarantee that their memory access
patterns and program traces do not disclose any information about their private inputs. These operators ensure
that even if an adversary knows Q and observes its execution underM, they learn no additional information
from participating in its evaluation. [7] introduced the earliest formal definitions for efficient algorithms for
oblivious query processing. This paper covers approaches for selections, joins, and group-by aggregation. It was
designed for use in TEEs, although no practical implementation of its results are forthcoming. Since then, there
has been a lot of excitement in the research community about creating efficient, oblivious algorithms for database
operators [4, 10, 63, 138]. We will also touch upon operators that offer alternative privacy guarantees, such as
CDP and DO from Section 4. We will mainly focus on joins in this survey because, in our experience, these tend
to be the bottleneck for most secure query workloads. In addition, joins have attracted the most research results to
date in terms of operator algorithms proposed.

6.1 Joins

Table 2 presents a comprehensive categorization of privacy-preserving join approaches. This considers several
key dimensions: computational complexity, employed methods, type of leakage, number of participating parties,
and supporting join types. Notably, the table organizes the joins based on their leakage, establishing distinct
categories for oblivious joins, differentially oblivious joins, and differentially private joins.
Oblivious Join. The most strict technique is fully oblivious join, which allows combining data from different
sources without revealing sensitive information. Various algorithms have been evaluated in [67] to determine
their efficiency and security, as shown in table 2. The study reveals the overall efficiency ranking, wherein PSI
emerges as the most efficient, followed by hash approaches. However, the efficiency of NLJ and SMJ can surpass
others under high join selectivity. Additionally, optimal join order significantly improves efficiency, highlighting
the importance of cost-based query optimization.
DO Joins. To improve efficiency, DO join permits a controlled degree of information leakage about the data while
still providing meaningful privacy guarantees based on the relaxed notion of (ϵ, δ)−differential obliviousness.
Key advancements in this area include the DO join [27], Adore [100], Doquet [101], as shown in Table 2. Fully
oblivious join algorithms are inefficient due to worst-case padding, resulting in significant performance overheads.
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Strategy Complexity Compute Method Leakage # of Parties Join Type
Nested Loop O(n2) SH-2PC Oblivious 2: [10, 112] all

SH-3PC Oblivious 3: [119, 73]
Mal-MPC Oblivious N: [69]
SH-2PC CDP 2: [11, 12]

TEE Oblivious 1: [71], ≥ 2: [31]
NLJ w/semi-join (n×RF )2 SH-2PC Oblivious 2: [10] equi-join

SH-3PC Oblivious 3: [27, 73]
Index NLJ n log2 n ORAM Oblivious N: [23] all
Sort-Merge Join n log2 n TEE Oblivious ≥ 1: [63, 39, 138] equi-join

SH-3PC Oblivious 3: [67]
TEE DO ≥ 1 : [27]

PK-FK SMJ n log n TEE DO ≥ 1: [100] 1:n
Hash Join n SH-3PC Oblivious 3: [84] equi-join
Hash SMJ n SH-3PC Oblivious 3: [76] equi-join
PSI join n SH-2PC Oblivious 2: [102, 127]; pk-pk

Mal-2PC Oblivious 2: [102] pk-pk
n log n SH-MPC Oblivious N: [4] equi-join
n ln lnn SH-MPC CDP N: [85] equi-join

Partition Join n log2 n TEE Oblivious N: [68] equi-join
n log n TEE DO ≥ 1: [101] equi-join

Table 2: Comparison of secure join algorithms.

The DO join algorithm addresses this by using (ϵ, δ)−DO [22], a less strict privacy concept, to achieve efficient
joins compared to insecure methods while preserving privacy. This approach provides meaningful privacy
guarantees and proves new lower bounds on DO join algorithm performance. Adore employs a similar strategy
with a sort-merge join but improves efficiency by using bucket oblivious sort, reducing the sorting complexity
from bitonic sort’s O(n log2(n)) to O(n log n). Additionally, Doquet optimizes join costs through a partitioning
approach, significantly improving performance.
CDP Joins. CDP joins provide strong privacy guarantees by ensuring that the inclusion or exclusion of any
individual in the dataset trivializes the join operation’s outcome. DJoin [85] supports SQL-style join queries across
multiple databases using two novel primitives: Blinded, Noised Private Set Intersection Cardinality (BN-PSI-CA)
for private intersections with added noise to ensure differential privacy, and Denoise-Combine-Renoise (DCR)
which combines noised subset sizes efficiently for privacy-preserving joins on distributed data. This results in an
efficient join complexity. Shrinkwrap [11] addresses inefficiencies in PDF by leveraging computation differential
privacy to reduce intermediate result padding. It integrates a cost model and privacy budge optimizer to balance
privacy and performance. SAQE [12] scales PDF to handle large datasets by combining DP with approximate
query processing. It introduces secure sampling algorithm that reduce computation costs and minimize the noise
injected into query results.

6.2 Additional Operators

We will now focus on additional operators and frameworks in the trustworthy database system landscape.
Oblivious Aggregate. Oblivious aggregation computes summary statistics over a set of records without revealing
how they are partitioned with a GROUP BY clause. SAGMA [52] and OBSCURE [50] represent two approaches
to this challenge. SAGMA supports secure aggregation grouped by multiple attributes under somewhat holomor-
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phic encryption (SWHE). It allows the user to choose any combination of grouping attributes and privately maps
rows to buckets, balancing storage and computational needs. However, SAGMA’s main drawback is its need to
store an exponentially growing set of monomials because its SWHE encoding supports only one multiplication
operation [104]. On the other hand, OBSCURE encodes private rows using order-preserving secret sharing
(OP-SS), which maintains data order securely while supporting repeated aggregation queries. OBSCURE also
introduces an oblivious result verification mechanism and demonstrates scalability to large datasets, addressing
challenges faced by previous secret-sharing or MPC systems. However, OBSCURE’s use of OP-SS is not
inherently secure and is vulnerable to background knowledge attacks.
Oblivious Filter. QFilter [82] combines an Attribute-Based Access Control (ABAC) model with query processing
over secret-shared data. This integration allows for fine-grained access control while preserving privacy. It
handles aggregation SQL queries like “count", “sum", and “avg", without requiring inter-server communication,
thus securing against honest-but-curious adversaries. The system efficiently handles queries through string
matching-based operators, rewriting SQL queries to embed access authorizations and filter unauthorized data
during execution. However, QFilter’s limitations include its inability to support more complex queries like “min"
and “max" functions, “group-by" clauses, or range queries, which limits its applicability in demanding data
environments.
SODA. SODA [68] introduces a collection of oblivious algorithms designed for distributed data analytics,
including filter, aggregate, and binary equi-join operations. It improves upon previous systems like Opaque [138]
by minimizing data padding through a two-level bin-packing strategy. This approach effectively manages input
redistribution and handles join product skewness. SODA further avoids expensive global sort primitives by
employing low-cost pseudo-random communication to guarantee uniform data traffic. However, SODA does
not address issues related to denial-of-service attacks or physical side-channel attacks. Additionally, it does not
integrate hardware oblivious memory, which could further protect against side-channel vulnerabilities by hiding
access patterns more effectively.
Differentially Oblivious Operators. Adore [100] not only achieves differential obliviousness for joins, but
it extends this guarantee to other database operators, like selection and aggregation, by working within secure
enclaves. Doquet [101] introduces a framework for DO range and join queries using private data structures. It
improves on the efficiency of Adore and oblivious algorithms on SGX. Doquet also addresses access pattern
leakage vulnerabilities that were present in Adore, ensuring a more secure implementation than that of its
predecessor. Both systems highlight the potential of DO to trade off on privacy and efficiency in query evaluation.

7 Conclusions

In this paper we surveyed the state-of-the art in security and privacy-preserving database systems. We compared
the properties of competing frameworks for trustworthy querying, such as secure computation vs trusted hardware
for secure querying and authenticated data structures vs interactive proving for verifiable querying. In addition,
we described how differential privacy is making its way into nearly all of the steps in the query lifecycle.
We highlighted how composing these techniques reveals many subtleties in their S&P guarantees, such as
computational differential privacy over secure computation. We closed with an exploration of how these
techniques come together to create efficient, privacy-preserving database operators.
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Abstract

Differential privacy (DP) offers a robust framework for protecting individual privacy when analyzing data.
However, the elegant abstractions used in DP theory do not always translate seamlessly to real-world
systems. For example, the basic DP system maintains a global privacy budget and updates it when it
answers a query. However, tracking this level of privacy information cannot character the privacy loss for
heterogeneous data types, complex DP mechanisms, or the privacy loss towards different data analysts.
Several DP systems have shown success by tracking more fine-grained information about privacy usage.
Inspired by this, we propose a novel perspective: leveraging fine-grained privacy provenance to build
practical DP systems. First, we propose a taxonomy of privacy provenance for DP, including why-, how-,
and where-DP-provenance that characterizes different aspects of DP. Next, we review several systems
that feature different techniques in each category of privacy provenance. Through this unique lens, we
summarize the open challenges for DP systems and future directions for deeper integration between DP
and data provenance techniques.

1 Introduction

Differential privacy (DP) [40] emerged in 2006 as a groundbreaking concept for protecting individual privacy
in data analysis. DP offers a powerful privacy-preserving approach by mathematically ensuring that data
releases reveal minimal information about any single person. This has led to the development of numerous
DP mechanisms and systems like PINQ [88], FLEX [65], PrivateSQL [75], GoogleDP [5], and Chorus [66].
However, despite its theoretical elegance and strong privacy guarantees, DP’s practical deployments lag behind
its potential. While a few pioneering cases exist, such as the 2020 US Census disclosure [1, 57], widespread
adoption remains limited. Companies like Amazon, Snowflake, Google, LinkedIn, Uber, and Apple, and
startups like Tumlut Labs and Transcend are exploring DP in data management products or statistical learning
scenarios [4, 111, 53, 128, 60, 107, 27, 96, 118, 117], but these integrations are often experimental and face
challenges in production environments [114, 47, 134], suggesting a divergence between theory and practice.

In theory, DP relies on a privacy budget, represented by the parameters (ϵ, δ), which controls the overall
privacy guarantee. By carefully injecting controllable noise, it can be proved that a mechanism can only reveal
bounded information about any individual in a static dataset, and thus, this mechanism satisfies the notion of DP.

Copyright 2023 IEEE. Personal use of this material is permitted. However, permission to reprint/republish this material for
advertising or promotional purposes or for creating new collective works for resale or redistribution to servers or lists, or to reuse any
copyrighted component of this work in other works must be obtained from the IEEE.
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However, translating this theory into practical systems presents several challenges. First, even with a simple use
case that only focuses on the central DP setting1, the system has to interact with private data and data analysts
and has to maintain the system budget at least correctly and faithfully. Some systems resort to large or frequently
reset budgets [107, 4], which may jeopardize long-term privacy. Second, DP systems often assume static datasets.
However, real-world data can be dynamic, integrating information from various sources [78] and undergoing
regular updates [22]. The individuals in the dataset may have different privacy awareness [67]. These complexities
require additional considerations to maintain privacy guarantees. Third, DP systems need to cater to analysts
with varying levels of privacy expertise. Non-expert analysts may struggle to interpret noisy results or choose the
most appropriate DP mechanism for their queries [48], especially for complex queries, like nested subqueries
or batched workloads [95, 29]. As a result, implementations of the DP system can fail to deliver an optimized
privacy-utility trade-off or the expected privacy guarantees.

Recent DP systems have addressed one specific challenge mentioned above by tracking fine-grained informa-
tion such as the data blocks [80, 78] or the noise used for previous queries [87, 137]. Inspired by these works,
we propose a broader approach to building usable end-to-end DP systems by leveraging the data provenance
framework in databases [18], in which tracing and propagating proper provenance metadata turns out to be useful
for understanding queries, integrating data, and debugging inconsistencies. Similarly, in DP systems, we envision
privacy provenance — metadata that tracks the DP mechanisms and benefits the users of the systems.

In this work, we analyze different components of a DP system and explore how proper provenance meta-
data can offer benefits, including improved user understanding, enhanced utility optimization, and dynamic
privacy management. We start with three types of privacy provenance: why-DP-provenance, which explains
the private/noisy outputs to the data analysts; how-DP-provenance, which uses metadata for tighter privacy in
running DP mechanisms; and where-DP-provenance, which tracks privacy budget consumption over dynamic data
sources to satisfy different resolutions of privacy definitions. While the concept of privacy provenance is a recent
development [138], the idea of leveraging additional data structures in DP algorithm design has been explored in
prior work [66, 88, 46, 90]. We surveyed all the relevant DP works in our privacy provenance framework and
provided discussion in this direction. Note that our characterization of privacy provenance in this work is not
meant to be exhaustive. We hope this work stimulates further exploration and discussion in developing more
usable and optimized systems for DP. This work also aims to complement existing visions on DP (including
recent surveys [23, 92]). By introducing a system-oriented perspective through the lens of privacy provenance,
we hope to pave the way for the development of more usable and optimized DP systems in the future.

Article Roadmap. The remainder of this article is organized as follows. Section 2 summarizes the preliminaries
of differential privacy and provenance in databases. In Section 3, we provide a systematic view of the complexity
of the DP systems and propose a taxonomy of fine-grained privacy provenance. We survey several systems that
feature the usages of fine-grained privacy provenance in Section 4 and discuss challenges and future directions in
Section 5. We conclude this article in Section 6.

2 Background

We introduce and summarize the related definitions of differential privacy. Next, we introduce the necessary
preliminaries for differential privacy and provenance in databases.

2.1 Definition of Differential Privacy

Definition 2.1: [Differential Privacy [40]]
1Assuming the existence of a trusted curator runs a (data analytics) system with DP guarantees for a curated sensitive dataset.
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We say that a randomized algorithm M :→ O satisfies (ϵ, δ)-differential privacy (DP), if for any two
neighbouring databases (D,D′) that differ in only 1 tuple, and O ⊆ O, we have

Pr[M(D) ∈ O] ≤ eϵ Pr[M(D′) ∈ O] + δ.

Definition 2.2: [Global Sensitivity] For a query q : D → Rd the ℓ2 global sensitivity of this query is

∆q = max
D,D′:d(D,D′)≤1

∥q(D)− q(D′)∥2,

where d(·, ·) denotes the number of tuples that D and D′ differ and ∥ · ∥2 denotes the ℓ2 norm. If we replace the
ℓ2 norm with ℓ1 norm, then we obtain the ℓ1 sensitivity ∆1q.

Basic DP Mechanisms. The most basic DP mechanisms are the Laplace and Gaussian mechanisms, injecting
Laplace and Gaussian noises, respectively, into the query answers, which are explained below.

Definition 2.3: [Laplace Mechanism [39]] Given a numerical query q : D → Rd, the Laplace mechanism
outputsM(D) = q(D) + η where η ∼ Lap (b)d where Lap (b)d is a vector of d i.i.d. samples from a Laplace
distribution with scale b. If b = ∆1q/ϵ, then the Laplace mechanism preserves (ϵ, 0)-DP.

Definition 2.4: [Gaussian Mechanism [39]] Let ϵ ∈ (0, 1). Given a numerical query q : D → Rd, for constant
c >

√
2 ln(1.25/δ), the Gaussian mechanism adds the noise vector (η1, η2, . . . , ηd) to the query answer q(D),

where ηi are i.i.d. random variables drawn from the Gaussian distribution N (0, σ2I) with σ > c∆q/ϵ. The
Gaussian mechanism is (ϵ, δ)-differentially private.

The standard Gaussian mechanism [39] has the limitation that it can only be used in a high privacy regime,
where the privacy parameter ϵ should be within the range of (0, 1). Balle and Wang [6] propose an improved
mechanism, namely the analytic Gaussian mechanism, overcoming this limitation in the standard Gaussian
mechanism. We give the definition of analytic Gaussian mechanism below for completeness, while skipping the
details of the mechanism does not affect understanding this article.

Definition 2.5: [Analytic Gaussian Mechanism [6]] Given a query q : D → Rd, the analytic Gaussian
mechanismM(D) = q(D) + η where η ∼ N

(
0, σ2I

)
is (ϵ, δ)-DP if and only if

ΦN

(
∆q

2σ
− ϵσ

∆q

)
− eϵΦN

(
−∆q

2σ
− ϵσ

∆q

)
≤ δ,

where ΦN denotes the cumulative density function (CDF) of Gaussian distribution. In this mechanism, the
Gaussian variance is determined by σ = α∆q/

√
2ϵ where α is a parameter determined by ϵ and δ [6].

Privacy Composition Theory. Differential privacy enjoys the nice property of being compositional. Running
a DP mechanism multiple times is also DP, but with a higher privacy cost. One can, therefore, build complex
mechanisms by composing basic DP mechanisms using the following composition theorems.

Theorem 2.1: [Sequential Composition [39]] Given two mechanisms M1 :→ O1 and M2 :→ O2, such
thatM1 satisfies (ϵ1, δ1)-DP andM2 satisfies (ϵ2, δ2)-DP. The combination of the two mechanismsM1,2 :→
O1 ×O2, which is a mappingM1,2(D) = (M1(D),M2(D)), is (ϵ1 + ϵ2, δ1 + δ2)-DP.

Theorem 2.2: [Parallel Composition [88]] Let a mechanismM : D → O be (ϵ, δ)-DP. If D1, . . . , Dn ∈ D
are n arbitrary disjoint sets of databases and X = D1 ∪ · · · ∪Dn, the release of mechanism output sequence
M(D1), . . . ,M(Dn) satisfies (ϵ, δ)-DP.

Theorem 2.3: [Post Processing [39]] For an (ϵ, δ)-DP mechanismM, applying any arbitrary function f over
the output ofM, that is, the composed mechanism f ◦M, satisfies (ϵ, δ)-DP.
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2.2 Provenance in Databases

Provenance (sometimes also called lineage or pedigree) in databases [18] studies the origin or history of the
data through a high-level structured computation (e.g., data transformation or query execution) in its lifecycle.
By recording more metadata through annotation [15] or additional data structure (e.g., semiring) [55, 54], data
management systems can explain the relationships on how data items in the output (e.g., a tuple produced)
depend on (various) source/input (e.g., multiple relational tables). The most common provenance models are
“why-”, “how-”, and “where-” provenances, aim to explain, respectively, why a particular tuple appears in the
output [14], how an output tuple is processed and derived [55], and where, precisely, an output tuple is originated
in the sources according to the computation [14]. Provenance information is useful for understanding the query
behavior, data processing steps, and scientific workflows, and thus critical in auditing the integrity, reproducibility,
and reliability of data in many scenarios [18].

The relationship between provenance and data privacy has received increasing attention [97, 25, 24, 26, 98, 99].
This line of research focuses on the potential privacy risks associated with tracking provenance information,
particularly for sensitive data. Researchers explore how revealing provenance details could leak information and
investigate techniques to minimize such risks. This might involve suppressing specific parts of provenance queries
or hiding certain intermediate data while still achieving desired privacy guarantees. Other recent work [130]
highlights how provenance can be used for maintaining and versioning machine learning models to mitigate
privacy attacks towards the models.

3 Privacy Provenance Overview

This section explores how provenance information can be leveraged to enhance the effectiveness of DP systems.
We introduce the concept of DP provenance, a systematic approach to capture and utilize provenance to support
DP systems. We propose a new taxonomy that categorizes existing work based on the type and granularity of the
provenance considered. We then delve into how different types of provenance can be used to improve various
aspects of DP systems.

3.1 DP System Model: A Provenance Perspective

Every data system that integrates DP has to record and track some additional metadata, compared to that without
DP. We start with a simple, hypothetical system with DP to show the most basic functionalities and the coarsest
privacy provenance tracking provided by it. We then lay out the different entities/components of a DP system that
motivate the need for finer-grained privacy provenance or additional provenance features.

A (Hypothetically) Basic DP System. Consider running a DP system in the central setting, where a trusted data
curator maintains a protected database D. The data curator sets up a finite system-wise or global privacy budget
to bound the overall extent of information disclosure over this database. (A group of) untrusted data analyst(s)
would like to query the private database D. Each incoming query from a data analyst specifies a per-query privacy
budget that indicates the amount of budget they would like to spend on this particular query. The DP system uses
a fixed mechanism (e.g., the Laplace mechanism) to answer this query, and subtracts the per-query privacy budget
from the global budget. The system rejects a query if the remaining global budget is not sufficient for this query;
it stops processing queries once the global privacy budget is fully depleted.

This basic system can only support limited queries (that could be naïvely answered through one fixed
mechanism). Almost every DP system that researchers implement in literature is more complicated than it. Even
though, the basic system has to track the privacy loss in terms of the per-query privacy budget and the global
budget consumption2, which is the simplest example of privacy provenance. This oversimplified setting overlooks

2Indeed, in real-world implementations which lack careful management, DP can rapidly become excessively restrictive so that service
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the complexity of a real-world DP system. Next, we will provide a view of the complexity of system designs for
real-world DP systems.

The Complexity of DP Systems. The design of a DP system greatly depends on the users’s role, interest, and
expertise levels in this system. First, the data analysts (who are the queries or the programmers) of a DP system
have no direct access to the data. They care for the accuracy of the query results and how many queries they
can interact with the system. Ideally, if the data analysts have the full domain knowledge of DP and how the
system works, then they can understand the DP programs supported by the systems and trace the necessary meta
information for optimizing their interested queries. If not, they may not be able to specify the privacy budget
correctly and understand the noisy outputs. A usable DP system in practice is expected to accommodate the needs
of both types of data analysts. It should explain the noisy output to DP novices and provide modularized APIs for
DP experts to program their own tasks.

Second, the data curators are responsible for setting up the data input for the programs and allocating privacy
budgets among different analysts. The basic DP system makes several assumptions to simplify the privacy
analysis. It assumes that the database is static (i.e., not subject to updating), and each row in the database
corresponds to a single individual. In addition, the privacy analysis is rigidly enforced at the entire table level,
and the protection is uniform across every row in the database. In real-world use cases, however, the underlying
database is often under dynamic changing and has the hetergenous nature that not every part of the data is equally
sensitive. For example, new data analysts can keep opt-in, and their data will be merged into the private database
when the system is running. The data contributors may have different contributions to the database in terms of
the number of rows. They may also have personalized opinions or different privacy awareness regarding the
protection of their data. In such scenarios, keeping a single global privacy budget and simple privacy analysis at
the table level is not sufficient to provide the desired level of privacy guarantees. In addition, data analysts can
have different trust or privilege levels when accessing the system. Tech companies, for example, need to query
their users’ data for internal applications like anomaly detection. They also consider inviting external researchers
with low privilege levels to access the same sensitive data for study through the shared query interface. It is unfair
if a data analyst with a low privilege level asks queries with a significant portion of the global budget so that
higher privileged analysts have no more budget to consume. Therefore, a real DP system involving multiple
data analysts may have a range of design choices to make, from privilege allocation to query/task scheduling to
assumptions on whether the analysts can collude, etc.

Third, the DP programs responsible for mapping the utility interests of data analysts and the privacy interests
of data curators have a wide range of complexities. Some have a fixed query template with a deterministic
sensitivity and hence noise scale (e.g., stability tracking in PINQ [88]); some require dynamic sensitivity analysis
(e.g., query rewriting in Chorus [66]); and most systems deal with more than one query [88, 66, 48, 44]. The
queries to be supported can be complicated, e.g., involving multiple transformations of data, and be batched into
an OLAP workload. The desirable system should support multiple mechanisms (including customized ones) to
answer different types of queries and additional algorithms to choose among the mechanisms to optimize the
privacy-utility trade-off for the queries (especially for the workloads).

In every stage/aspect of the DP system, we have observed evidence or challenges that the basic DP system
or coarse-grained DP provenance cannot address. We envision that a framework with fine-grained privacy
provenance can help solve these challenges and ensure a more usable and optimized DP system for practical
needs, which is described next.

3.2 The Taxonomy of Fine-Grained Privacy Provenance

We draw an analogy to provenance in databases and, similarly, characterize the privacy provenance into three
categories: “why-DP-provenance” (or output-provenance), “how-DP-provenance” (or process-provenance), and

providers have to set up a large (or even infinite) global budget, which has been shown to attacks [114].
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Table 1: Comparison between different types of provenance in databases [18] and privacy provenance.

Database Provenances [18] Privacy Provenances
Why-(DP-)Provenance Identifying sub-instances of the

input that “witness” a part of the
output

Explaining why a noisy output satisfies
accuracy requirements and/or why cer-
tain queries are rejected

How-(DP-)Provenance Providing additional information
on how the output tuple is de-
rived, e.g., transformations ap-
plied during processing

Tracing query metadata for tighter pri-
vacy analysis during executing DP pro-
gram/mechanisms (that are complex or
involving multiple data analysts)

Where-(DP-)Provenance Pinpointing where an attribute
value in the output tuple is ex-
actly copied from

Managing budget consumption for het-
erogeneous private input data sources
(e.g., user-level DP, personalized DP)

“what-DP-provenance” (or input-provenance), based on the information/metadata they track and the aspects they
influence a DP system.
Why-DP-Provenance, also known as output-provenance, refers to the additional information that helps data
analysts understand the reasoning behind a DP system’s output. It focuses on the interaction between the system’s
results and the analyst’s needs. Why-DP-provenance aims to answer questions like, why is a specific privacy
budget chosen for the analyst’s query, how does the level of noise in the answer achieve the desired accuracy,
why is a noisy answer still considered useful, and what factors lead to a query rejection? Benefits of enforcing
fine-grained why-DP-provenance include:

• Explainability and Interpretability: Why-DP-provenance details query answers’ usefulness and confidence
intervals, which allows analysts to understand the trade-offs between privacy guarantees and accuracy.

• Tighter Privacy Composition: Why-DP-provenance facilitates a more accurate understanding of how
different queries impact the overall privacy budget.

• Optimal Privacy-Accuracy Trade-Offs: Why-DP-provenance empowers analysts to make informed deci-
sions about the balance between privacy and the usefulness of results.

Techniques for why-DP-provenance device approaches for accuracy-first query specification, error specification,
fine-grained budget specification, and others. Unlike the why-provenance in databases that focuses on “why”
something happened or exists, the why-DP-provenance answers “why” a specific level of parameters in a DP
algorithm is chosen and its impact on results within a DP system.
How-DP-Provenance, also known as process-provenance, focuses on capturing details about the specific privacy
mechanisms employed within a DP system. This information becomes crucial for answering complex queries
privately, building complex DP mechanisms, or selecting the optimal/best DP mechanisms for a query workload.
How-DP-provenance solves the following questions: How is the noise for a private query calculated based on a
series of transformations of data? What structural properties of a query can be used for a tighter privacy bound?
Can we reuse the noise calibrated to historical queries for answering new queries to save the privacy budget?
Fine-grained how-DP-provenance tracking enables:

• Efficient Privacy Analysis: How-DP-provenance tracks the series of modularized transformations or the
query structural properties for complex queries to make sensitivity analysis more efficient.

• Better Utility for Query Workloads: How-DP-provenance reuses noise from historical query answers or
injects correlated noise to a batch of queries to increase the overall utility for the workload.
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• Effective Budget Allocation: How-DP-provenance facilitates the budget allocation across multiple data
analysts so that the privacy loss is tightened when analysts collude.

Techniques that support fine-grained how-DP-provenance include transformation tracking and noise tracking.
Different from the how-provenance in databases that generates a derivability relationship between output and
input tuples, the how-DP-provenance answers “how” a better DP mechanism could be designed or modularized
for answering queries.

Where-DP-Provenance, also known as input-provenance, accounts for which (part of) private input data is used
for a DP mechanism. The complex data type can involve multiple database tables, and queries over different
tables can result in different DP guarantees — tracking which tables are used for what queries becomes essential
for multi-relational DP systems. Furthermore, even with a single table, different queries or mechanisms may
be interested in different parts of the table — accounting privacy loss at the table-level can waste more privacy
budgets. Third, data may be merged at different timestamps or belong to different users. Thereby, where-DP-
provenance tracks privacy loss for data by answering questions of what part of the private data is used to answer
a particular query, what (group of) users are associated with the data. With where-DP-provenance, the system
gains:

• Flexibility with Multi-Resolution Privacy: Where-DP-provenance allows data curators to specify policies
with different resolutions of privacy guarantees.

• Continuously Running System: Where-DP-provenance enables the replacement of retired data with new
data so that the system can continuously execute.

While the where-provenance in databases pinpoints the exact places that an output tuple is copied from, the
where-DP-provenance answers “where” incurs a privacy loss in the private input w.r.t queries.

Next, we will describe the DP techniques that fit into the framework of each why, how, and where-DP-
provenance and the different granularities of these techniques.

3.2.1 Techniques for Why-DP-Provenance

Query Specification. Two types of DP query specification exist: privacy-first and accuracy-first. Most (tradi-
tional) DP building blocks or systems are privacy-first, meaning that they require the data analysts to specify a
privacy budget for their queries or tasks to run. This privacy budget will be deducted from the global privacy
budget if the tasks are executed and the noisy answers are returned to the analysts. While this approach is easy to
analyze and has many optimal and off-the-shelf mechanisms developed over the years, it may limit the usability of
a DP system: the data analysts care about the quality of the query answers, but may not have sufficient expertise
to understand the DP mechanisms and the relationship between privacy and the error rate according to the chosen
mechanism. Since a DP system cannot release the true query answer, a single noisy output cannot explain how
well the black-box mechanism works to privacy novice analysts. In addition, the released answers (or consumed
budget) can not be reversed—discarding unsatisfactory query answers simply wastes the global privacy budget.

Another approach for query specification is accuracy-first [48, 50, 138, 126, 132, 83, 87, 100], that allows
the data analysts to superimpose an accuracy requirement in the query specification, and the system can translate
the accuracy requirements into privacy budget and automatically choose the optimal mechanism to answer
this query. This approach aims to close the discrepancy between privacy-oriented DP mechanisms and the
needs of data analysts for understanding noisy outputs, but many open problems remain in understanding data-
dependent accuracy translation. Recent work like DPella [121] and DProvDB [138] support both the privacy- and
accuracy-oriented modes.

Error Specification. A line of work, including DPComp [58], Overlook [116], PSI [46], Bittner et al. [12],
DPP [64], ViP [90], and DPXPlain [115], aims to provide interfaces for explaining the noisy output to the data
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analyst or visualizing an optimal privacy-utility trade-off due to the mechanism to help the analysts make informed
choices. These tools explore a DP confidence interval of the noisy answer [21, 37, 19, 36, 90, 113] or other
statistical metrics on measuring accuracy of the answer as functions of the selected privacy budget [116, 64].
ViP [90] associates the query output with a differentially private randomization interval, indicating the noise
bounds of the query result with high confidence. This randomization bound could be either post-processed from a
noisy answer if the mechanism is data-independent or computed with a small portion of additional privacy budget
from data-dependent mechanisms [21, 37, 19, 36]. DPXPlain [115], on the other hand, start to explore methods
of providing additional explanation of aggregation query results, on which whether an unexpected answer is due
to the data itself or the randomness introduced by DP.

Budget Specification. The composition of privacy loss through a series of queries can be classified into two
levels, based on whether different analysts are distinguished. The coarser level of query composition is to regard
all data analysts as a unified entity, and the system sequential composition to account for privacy loss during the
execution of the queries. This method is easy to implement, well-suited to different types of (complex) queries,
and can explain whether a query is rejected—the privacy budget or the translated privacy budget exceeds the
remaining global privacy budget. Sequential composition can also be replaced by a privacy odometer [108, 79] or
adaptive composition [127, 129, 68] that gives tighter privacy bound over the queries that are adaptively asked,
but they are restricted to simple queries. More fine-grained query composition is to track the privacy loss as
per data analysts and per queries they ask [138]. This approach can not only answer more specific questions on
why this particular analyst’s query is rejected but also achieve fairness among multiple data analysts when they
are assigned different trust/privilege levels. However, fine-grained tracking requires recording more metadata
proportional to the number of data analysts in the system.

Other Techniques for Why-DP-Provenance: Automated DP Proof Generation. Besides explaining noisy
output to the data analysts, another line of work investigates the logical representation and execution of a differen-
tially private mechanism/system. They check and verify the privacy properties of a DP program implementation
by either generating automated proofs for DP [125, 2, 124, 123, 135, 93, 3] or detecting counterexamples that
violate DP guarantees [28, 9, 10, 8] through annotated type systems and static/dynamic analysis of the program
execution.

3.2.2 Techniques for How-DP-Provenance

Transformation Tracking. Complex database queries often consist of a series of transformations over the private
data, e.g., selection, projection, group-by, join, union, and aggregation. In order to calibrate noise to the query
answers, the system needs to analyze the sensitivity of the query. We categorize the approaches to estimate the
sensitivity of a query into three levels, from coarse-grained to fine-grained: tracking sensitivity directly, tracking
transformation stability, and tracking query structures.
Tracking Sensitivity (Directly). The coarsest level of how-DP-provenance is to directly compute an upper bound
of the query sensitivity. For simple queries, the sensitivities are well understood and can be computed easily.
However, for complex queries, without making clever use of the properties of the query, the sensitivity could be
overestimated or cumbersome to compute.
Tracking Transformation Stability. Existing systems like PINQ [88] and wPINQ [102] keep track of the trans-
formation stability to calculate the amount of noise needed for the queries. For a transformation T : D → D, it
is c-stable if ∀ two input databases D,D′ ∈ D, we have |T (D)△T (D′)| ≤ c× |D△D′|, where△ denotes the
symmetric difference between two databases, i.e., D△D′ = (D\D′) ∪ (D′\D). For example, common SQL
transformations selection, projection, and counting queries have stability of 1, and group-by has a stability of 2.
It has been shown that for a ϵ-differentially private mechanismM and a c-stable transformation series T , the
compositionM◦ T will be (c · ϵ)-differentially private.
Tracking Query Structures. Keeping the transformation stability metadata makes it easy to analyze the privacy
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loss for a series of linear transformations before histogram queries, but may not be sufficient for highly sensitive
queries like aggregation and join. The query sensitivity for aggregations could be as large as the size of the
domain product (e.g., sum over selected attributes). The approach to handling aggregation queries is to truncate
the attribute domain [66, 45, 31] and/or perform aggregations on disjoint subsamples [95, 89, 110, 66], which
requires the system to keep track of the truncation information per query and per attribute and the information
about how the truncation transfers over queries. Chorus [66] enables a query rewriting and annotation technique,
which could be seen as using how-DP-provenance, to automatically trace and analyze the query stability and
truncated domain when processing aggregation queries. Similarly, the sensitivity of join queries can be even
unbounded — changing one tuple in an input table can cause unbounded changes in the join output since this tuple
can match an arbitrary number of tuples in another input table. DP mechanisms for answering join queries clip
the maximum number of tuples that a tuple can match in a join [75], or add data-dependent noises [95, 65, 29, 30],
or a mixture of both [32]. Indeed, the recent residual sensitivity mechanism [29] analyzes the multi-way join
topology metadata and traces a smooth upper bound of local sensitivity across this join topology to efficiently
calculate a tighter noise.

Noise Tracking. While the basic DP system does not track the noise added to each query answer (i.e., queries
are regarded as independent), a number of recent work [138, 87, 133, 81, 56, 74] inject correlated noise to the
answers. They optimize the accuracy of the query results by batching the query workload and adding correlated
noise with the workload of one single data analyst [132, 81, 34], or, in a more fine-grained way, maintaining
a stateful cache of the historical query answers [87, 74, 75] so that answers to the new queries can reuse the
cached noises. The DP caches are extended from answering one data analyst’s queries to mitigating privacy loss
across multiple data analysts [138, 43, 78, 61] or tight adaptive composition [119, 120] across analysts when
multiple analysts ask the same or similar queries. Other multi-analyst systems [132, 133, 73, 103, 104] tracks
per-analyst privacy [132] or accuracy [73] constraints to optimize the privacy-accuracy trade-off or fairly answer
queries among analysts [103, 104]. Among all the different settings in multi-analyst DP, additional fine-grained
requirements or privacy guarantees regarding different analysts’ queries are recorded for the DP mechanism
designs, which is in line with how-DP-provenance.

3.2.3 Techniques for Where-DP-Provenance

Privacy Resolutions. Depending on the data model and the intended privacy goals to deliver, a DP system can
achieve the notion of event-level DP, user-level DP, multi-resolution DP (defined as per policies) [59, 75] and
other extended notions of DP, e.g., personalized user-level DP [67]. Event-level DP assumes that in the private
input data, each individual contributes only one record, while it is a special case of user-level DP, which allows
each individual to make multiple contributions and reasons about privacy at the user level. In particular, the
neighboring database definition is different in the two settings, which changes the way sensitivity is analyzed.
Other DP notions, such as Pufferfish privacy [72], Blowfish privacy [59], multi-resolution privacy [75], per-
attribute DP[51], Metric DP [17], geo-indistinguishability [134], etc., relax and extend DP to more general
settings for example with correlations.

Privacy Accounting. Accounting for privacy loss over the input data is challenging. The basic DP system
performs the privacy composition at the table level. However, it is unlikely that every query touches the entire
table. Accounting privacy at the table level would waste privacy budgets for the part of data that is not used
for computations. More fine-grained privacy accounting considers splitting databases into disjoint blocks and
sub-tables, and only the block that is used for answering a query will be deducted for privacy consumption.
This approach is called parallel composition or block composition [88, 80]. This has also been extended in
recent work [78] that a finer-grained user-level partitioning is available at the column level so that the wasted
privacy budget can be minimized. Other than privacy accounting for different parts of the data, the input data can
arrive at different timestamps. Based on the DP models used, existing work proposes mechanisms for sliding
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Table 2: Taxonomy of Privacy Provenance and Evaluations of Implemented DP Systems. ✓=with, ✗=without,
#=Coarse-Grained, G#=Moderate-Grained,  =Fine-Grained. Shaded rows indicate systems surveyed in case
studies.

Systems Why-DP-Provenance How-DP-Provenance Where-DP-Provenance

Query Spec Err Spec Budget Spec Transformation Noise (Trackings) Priv Resolutions Priv Accountant
Basic Privacy-First ✗ # Per Query # Sens Only ✗ No # Event-DP # Table Level
PINQ (2009) Privacy-First ✗ # Per Query G# Sens+Stability ✗ No # Event-DP G# Sub-Table Level
ProPer (2015) Privacy-First ✗ # Per Query G# Sens+Stability ✗ No  User-DP† G# Sub-Table Level
PSIΨ (2016) Privacy-First G# G# Per Query* # Sens Only ✗ No # Event-DP # Table Level
ϵKTELO (2018) Privacy-First ✗ # Per Query G# Sens+Stability G#Workload # Event-DP G# Sub-Table Level
APEx (2019) Accuracy-First # # Per Query # Sens Only G#Workload # Event-DP # Table Level
PrivateSQL (2019) Privacy-First ✗ # Per Query # Sens Only  Caching  Policy-DP # Table Level
Sage (2019) Privacy-First ✗ # Per Query # Sens Only ✗ No # Event-DP G# Sub-Table Level
Chorus (2020) Privacy-First ✗ # Per Query  Query Struct ✗ No # Event-DP # Table Level
CacheDP (2022) Accuracy-First # # Per Query # Sens Only  Caching # Event-DP # Table Level
ViP (2022) Privacy-First  G# Per Query* # Sens Only ✗ No # Event-DP # Table Level
DProvDB (2024) Both #  Query+Analyst G# Sens+Stability  Caching # Event-DP # Table Level
Cohere (2024) Privacy-First ✗  Query+Analyst # Sens Only G#Workload G# User-DP  Column Level

† ProPer achieves user-level DP with personalized privacy guarantees.
* ViP and PSIΨ both support an interface to help analysts split privacy budget across multiple queries. ViP supports more types of error
specifications (confidence intervals, quantiles, etc.).

windows [70], the entire streams [41, 35, 33] or with historical data [22].

Table 2 summarizes the techniques and the granularities of the provenances used in some existing DP systems for
DP with trusted data curators (i.e., in the central setting). We discuss other cases that enforce local DP or other
models of DP in Section 5.

4 Case Studies on Systems with Fine-Grained Privacy Provenance

This section dives into several representative DP systems that utilize fine-grained why-, how-, and where-
provenance techniques via case studies. Each case study overviews the related systems, summarizes their
provenance techniques, and discusses their strengths and weaknesses.

4.1 Case Study: APEx for Accuracy-Aware DP Data Exploration

APEx prioritizes accuracy in query specification through why-DP-provenance techniques. Additionally, it
employs noise tracking for processing exploration workloads, leveraging how-DP-provenance. These features
enhance the usability of the basic DP system.

4.1.1 Problem and Technical Brief

APEx is among the first systems to empower data analysts, even those without prior DP expertise, to easily specify
private queries. It achieves this by allowing analysts to focus on their desired outcome, the answer’s accuracy,
rather than needing to grapple with complex privacy budgets. This ability to specify accuracy expectations
exemplifies why-DP-provenance in action, as it provides valuable information about the usefulness and confidence
intervals of query results. This feature ultimately enhances the user experience with DP systems. To achieve this
user-centric approach, APEx made several vital contributions:

• A New Language for DP Queries: APEx designed a new, SQL-like query language tailored for DP tasks.
This language simplifies query specification for analysts.
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• Accuracy-Privacy Translation Framework: APEx developed a framework that automatically translates an
analyst’s desired accuracy level into an optimal DP mechanism. This framework eliminates the need for
analysts to choose a mechanism themselves. APEx also compiled a comprehensive library of the latest DP
mechanisms, ensuring the framework has the best one to achieve the desired accuracy-privacy trade-off.

In addition to these why-provenance advancements, APEx also introduced a novel data-dependent DP mechanism
that leverages how-DP-provenance. This mechanism tracks the noise added during query processing to minimize
privacy costs while still meeting the specified accuracy requirements. We will delve deeper into each of these
contributions in the following sections.

Query Language with Accuracy Measures. APEx aims to support SQL-like declarative query languages with
accuracy specifications. The syntax of the query language is defined in the following format.

BIN D ON f(·) WHERE W = {ϕ1, . . . , ϕL}
[HAVING f(·) > c ]
[ORDER BY f(·) LIMIT k ]
ERROR α CONFIDENCE 1− β ;

The meaning of this query syntax is to map a database D into bins of rows {b1, . . . , bL} based on a workload
of predicates W = {ϕ1, . . . , ϕL}, where each bin bi contains rows that satisfy the predicate ϕi. Then it applies
the aggregation function f()̇ (e.g., count and sum) over each bin bi. The two lines in the brackets are optional. A
workload counting query (WCQ) is simply the query when f() is a counting function that returns the bin size
without the two optional lines. A similar query with the HAVING clause is an iceberg counting query (ICQ) that
returns a list of bin identifiers bi for which f(bi) > c, and a query with the ORDER BY ... LIMIT clause is called
the top-k counting query (TCQ) that returns the k bins that have the largest values for f(bi).

For a query with a numerical output like WCQ, there are multiple accuracy semantics considered by the
literature, such as mean square error (MSE) [131], relative error [131], and (α, β)-accuracy [39]. APEx considers
(α, β)-accuracy for WCQ and extends it to non-numerical queries like ICQ and TCQ. In particular, we say a
mechanism M satisfies (α, β)-WCQ accuracy, if with a high probability 1− β, for each predicate ϕ ∈W , the
absolute difference between its noisy answer returned by M and its true answer is bounded by α, i.e.,

Pr[max
ϕ∈W

|Mϕ(D)− cϕ(D)| ≤ α] ≥ 1− β.

For a non-numerical query like ICQ, APEx has two parts for its accuracy requirement:

Pr[|{ϕ ∈M(D) | cϕ(D) < c− α}| > 0] ≤ β

Pr[|{ϕ ∈ (W −M(D)) | cϕ(D) > c+ α}| > 0] ≤ β

simultaneously. This first part corresponds to the type I error that wrongly labels predicates with a true count less
than c as > c. The second part is for the type II error that labels the predicates with a true count greater than c as
< c. The accuracy definition is satisfied if, with a high probability of 1− β, all predicates with true counts greater
than c+ α or less than c− α are correctly labelled. APEx extends the same logic to the accuracy requirement
for TCQ in a similar flavor. Note that both (α, β)-ICQ accuracy and (α, β)-TCQ accuracy definitions consider
symmetric errors. Definitions and mechanisms that extend to asymmetric errors are discussed and proposed in the
MIDE system for private decision-making [50].

Accuracy-Privacy Translation Framework. For each query and its accuracy specification, APEx automatically
finds the best mechanism that satisfies the accuracy specification of the query with the least privacy budget. First,
APEx prepares all the existing DP mechanisms and executes them in two phases: (i) privacy cost estimation,
which simulates how much privacy budget would be needed if the mechanism were used, and (ii) running the
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algorithm, which actually runs the mechanism and returns the answer to the data analysts. Second, APEx stores
all the relevant state-of-the-art DP mechanisms for each query type since the best one depends on the query
and the data. For example, for WCQ, APEx provides two data-independent translation mechanisms. The first
data-independent mechanism is the baseline Laplace mechanism, which analyzes the error bounds of Laplace
noise and obtains directly a closed-form expression of bounds on the translated privacy budgets. The second
mechanism, strategy-based mechanism, uses the matrix mechanism [81, 82] to analyze the overlapping parts of the
workload W and reuse the noisy intermediate results for the overlapping part to translate the same accuracy target
into, in many cases, a tighter bound on privacy budget. The strategy-based mechanism is also data-independent
and can be generalized to all the query types.

Data Dependent Accuracy-Privacy Translation. APEx considers a data-dependent accuracy-privacy translation
mechanism for ICQ, an example of how-DP-provenance. An ICQ involves comparing the bin sizes with the
threshold value c. For example, the data-dependent Laplace mechanism adds noise to the true bin sizes and
compares the noisy bin sizes with the threshold. For example, given an accuracy target α = 10, β = 0.00001,
APEx will translate this into budget ln (1/2β)

α = 0.85 for the Laplace mechanism. However, if the bin sizes are far
away from the threshold, let’s say cϕ(D) = 1000 and the threshold is c = 100 where the difference is 90 times α,
then it may be sufficient only to use 0.85

90 ≈ 0.01 privacy budget. As APEx does not know the distance between
the true bin sizes and the threshold, it proposes a multi-poking mechanism that starts with a small privacy budget
and tests multiple times with increasing privacy budgets until it can determine the noisy answer would satisfy the
accuracy target confidently. Rather than drawing independent Laplace noise in each iteration, this multi-poking
mechanism stores the privacy budgets and the noise used in previous “pokings” and samples correlated noise
each time [77]. This correlated noise allows the overall privacy loss to be bounded by the privacy budget of the
last poking instead of the sum of the privacy budgets over all the poking steps.

4.1.2 Improvements and Limitations

APEx offers several advantages that make it easier to conduct private data analysis: 1) usability improvement
via why-DP-provenance, where APEx empowers data analysts, even those without prior privacy expertise, to
achieve high accuracy in tasks like entity resolution, as shown in its user studies; 2) privacy improvement via
how-DP provenance, where the new multi-poking mechanism significantly reduces the privacy budget needed for
specific workloads (4 out of 8 ICQ workloads in studies) compared to traditional approaches. While APEx offers
significant benefits, it is essential to acknowledge some limitations: 1) compatibility with accuracy bounds, for not
all data privacy algorithms have clearly defined accuracy limitations, which restricts APEx’s ability to incorporate
them into its framework; 2) runtime overheads, for APEx requires running all the relevant mechanisms and
storing/tracing the correlated noise calibration in the multi-poking mechanism, though they are relatively small
and are only needed at runtime.

4.2 Case Study: DProvDB for Multi-Analyst DP

Unlike prior systems, DProvDB enforces privacy constraints, not only on the queries and the input data but also
on each analyst. This design aims to achieve a fair distribution of privacy budget among data analysts and a
tight privacy control per data analyst. DProvDB also leverages multiple how-DP provenance techniques for its
DP mechanisms, including tracking sensitivity and stability of queries like Chorus [66] and tracking noise to
responses for different analysts, considering how these responses might be interrelated over time. In this case
study, we will highlight the privacy constraints for why-DP-provenance and the new noise-tracking technique for
how-DP-provenance.
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4.2.1 Problem and Technical Brief

DProvDB considers the problem of building an online query processing system for multiple data analysts, who
are regulated not to collude but may break the regulation and collude. These data analysts also have different
trust/privilege levels when accessing the data; for example, internal analysts shall use more global privacy budgets
than external data analysts. DP systems before DProvDB do not distinguish data analysts, and naively tracing
each analyst’s queries independent of others can waste the global budget — if collusion happens, the privacy loss
across data analysts is upper bounded by

∑
ϵi,
∑
δi while it is lower bounded by max ϵi,max δi, where ϵi, δi is

the privacy budget spent on each data analyst.
Unlike the basic DP system described in Section 3.1, DProvDB might reject an analyst’s query if answering

it would exhaust either the analyst’s individual privacy budget or the total budget shared by all analysts. This
ensures fair and controlled use of privacy resources. To enforce these privacy constraints (why-DP-provenance),
DProvDB utilizes two key components:

• Privacy Provenance Table: This table tracks past queries and the privacy budget spent on each. It allows
DProvDB to monitor individual and overall budget consumption.

• Custom DP Mechanisms: DProvDB designs specialized DP mechanisms for this multi-analyst environment.
These mechanisms consider budget limitations when determining whether to answer a query.

Furthermore, DProvDB tackles minimizing the overall privacy loss even in scenarios where analysts might
collaborate (collusion). Here, DProvDB leverages a technique based on the additive Gaussian mechanism. This
technique reuses previously generated noisy outputs (how-DP-provenance) to answer new queries from other
analysts to achieve the lower bound for the privacy loss at collusion while still providing useful results.

Next, we will introduce the building block DP mechanism in DProvDB that achieves the lower privacy bound
when all analysts collude for a simple query. We will then present how it is used for online query processing and
the necessary provenance information for its deployment in DProvDB.

Building Block: Additive Gaussian Mechanism. Consider two analysts A1 and A2 send the same query q with
two different privacy budgets (ϵ1, δ) and (ϵ2, δ), respectively (W.L.O.G, assuming ϵ1 > ϵ2). If responding to
each analyst separately with an independent Gaussian mechanism (Definition 2.5), i.e., q(D) + η1 for A1 and
q(D) + η2 for A2, where η1 ∼ N (0, σ21I) for (ϵ1, δ)-DP and η2 ∼ N (0, σ22I) for (ϵ2, δ)-DP, then the overall
privacy loss if these two analysts collude will be (ϵ1 + ϵ2, 2δ).

The additive Gaussian mechanism first processes the noisy response to A1 with the standard Gaussian
mechanism, q(D) + η1 from the above distribution. Then, it reuses η1 in its response to A2 by returning
q(D) + η1 + η′, where η′1 ∼ N (0, σ22 − σ21). If A1 and A2 do not collude, the privacy loss to each one of them is
(ϵ1, δ)-DP and (ϵ2, δ)-DP respectively. However, if they collude, the overall privacy loss is bounded by (ϵ1, δ)-DP
as the most accurate response they can come up with is the noisy response to A1.

Note that the additive Gaussian mechanism described above only works for the identical queries when the
privacy budget of the first processed query is always greater than that of the future queries. This limitation poses
challenges in online database systems when 1) two analysts’ queries only overlaps (i.e., not exactly the same),
and 2) a query received at a later timestamp has a larger privacy budget compared to the processed historical
query. To address these challenges, DProvDB devised the additive Gaussian mechanism by carefully selecting,
maintaining, and updating a set of historical query answers to different data analysts and their respective privacy
consumption over time.

Query Answering using Views/Synopses. To solve the first problem of overlapping queries, DProvDB does
not directly apply the additive Gaussian mechanism to the queries from the data analysts. Instead, it creates
materialized private views or synopses of the data using the additive Gaussian mechanism and post-processes
queries on these synopses. These views are essentially histograms (or contingency tables for multiple columns).
They capture the distribution of data for specific attributes and allow for processing queries that involve linear
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combinations of the data points (like finding averages or sums). Synopses are formed by adding different noises
to the true answer of each view, and post-processing these noisy synopses does not consume an additional privacy
budget. Hence, even if queries from analysts partially overlap or differ entirely, as long as they can be processed
using the same view, DProvDB will update the corresponding synopses for this view with the additive Gaussian
mechanism and use the updated synopses to answer the queries.
Incremental Synopses Maintenance. To tackle the second problem on dynamic budget, DProvDB maintains the
noisy synopses adaptively based on incoming queries submitted to the system. DProvDB, in particular, has two
layers of synopses: 1) a global synopsis per view, and 2) a local synopsis per view and per analyst. The local
synopsis is always generated from the global synopsis using the additive Gaussian mechanism, and the analyst’s
queries are always processed on their corresponding local synopses (viz., post-processing). Therefore, privacy
loss across data analysts is always bounded by the privacy budget used for generating global synopses.

To answer queries with a higher privacy budget (i.e., the analyst wants the query answer to be more accurate)
while reusing existing synopses, DProvDB updates the global synopses using the following approach. When the
global DP synopsis V ϵ does not provide enough accuracy to handle a local synopsis request at privacy budget ϵt,
DProvDB spends additional privacy budget ∆ϵ to update the global DP synopsis to V ϵ+∆ϵ, where ∆ϵ = ϵt − ϵ.
Here, DProvDB uses the standard Gaussian mechanism, which generates an intermediate DP synopsis V ∆ϵ with
a budget ∆ϵ, and then combines the previous synopses with this intermediate synopsis into an updated one. The
key insight of the combination is to properly involve the fresh noisy synopses by assigning each synopsis with a
weight proportional to the inverse of its noise variance, which gives the smallest expected square error based on
UMVUE [71, 105]. That is, for the t-th release, we combine these two synopses V ϵt = (1− wt)V

ϵt−1 + wtV
∆ϵ.

The resulted expected square error for V ϵt is vt = (1− wt)
2vt−1 + w2

t v∆, where vt−1 is the noise variance of
view V ϵt−1 , and v∆ is derived from V ∆ϵ. The error is minimized at wt =

vt−1

v∆+vt−1
.

Privacy Provenance Table. Besides maintaining the global and local synopses, DProvDB keeps a privacy
provenance table to manage the privacy budgets. The privacy provenance table P consists of (i) a provenance
matrix P that tracks the privacy loss of a view in V to each data analyst in A, where each entry of the matrix
P [Ai, Vj ] records the current cumulative privacy loss SAi

Vj
, on view Vj to analyst Ai; (ii) a set of row/column/table

constraints, Ψ: a row constraint for i-th row of P , denoted by ψAi , refers to the allowed maximum privacy
loss to a data analyst Ai ∈ A (according to his/her privilege level); a column constraint for the j-th column,
denoted by ψVj refers to as the allowed maximum privacy loss to a specific view Vj ; the table constraint over
P , denoted by ψP , specifies the overall privacy loss allowed for the protected database. Due to the privacy
constraints imposed by the privacy provenance table, queries can be rejected when the cumulative privacy cost
exceeds the constraints. The overall privacy guarantee of the system is then implied by the three levels of privacy
constraints over the provenance table. Given the privacy provenance table and its constraint specifications,
Ψ = {ψAi |Ai ∈ A}∪ {ψVj |Vj ∈ V} ∪ {ψP }, DProvDB ensures [. . . , (Ai, ψAi , δ), . . .]-multi-analyst-DP; it also
ensures min(ψVj , ψP )-DP for view Vj ∈ V and overall ψP -DP if all the data analysts collude.

4.2.2 Improvements and Limitations

DProvDB is built as a middleware or a multi-analyst interface that works on top of the existing Chorus system [66].
This allows DProvDB to leverage Chorus’s functionalities while adding its own capabilities. Experiments of
DProvDB are tested over the Adult census dataset [38] and the TPC-H synthetic dataset [20] with two types of
workloads, one of which consists of randomized range queries over random attributes while the other simulates
traversing a decomposition tree of the domain of selected attributes. With more than one data analyst in the
experimental setup, empirical results show that DProvDB dominates existing DP query processing systems by
answering 2.5x-1000x more queries given the same privacy budget.

One current limitation of DProvDB is the overhead associated with storing, querying, and updating the privacy
provenance information (privacy provenance table). Future work will focus on optimizing these operations for
better efficiency. Interestingly, the way DProvDB updates synopses based on analyst queries is similar to the
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problem of incremental view maintenance from the field of data provenance. While the current algorithm in
DProvDB does not modify the actual queries, there is potential to explore how incremental view maintenance
techniques could inspire new and more efficient algorithms for private data management. There are also several
interesting future directions related to privacy provenance for multi-analyst DP. For analyst provenance tracking,
research questions and works may be spawned by a deeper intertwinement between privacy provenance and
access/leakage control [98] or focus on a more expressive model for privacy provenance. For example, an analyst
may temporarily delegate his/her privacy privilege to other analysts.

4.3 Case Study: User-Level Adaptive Block Composition in Sage and Cohere

Systems like Sage [80] and Cohere [78] aim to build a DP system that can continuously run with a finite
global budget. To achieve this, Sage and Cohere, different from the basic DP system, enable more fine-grained
privacy accounting (i.e., where-DP-provenance) at the level of subsets (i.e., blocks) of the data and replace the
retired data blocks with new data. In addition, Cohere achieves user-level DP (privacy resolutions in where-
DP-provenance) and enables budget allocation optimization over a batch of applications/queries (i.e., features
how-DP-provenance).

4.3.1 Problem and Technical Brief

Sage and Cohere study the approaches to building DP systems that can continuously run with a finite global
budget. They explore the heterogeneous input data streams and the parallel/block composition techniques that
account for privacy loss over disjoint subsets of data.

Block Composition in Sage [80]. Block composition is an extension of parallel composition to the streaming
data model. To apply block composition, at each timestamp, the system will create a new data block with disjoint
sets of data from the previous blocks and also maintain the state of the block with a privacy filter [108]. Note that
the creation/split of the block is based on some publicly known specifications while the data blocks after splitting
is remaining secret. The specifications are criteria of how data is split over public domain values of certain
attributes, e.g., timestamp, userID, geography. At query time, the system allows to run DP queries adaptively over
the overlapping subsets of the blocks created so far. The privacy accounting is performed by updating the privacy
filter per block, which is intuitively enforcing adaptive sequential composition (or other tighter composition
bounds [79]) within a block and parallel composition across blocks (if a query is answered using multiple blocks)3.
Sage applies block composition over time splits and hence guarantees event-level DP. The subsequent work,
Cohere [78], extends the methodology of block composition and applies to user-level DP.

Partitioning Attributes and User Rotation in Cohere [78]. Cohere creates new blocks based on split over
both userIDs and a (set of) given attribute(s). That is, each block generated contains a new batch of users that
never appear in the previous blocks and a value in the selected partitioning attributes. For example, data block
1 contains users 1-3 all with region A, and data block 2 has users 4-6 all with region B, and block 3 consists
of users 7-9 with region A, etc. Cohere then applies block composition over the user data blocks and retires
users with replacement of new users to keep the system continuously running. Cohere also adopts a user rotation
mechanism to prevent users from retiring too quickly from certain subpopulations (in terms of some values of the
partitioning attributes), which reduces biases in answering queries or running applications. The approach is based
on sliding windows (or, in essence, the least recently used strategy) so that it is independent of the user attributes.
In particular, at each timestamp, the newly joined users are randomly partitioned/assigned into groups, and the
group that was active the longest will be retired (tentatively if the budget over this group is not depleted), and a
new group will be activated. The budget spent by queries at this timestamp will be capped with 1/K of the global
budget where K is the number of active groups.

3By using privacy filter, Sage can support strong composition [42, 69] with block composition.
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Formalizing Optimization Problem in Cohere [78]. Cohere further uses the tracked budget allocation history
per block (or where-DP-provenance) to develop an optimization problem, as a variant of the multidimensional
knapsack problem, for query answering. Each query Ri in the Cohere system is annotated with a propositional
formula Φi over the partitioning attributes, a privacy budget Ci ∈ R|A|

≥0 , and a weight Wi ∈ N. The goal of
Cohere’s query processing is to batch all the queriesR received at the current timestamp, and find an optimal (in
terms of the weights) set of queries to answer while subject to privacy constraints due to partitioning attributes.
To formulate the optimization problem, Cohere introduces decision variables yi ∈ {0, 1} for i ∈ R, where yi = 1
means the request Ri is accepted, and yi = 0 means the request has been rejected. The privacy constraints are
defined over blocks S. A block Sj ∈ S is denoted by (groupid,Ψj ,Bj), where Ψj is a propositional formula
over the partitioning attributes and Bj ∈ RA

≥0 is the remaining budget for this block. Given the demand for a
block, written as dij = Ci if Φi ∧ Ψj is satisfiable, and 0 otherwise, the optimization problem is formalized
as max

∑
i∈R yi ·Wi, s.t.

∑
i∈R dijyi ≤ Bj , [∀j ∈ S]. Cohere generalizes the problem into an integer linear

programming (ILP) problem and solves it with an ILP solver. Cohere also shows an optimization technique to
reduce the dimensionalities to scale the solving process.

4.3.2 Improvements and Limitations

Sage and Cohere report the benefit of enabling block composition and recording per block budget consumption
(viz., where-DP-provenance) through extensive experimental evaluations. Sage shows that with block composition,
the system can train a machine learning model with a lower mean squared error (MSE) that cannot be achieved
by sequential composition (∆=0.0002); to achieve the same MSE, block composition requires much less data
than sequential composition (10x-100x less in certain cases). On the other hand, Cohere is compared with
PrivateKube [84], a privacy budget scheduler built based on Sage. In an end-to-end comparison with PrivateKube,
Cohere shows an improvement in handling 1.5x-2.0x more queries and a 6.4x–28x better utility due to the
partitioning attributes approach and the more fine-grained privacy analysis. All these experimental results on
Sage and Cohere validate the effectiveness of enabling where-DP-provenance in a DP system.

However, Cohere cannot be run in real-time systems since maintaining the block composition and solving the
optimization problem requires, on average, 48 minutes and around 1.3 GB of memory. Empirical results also
observe an increasing runtime when using the partitioning attribute approach. Another limitation of using block
composition or partitioning attributes with where-DP-provenance is that they assume the criteria for creating
the partitioning is publicly known; otherwise, it will cause problems in the privacy analysis. Removing the
assumption may be a future direction to explore for where-DP-provenance.

5 Discussion and Open Questions

This section discusses the fine-grained provenance for DP systems related to traditional data provenance literature
and the development of DP with their respective open questions.

5.1 Relationship with Data Provenance

The well-established field of data provenance offers valuable insights for the future development of DP provenance.
In this work, we explored why, how, and where provenance for DP systems. To delve deeper, let’s discuss two
additional areas for consideration.

Representations of Privacy Provenance. In traditional databases, provenance information can be represented
using either an eager or a lazy approach. The eager approach [15] attaches extra metadata (annotations) to
queries and propagates it to the results, e.g., based on the provenance semirings [54] or calculation of Shapley
value [85, 86]. While this allows for direct retrieval of provenance information, it can incur performance
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overhead and require additional storage for the metadata. The lazy approach [18] relies on properties of specific
transformations to identify the source data behind the output without annotations. This method has lower
overhead but limited applicability. In the context of DP provenance, we have primarily focused on leveraging
and storing additional metadata, similar to the eager approach. It would be interesting to explore the feasibility
of a lazy approach for DP provenance. This could involve developing mechanisms to answer why-, how-, and
where-provenance queries without needing constant metadata storage and updates.

Scalable Privacy Provenance Tracking. Research in database provenance has addressed the challenge of
scalability in managing provenance information [49, 112, 16, 106]. These methods aim to reduce the cost of
tracking provenance by either minimizing the amount of extra metadata required or employing compression
techniques to approximate provenance. For DP provenance, the level of granularity (detail) directly impacts
the amount of data that needs to be tracked. Finer-grained provenance necessitates tracking more data. There
are two key areas for further exploration. First, we would like to have a better understanding of the trade-off
between privacy granularity and the associated storage and processing overhead. For instance, DProvDB can use
a finer-grained caching mechanism like CacheDP [87] to further save privacy budget per query, but maintaining
and updating such cache structures for all analysts can be very expensive. This will guide future research efforts.
Second, developing techniques to reduce the cost of privacy provenance tracking is a promising research direction.
Existing systems, like DProvDB, which tracks analyst provenance at the view level for efficiency, offer valuable
insights. Future work could explore compression and approximation techniques specifically tailored for efficient
privacy provenance management.

5.2 Relationship with the Development of DP

Differential privacy has been around since 2006 and has evolved significantly. Today, we have a vast array of DP
algorithms for various uses, different privacy definitions for various scenarios, and even prototype programming
tools and systems. This article focuses on DP systems that leverage provenance techniques to improve usability
or performance. The effectiveness of these provenance techniques is directly related to the development of DP
algorithms and definitions. Let’s explore some key areas for further exploration.

Optimal Algorithm Design. Accuracy-first mechanisms are less understood compared to privacy-first mech-
anisms. For accuracy-first mechanisms, how queries translate into privacy guarantees can vary depending on
the specific queries, how accuracy is measured by the system, and even the data (e.g., joining tables or measur-
ing relative error). Existing research for privacy-first mechanisms has produced optimal solutions for specific
queries like joins [32, 30, 29, 131]. However, there is a gap in understanding how to achieve optimal results for
accuracy-first mechanisms, particularly those that depend on the data. Closing this gap is crucial for developing
user-friendly DP systems that leverage why-DP-provenance.

Recent advancements in DP mechanisms [87, 48, 100, 126] involve using correlated noise drawn from
different points over time. This approach can lead to tighter privacy analysis or improved utility for the results.
However, effectively and securely maintaining these noise sequences is critical for successful deployment. This
necessitates the development of systematic how-DP-provenance techniques in the future.

Limited DP algorithms have been developed specifically for growing data models, and they often overlook
how data evolves over time (e.g., their temporal properties). In machine learning, for instance, data patterns and
learned models can change over time (i.e., the concept drift). Factoring in concept drift will likely require even
finer-grained how/where-DP-provenance tracking for effective solutions.

Mixing DP Variants. DP provides some degree of freedom to allow system designers to “composite” privacy
guarantees. However, a key challenge arises if one part of the data is released with DP while others are queried
and processed with other privacy notions, such as OSDP [76], attribute privacy [140], pufferfish privacy [72],
etc., each with its own strengths and use cases. While combining these use cases into a unified system might be
desirable, a significant question remains: how do we account for the total privacy loss when mixing different
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privacy-preserving techniques? Recent research in encrypted databases [139] explores similar challenges in
reasoning about security when combining multiple encryption techniques. This offers valuable insights for the
DP domain. An interesting future direction would be to develop techniques specifically for mixing different
privacy definitions and calculating the resulting privacy loss. One possibility is to leverage existing DP auditing
techniques [101, 62, 91]. These techniques can help us establish a lower bound for the overall privacy guarantee,
even when combining different privacy-preserving methods.
Removing Trusted Curators in DP. Our discussion of privacy provenance has so far focused on centralized DP
systems, which rely on a trusted curator to oversee the entire process. However, this centralized approach may
not be practical in all real-world scenarios. Removing the need for a trusted party is an active area of research
with several promising directions. First, local DP empowers data owners to add noise to their own data before it
is used in queries. While this offers greater privacy control, it can lead to lower accuracy than centralized DP.
Existing research has explored using anonymous shufflers [11, 52] to improve utility in local DP settings. An
interesting future direction would be to investigate how other privacy provenance information, besides shuffling,
can be leveraged to enhance utility in local DP systems. Second, combining DP with cryptography [122, 109]
offers another approach to reduce the noise needed for the local or federated settings [13, 7]. Third, enabling
a DP system with trusted hardware, e.g., SGX [94], can simulate the trusted curator in the untrusted settings.
However, as shown in recent work [63], the last two approaches have to maintain and track a significant amount
of additional metadata about the state of the running environment. Without this metadata tracking, the system
remains vulnerable. Privacy provenance can be crucial in future work on these decentralized privacy-preserving
techniques. Providing a systematic view of data usage and privacy guarantees can help address the challenges
associated with removing the need for a trusted central authority in DP systems.

6 Conclusion

This article explores how provenance techniques can empower differential privacy (DP) systems. We intro-
duce a novel taxonomy for three crucial DP provenance types (why-provenance, how-provenance, and where-
provenance). We then unpack existing techniques for each type, leveraging case studies to illuminate their
advantages and drawbacks. Finally, we establish the link between fine-grained DP provenance and traditional
data provenance, investigating how both can propel advancements in DP across various domains. This work is
the first attempt to bridge these two critical areas. We hope it offers a unique perspective and paves the way for
further research in this exciting direction.
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Abstract

The UK government and the public wish to see the National Health Service (NHS) use data and Artificial
Intelligence for public good [13][16]. However, there is a major challenge in making health data available
for research whilst respecting patient privacy. Synthetic data generation is an emerging technique that
enables access to data that, in some way, shares the characteristics of the original data. In this paper
we introduce SqlSynthGen (SSG), a method for generating synthetic relational datasets. SSG offers a
human-readable, risk-guided approach to refining data fidelity while managing disclosure risk. This paper
presents SSG, specifically focusing on its application for generating synthetic data from NHS hospitals.

1 Introduction

Hospitals electronic health record systems are typically built using relational databases containing millions of
records. While hospital staff access this data for their clinical duties, other professional communities— scientists,
software engineers and educators — rightly must follow lengthy processes to be granted access. Controls are
in place to ensure patient data —which is both sensitive and valuable [28]— is accessed for only legitimate
reasons. Current practices involve preparing employee contracts, implementing de-identification or anonymisation
mechanisms to remove personal information, and accessing data only via Trusted Research Environments [14].

While protecting patient privacy is of utmost importance, these processes impede collaboration and engage-
ment, and introduce delays to researchers already working to arduous grant deadlines. For instance, researchers
can use data to improve diagnostic accuracy, refine our understanding of diseases, or develop personalised
treatments [30]. Patient data can be used to train the next generation of healthcare practitioners and researchers.
Synthetic data is an accelerator: it can provide a simulcrum with the characteristics of patient data that can be
shared onwardly. This can be used to support education and training, to quality control applications and code, and
to test reproducible analytical pipelines in the open. This will accelerate academic progress for patient benefit.

In order to both protect user privacy and control access, current techniques employ mechanisms including
data agreements, de-identification or anonymisation, aggregation over the original data, and provision of trusted
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research environments (TRE) for access by third parties. While these techniques provide an extra layer of
protection, they are not immune to vulnerabilities [21]. For example, de-identified data releases are still
susceptible to linkage attacks. Aggregation requires releasing only aggregate population metrics, such as counts
or averages, but outliers remain vulnerable to identification [30]. Instead of releasing real patient data —either
partial or aggregate— an option is to release synthetic patient data.

Synthetic data is data that is manufactured, as opposed to real data that is collected from real-life events
and people. Synthetic data generators (SDG) use algorithms to produce synthetic data entries while preserving
statistical properties of the real dataset. There are multiple SDG approaches in the literature, each one targeting a
specific data type, such as tabular data or time-series data [17]. SDGs can, when appropriately constructed, offer
mathematical guarantees of the preservation of user privacy [19, 8] by incorporating differential privacy.

In this paper, we describe our work on developing a new SDG approach at the University College London
Hospitals (UCLH) NHS Foundation Trust. Each year, UCLH admits 100,000 patients and stores their data in a
relational database. Broadly, we discover that these are their requirements regarding their utilisation:

• REQ-1: The synthetic datasets should be in the form of relational datasets for any given relational schema

• REQ-2: The generator can manufacture synthetic data by utilising aggregates and statistical properties
extracted from real patients

• REQ-3: Ensure that information disclosed about real patients are easily understandable by humans.

Listing 1: Requirements for Synthetic Data Generation at UCLH Trust

We developed SQLSYNTHGEN [12] to meet the requirements in Listing 1. SQLSYNTHGEN is an open-source
Python package that can replicate the database schema of a relational database. Once the replica is in place,
SQLSYNTHGEN can generate synthetic samples at different levels of fidelity: from low-fidelity random values
compliant with the database schema, to high-fidelity samples from probability distributions learned from real
data.

SQLSYNTHGEN uses a white-box approach where information extraction from real data are expressed as
SQL queries in human-readable format, rather than black-box approaches, such as deep generative models with
thousands of parameters [6]. For ensuring patient privacy, SQLSYNTHGEN supports differential privacy (DP)[10]
to add quantifiable noise to the information extracted from the real data.

2 Sharing Patient Data

This section starts by enumerating motivations for sharing patient data. An understanding of motivations is
important because these determine the requirements of appropriate data sharing mechanisms. The reasoning for
sharing data dictates what minimum data needs to be shared, and this in turn defines the requirements to be met if
the data is to be shared reasonably safely.

We then survey the current privacy preservation practices currently adopted by hospitals to enable collaborators
controlled access to hospital data. We show that these are a) linked to inadequate privacy protection measures [21,
30], or b) a cause of unnecessary friction to analysis [23]. While synthetic data is considered a potential solution
to overcome the above challenges, many patient datasets are organised as relational databases. Current synthetic
data generators have limitations: a) they do not address the unique challenges of the relational structures [22][32];
b) they require users to specify dataset schemas [29]; or c) they can achieve differentially private, explainable,
high-fidelity synthetic data for relational databases but currently face limitations in scalability. [8].
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2.1 On the Benefits of Sharing Patient Data

Enhancing Research Quality and Innovation: Collaboration can lead to more comprehensive research studies,
allowing healthcare practitioners and researchers to test hypotheses or observe trends across a broader dataset
than is available internally. How well a dataset represents the true distribution matters more than simply dataset
size[2]. In the medical domain, where lack of data is a common occurrence, the amalgamation of diverse datasets
has a better chance of representing true underlying distributions.

Access to Specialised Expertise: External collaborators bring specialised knowledge and skills that complement
the in-house capabilities of a hospital. For example, collaborations with methodology researchers can lead to
state-of-the-art data analysis and interpretation, thereby improving both method development and treatment
outcomes. Software engineers and machine learning operations engineers can build customised cyber-physical
infrastructure to support analysis of patient data in real time[14].

Accelerating Medical Discoveries: By pooling resources and data between hospitals, research can proceed at
a faster pace[2], potentially leading to quicker discoveries in disease mechanisms, treatment effectiveness, and
development of new therapies or medical technologies. Sharing patient data can facilitate the recruitment of
participants for clinical trials, ensuring a diverse and adequate sample size. This can be crucial in studying rare
diseases or sub-types of common diseases, especially in hospitals that offer specialisations not commonly offered
elsewhere in the world.

Expanding Research Funding Opportunities: Collaborative research often has better chances of securing
funding[31]. Funding bodies frequently encourage or require collaboration across institutions as a criterion for
grants, viewing it as a way to maximise the impact of their investment.

Bench-marking and Quality Improvement: Comparing data across institutions can help identify best practices
and areas for improvement in patient care and management. This bench-marking is used to drive quality
improvement initiatives within a hospital[33].

Education and Training: Collaborations provide educational opportunities to clinical research employees at
hospitals, researchers and students at universities and research institutions, exposing them to different perspectives,
methodologies, and cutting-edge research through joint ventures and knowledge exchanges.

Building Networks and Reputation: Collaborations can enhance a hospital’s reputation in the medical and
scientific community[31]. They extend the hospital’s influence and recognition, which can attract top talent and
more collaborations in the future.

2.2 Current Practices For Sharing Patient Data

De-identification and Anonymisation of Patient Data: De-identification is the process of obscuring or
replacing personal identifiers to prevent the direct association of data with an individual. Common de-identification
methods include explicit removal, masking or pseudonymisation of direct identifiers, and aggregating data to
remove specificity eg. binning.

Anonymisation aims to ensure that data cannot be linked back to an individual by any means. Anonymisation
strips datasets of all personal identifying information but it is not provable when this has been achieved. Con-
servative measures will strip a lot of information thereby heavily affecting the value of the dataset, and we still
cannot be certain that there is not some way to de-anonymise.
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For example, the removal of timestamps from a medical dataset as part of an de-identification or anonymisation
process is performed because timestamps can be used to re-identify a patient by linking a patient’s records over
multiple de-identified datasets. The pattern of timestamps can disclose information about a patient’s health, as
well as their frequencies away from home.

However the stripping of timestamps from a medical dataset erases important information because medical
information is highly time-contextual. Part of the richness of medical data is its time-series nature. Medical data
that has been stripped of time stamps has reduced richness of data and is limited what can be learnt from it.

Effectiveness of both de-identification and anonymisation techniques is highly dependent on context, which
includes the dimensionality, volume, and statistical properties of data. Other important aspects that need to
be considered include which types of applications or analyses the data are to be used for, whether the data
will be released publicly or with additional access control, and whether the data are tabular, relational, or have
longitudinal or transactional characteristics.

Trusted Research Environments: Trusted Research Environments (TREs) are an important part of the data
sharing mechanism ecosystem. TREs are the secure infrastructure and governance model that allows researchers
to access and analyse data; they are often used in conjunction with other data-sharing mechanisms.

TREs play a major role in controlling data access levels. Initially, data access is controlled through secure
authentication and authorisation mechanisms. This means that only approved researchers can access the data, and
they can only access specific datasets approved for their role and research projects. Activities in TREs are closely
monitored and logged.

In addition, TREs provide both physical and virtual security. Data in TREs are often stored in physically
protected facilities. Virtual security measures such as firewalls, intrusion detection systems and regular penetration
testing maximise protection against external threats. Finally, to ensure no privacy leakage, data egress from TREs
is restricted. Researchers can analyse data within TREs but cannot take it out.

This means that working with data within TREs is far from a comfortable experience [23]. In order to
provide security measures, computational resources can be limited and the list of approved software packages
for analysis is restricted and not easily updated. There is significant process overhead generated by the need
for detailed authentication into remote machines, activity logging, monitoring and compliance checks. There
is a steep learning curve in working within a TRE, and new users are heavily dependent on support staff for
technical assistance. Finally, the inability to egress data limits the sharing of interim findings and prevents close
collaboration on ongoing data analysis.

Honorary contracts and data agreements: In order for non-hospital/clinical staff to work with medical data,
they typically either need to become honorary employees of a trust or their current institution need to enter into a
data sharing agreement with the trust. Both are lengthy and restrictive.

The process of obtaining an honorary contract typically begins with an initial inquiry and application to the
relevant department or clinical group at the hospital. This is followed by credential verification and background
checks, including border security investigations. Once these checks are satisfactorily completed, the relevant
departments can grant approval.

To get a data agreement signed between two institutions, the first step is to identify the need for data sharing,
specifying what data will be shared and how it will be used. Next, security requirements for storing, protecting,
and accessing the data must be agreed upon by both parties. All these elements need to comply with relevant
regulations. Finally, the agreement must be reviewed by the legal and compliance teams of both institutions to
ensure all requirements are met and all parties are protected.
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3 From Sharing Real Data to Sharing Synthetic Data

Real data is recorded from real life. Synthetic data is manufactured data, and can be created such that data
elements are random, structurally or type accurate, or have distributions that mirror statistical properties of
another dataset. In the last case, statistical properties can be directly or indirectly observed, to inform the data
manufacturing process. When any properties of one dataset is used to guide the manufacturing process of another
dataset, the first dataset is referred to as the ’real’ or ’original’ data. In the use case presented in this paper, ’real’
data is hospital patient data. Our manufactured data is commonly referred to as ’synthetic’ data.

While manufactured patient data is not about real individuals, it is a fallacy to imagine that adoption of
synthetic data in data sharing practices prevents disclosure of sensitive information. This section shows how
synthetic data generators can manufacture outputs which disclose more, or less sensitive information, and how
this affects the ways in which outputs can be used.

3.1 Synthetic Data Generators

Synthetic data generators (SDG) manufacture data. There is a tension observed in the process of manufacturing
synthetic data which involves three factors: fidelity, utility and privacy. Fidelity measures the extent to which
synthetic data resembles the real dataset. Utility is the measure of the usefulness of synthetic data to a given task.
Privacy is a measure of the information disclosed about the real dataset during generation of the synthetic dataset.
These three factors inform the manufacturing process and limit the ways its outputs can be used. Synthetic data
which is very similar to the real dataset (high fidelity) risk leaking information about real patients (low privacy).
Conversely, low fidelity datasets typically contain little information relating to the real data, so individuals are
unlikely to be identified. However, this low fidelity also limits the dataset’s utility. For instance, medical data
stripped of personal identifiers such as timestamps loses its richness and reduces the scope of insights that can be
derived from it.

However, low-fidelity or coarse-grained datasets can still be useful, as utility is dependent on the context
or task. In some cases, low-fidelity datasets are valuable if they provide sufficient information for engineering
applications e.g. software testing. When paired with real data, multi-fidelity datasets can reduce computational
costs and prevent over-fitting in machine learning tasks [26][27][5]. Low fidelity datasets can remove blockers
at the beginning of research for initial exploration, building pipelines, and testing models. These tasks can be
conducted in a secure environment restricted to students and researchers, with scripts later ported to the hospital
for training on real data if the initial analysis proves promising.

This means that there is a class of low-fidelity datasets that is useful in common research and engineering
tasks. The benefits of using these datasets can be realised with little cost to patient privacy.

Figure 1: Shows the range of fidelity for synthetic data. High fidelity data can result in higher utility, but also
increased risk of identification. Sourced from UK Office of National Statistics[24].

The UK Office of National Statistics [24] have defined a spectrum of fidelity for synthetic data, shown in
Figure 1. In the context of healthcare relational datasets:

• Structurally correct datasets have the same column names, tables and relationships as real data.
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• Valid datasets imply that the values in the synthetic dataset are correct and valid, e.g. date of births are
valid dates.

• Plausible datasets imply that the relationship between values are realistic, e.g. a patient’s date of death is
not before their date of birth.

• Multivariate plausible datasets implies that the values are correlated across different variables, e.g. a
male patient is likely to be both heavier and taller than a female patient.

• Multivariate detailed datasets are more realistic than a multivariate plausible data set, but less than a
replica of the real data. An example are rows of data showing that a patient with a diabetes diagnosis has
more records of blood sugar readings than a patient with a broken bone.

3.2 Synthetic Data For UCLH NHS Trust

University College London Hospitals National Health Services Foundation (UCLH NHS) Trust is a pioneering
institution within the UK, renowned for its treatment care and specialist services not widely available in other
NHS Trusts. It is closely affiliated with University College London; this is a partnership that emphasises research
and education, integrating medical research and teaching at the undergraduate and postgraduate levels directly
into the clinical environment. As an institute that emphasises medical care, research and education, and as
custodians of highly sensitive medical data, UCLH NHS Trust are in a position to leverage research capabilities to
supercharge innovation if they can develop a process for thoughtful access to this data. However, consequences of
unintentionally releasing identifiable information include loss of individuals’ privacy, loss of institutional prestige,
as well as substantial legal fines.

3.2.1 Problem Statement

Machine learning (ML) infrastructure are deployed in hospitals to enable AI in healthcare delivery and adminis-
tration. ML infrastructure supports tasks such as structuring data from electronic health records into a format that
can be used as inputs to AI algorithms, deploying image analysis and predictive analysis tools, and presenting the
results to healthcare practitioners in a timely and useful format.

To achieve these tasks, engineers who build the infrastructure need to gain an understanding of the data
structures and data flow within the hospital. Researchers need to evaluate if target datasets meet their purposes
for hypothesis testing, and are adequate in terms of quality and quantity. It is onerous to issue contracts to entire
teams of engineers, researchers and students, but there are no other ways to share data with external collaborators.

However, what engineers and researchers need when working on early stages of exploratory analysis to
understand data in terms of content, structure and data flow is information about the data, rather than having
access to individual rows of data itself. Here is an opportunity to frame the problem as: What information can be
released about sensitive data, which is maximally beneficial to engineers and researchers, with minimal cost to
patient privacy?

3.2.2 Requirements

Listing 1 enumerates the requirements of building synthetic data generators for UCLH Trust. This section expands
on each requirement; the following section demonstrates how the design of SSG fulfils these requirements.

Produce relational datasets for any given schema: Many data holders, including hospitals, store patient
electronic health records in relational databases. Data is often structured within complex schema that capture
both single observations and time series data. These relational databases also include tables for vocabularies such
as definitions of drugs, observations and diagnoses.
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Under this requirement, a minimally useful synthetic dataset must at the very least a) be structurally correct.
That is, it will contain the same tables, columns, and data types as the real data, and b) meet foreign key constraints.
In order to increase analytical value as shown in Figure 1, the synthetic generator will need to generate values
which are valid and plausible, e.g. valid gender values and a plausible distribution of height and weight. A
multivariate plausible dataset will have values that correlate across multiple tables, e.g. the correlation between
gender and height are represented across the ‘Demographic‘ and ‘Observation‘ tables.

An additional complexity here is in generating synthetic time series data, e.g. blood pressure values every ten
minutes for a patient in intensive care unit. In order to be multivariate plausible, the data needs to contain the
correct frequencies for data collection as well as plausible values that depend on a patient’s physiology. This is
generated across multiple tables as well.

Generate synthetic data using statistical properties computed from real patients Hospitals are mandated or
encouraged by various information acts to release hospital information to the public. The main reasons for this
are a) allowing insights into quality of care provided by public or insurance funds and b) to enable patients to
make informed decisions regarding where to seek care based on hospital performance and specialisations[33].

The type of information that is released in the public domain includes quality of care indicators, patient
safety data, readmission rates and service availability. This includes aggregate data about patient outcomes,
infection rates, details on specialised services, bed occupancy, Accidents and Emergency (A&E) wait times as
well as statistical properties on patients returning for treatment within a period of discharge. This information is
published regularly and does not compromise individual patient privacy.

Synthetic data generators can use aggregate data and statistical properties of real data to generate datasets
which are measurably closer to real data. A synthetic dataset generated using public information is unlikely to
reveal any additional patient information beyond what is already publicly available.

Ensure that information disclosed about real patients are easily understandable by humans. Aggregates
and statistical properties are well-understood mathematical concepts. A comprehensive explanation of such
information extracted from real patients datasets for the purpose of generating synthetic data should cover the
following three points:

1. Extracted Information: Detail what specific information about patients has been extracted.

2. Computation Process: Explain how this information is computed.

3. Usage for Synthetic Data: Describe how this information is used to shape the synthetic data.

Providing this explanation in a single, human-readable source ensures consistency and prevents obsolescence
across multiple data generation iterations. This offers a clear audit trail of the generation process and helps
identify the disclosure risks of its outputs.

The concept of synthetic data is complex, people may not understand how data that does not represent real
individuals still needs privacy considerations. It is furthermore difficult to understand how the application of
differential privacy to aggregates and statistics can provide additional protection.

Differential privacy (DP) [10] is the gold standard that protects individuals within a dataset while still allowing
for the useful analysis of the aggregate data. Its internal mechanics of noise addition for the purpose of privacy
preservation can leave users without a clear understanding of its outputs and how to interpret them correctly[9].

The application of differential privacy to synthetic data compounds the explanations’ complexities. There is a
struggle to understand how DP offers probabilistic but not absolute guarantees. Explaining this to custodians of
highly sensitive data is difficult because privacy is expected but not always technically feasible.

However, this is an important discussion, there is a necessary understanding to be achieved here because the
interplay between privacy and utility governs the results of a differentially private synthetic data generator. The
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only people who can take the responsibility for managing the balance between privacy and utility are the data
custodians.

4 Generating Synthetic Data Using SQLSYNTHGEN

SQLSYNTHGEN (SSG) is a software package developed to meet the requirements outlined in Section 3.3. When
connected to an existing relational database, SSG builds a new empty database with the same schema. It copies
over the non-sensitive data, such as look-up tables, and generates structurally correct synthetic data with random
values. Optionally, SSG can refine these synthetic values using aggregates and statistical properties. SSG can
apply differential privacy to obfuscate the true values of these properties in a measurable way. The new database
is then populated with these synthetic values.

4.1 Technical Overview

The default output dataset from SSG is structurally correct and has no disclosure risk. These are datasets that sit
on the far left end of the spectrum in Figure 1. No information about the real dataset has been disclosed, beyond
the structure in which they are stored. This can already be useful e.g. for building software testing modules and
pipe-lining scripts, and can be safely released if vocabularies and schema can be shared. This meets REQ-1:
Produce relational datasets for any given schema.

SSG can be further configured to generate synthetic data that (in reference to Figure 1), can be as sophisticated
as multivariate plausible data. This is achieved by allowing the user to define SQL statements that extract
aggregate statistics and statistical properties from the real data. These extracted values are then used to shape the
distributions and marginals of the synthetic data. This meets REQ-2: To generate synthetic data using statistical
properties computed from real patients.

As part of its process, SSG generates a human-readable audit trail that details the entire data generation
process. This includes what information was extracted from real data, the methods used for extraction, the
computed results, and how these values were injected into the synthetic data generation. The audit trail is a human
readable file whose contents are incorporated directly into the SDG process. Ensure that information disclosed
about real patients are easily understandable by humans.

SSG pipeline design enables the selective production of synthetic datasets with varying levels of fidelity.
Users control the shaping of synthetic data by specifying which information is extracted from real data, how it
is computed, and how it is utilised. SSG’s configuration supports agile development, allowing for incremental
fidelity improvements as needed, while maintaining transparency, auditability, and control over privacy risks at
every stage. Additionally, users have the option to apply differential privacy to protect the marginals extracted
from the source data.

In order to support this design, SSG’s process for generating synthetic relational datasets can be broken into
three separate steps, as shown in Figure 2. They are as follows:

1. SSG builds a new database to store synthetic data. This new database will be populated by synthetic data
generated in the next steps. Look-up tables which do not have any privacy concerns are copied over entirely,
to maintain foreign key constraints.

2. By default, SSG generates random but structurally correct data.

3. As an option, SSG can refine random values for higher accuracy by using extracted statistics from real data,
with or without DP. For example, mean of height by age and gender can be extracted from real patients and
the correlation be used to generate higher fidelity data.
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Figure 2: The processes of SQLSynthGen in order

For more information and tutorials about SQLSynthGen, please refer to our repository at https://github.
com/alan-turing-institute/sqlsynthgen. Our repository [12] contains installation instructions,
comprehensive documentation and trouble shooting guides to help get started with the software. The repository
also contains a simple tutorial using a Kaggle dataset [7] as well as an advanced example based on the Observa-
tional Medical Outcomes Partnership (OMOP)[25], which provides a standardised data model for observational
healthcare data.

In the following sections, we demonstrate the use of SSG in creating synthetic data based on a publicly
available AirBnB Kaggle dataset [7].

4.2 Building a Replica of a Real Dataset

In this example, let us consider that our dataset is contained in a database called ‘airbnb‘ in a local PostgreSQL
instance. We want to port the schema to a new ‘airbnb_synthetic‘ database, and populate the ‘airbnb_synthetic‘
database with synthetic rows that mirror some of the statistical properties of the ‘airbnb‘ dataset.

Build schema tables: We connect to the real dataset by setting connection credentials in environment variables.
We run a series of commands sqlsynthgen make-tables, sqlsynthgen create-tables and
sqlsynthgen make-generators to auto-generate two Python files.

The first file, ‘orm.py‘, outlines the structure of the PostgreSQL ‘airbnb‘ dataset by mapping each table
in ’airbnb’ to a corresponding Python class. Each column in these tables is represented as a class field. This
mapping is generated using SQLAlchemy[4], which is a SQL toolkit and Object-Relational Mapping (ORM)
library for Python. By using SQLAlchemy in SSG for mapping, users do not need to perform any additional
configuration to describe the schema of the real dataset. The ‘orm.py‘ file serves as a foundation for building
a new ‘airbnb_synthetic‘ PostgreSQL database, complete with the necessary tables, columns and data types.
Listing 2 shows a snippet from ‘orm.py‘ that demonstrates how the ‘users‘ table from the ‘airbnb‘ dataset is
mapped as a Python class.
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1 class User(Base):
2 __tablename__ = "users"
3

4 id = Column(String, primary_key=True)
5 date_account_created = Column(Date)
6 ...

Listing 2: Section of PostgreSQL table ‘user‘ represented as a Python class

Copy over lookup tables: A lookup table, or a vocabulary, is a table used to store a predefined set of values
that are referenced by other tables. They contain a finite and static set of values such as codes, names of categories
or descriptions. Look-up tables are a good practice adopted help normalise databases by removing redundancy
and enabling efficient data management. They work by using foreign key constraints to ensure values in related
tables are consistent and valid. These foreign key constraints need to be satisfied when generating synthetic data
in relational datasets. On their own, vocabularies provide only limited utility, since the more interesting aspects
of the data are usually found in the non-vocabulary tables.

The fidelity of the synthetic dataset can be improved by ensuring the vocabulary tables have perfect fidelity
from the beginning, since they do not raise privacy concerns (although some vocabularies are copyright-protected).
In this section, we demonstrate how SSG addresses vocabulary tables by copying them in their entirety, thereby
eliminating the need for synthesis.

First we specify vocabulary tables in a config.yaml; the listing 3 below denotes ‘countries‘ as a vocabulary
table. All values in denoted vocabulary tables are copied to an auto-generated .yaml file. Listing 4 shows a
snippet of data from the ‘countries‘ table which has been copied to a auto-generated countries.yaml file.

tables:
countries:

vocabulary_table: true

Listing 3: A yaml section to demarcate table ’countries’ as a vocabulary table

- country_destination: AU
destination_km2: 7741220
destination_language: eng

:
- country_destination: CA
destination_km2: 9984670
destination_language: eng
distance_km: 2828.1333

:

Listing 4: Example of data rows copied from ‘countries‘ vocabulary table

The primary reason for copying vocabularies this way is to maximise transparency for auditing purposes.
Data holders can audit each value extracted from the real dataset, before creating any synthetic data. Note that we
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have to be careful in making sure that the tables marked as vocabulary tables truly do not hold privacy sensitive
data, otherwise catastrophic privacy leaks are possible, where the original data is exposed raw and in full.

The downside of this approach is clear when scaling up to address vocabulary tables which are very large.
Therefore our generator pipeline is modular to ensure that vocabularies need only be copied once when creating
more rows to add into a synthetic dataset.

Generate Random Values that are Structurally Correct: The second auto-generated file, ‘ssg.py‘, contains
Python code that generates random values matching the data types defined by the Python classes. This human-
readable Python code serves as part of the audit trail, demonstrating how values for populating each table column
are generated. For complex schemas with multiple tables and columns, the generator code for each column is
easily identifiable and can be customised independently of rest of the generator.

Listing 5 demonstrates the auto-generated Python code for generating ‘id‘ and ‘date_account_created‘ values
for the ‘User‘ table. ‘id‘ is assigned generic, password-like values, and ‘date_account_created‘ is assigned a
random date value.

class usersGenerator:
num_rows_per_pass = 1

def __init__(self, src_db_conn, dst_db_conn):
pass
self.id = generic.person.password()
self.date_account_created = generic.datetime.date()
...

Listing 5: A Python class for generating synthetic id and date_account_created values for Postgres table ‘User‘

Refine values using aggregate statistics: The default behaviour of SSG is to generate syntactically correct,
random values. This section shows how we incorporate aggregate and statistical properties of real data in order to
generate synthetic data that retain those properties.

We demonstrate an example to generate normally distributed synthetic values to populate a ‘users.age‘ column,
with reference to the mean and standard deviation values of the real data. The user begins by defining SQL
statements in the ‘age_stats‘ section of a ‘config.yaml‘ file. This is demonstrated in listing 6. SSG uses the
credentials provided to authenticate to the database and execute SQL statements to compute the required values.
Computed values are recorded in an auto-generated src-stats.yaml file, demonstrated in listing 7. These
can be can be referenced by the Python data generators. Listing 8 shows the Python provider function that
generates a distribution of values to meet the statistical properties computed and recorded in ‘config.yaml‘ and
‘src-stats.yaml‘.

61



src-stats:
- name: age_stats
query: >
SELECT AVG(age)::float AS mean, STDDEV(age)::float AS std_dev
FROM users
WHERE age <= 100

tables:
users:

row_generators:
- name: airbnb_generators.user_age_provider
kwargs:
query_results: SRC_STATS["age_stats"]

columns_assigned: age

Listing 6: A section of the config.yaml file that shows an SQL statement to compute mean and average of column
‘users.age‘. Results are stored as ‘age_stats‘.

age_stats:
- mean: 36.54434029695572
std_dev: 11.708339792587486

Listing 7: Example of mean and standard deviation values computed from ‘users.age‘ column

import random
def user_age_provider(query_results):

mean: float = query_results[0]["mean"]
std_dev: float = query_results[0]["std_dev"]
return random.gauss(mean, std_dev)

Listing 8: A provider function

The primary reason for extracting information using SQL statements and documenting it in ‘config.yaml‘
is to maximise transparency for auditing purposes. Similar to vocabularies, users can audit information that is
disclosed about real data by reviewing the human-readable ‘config.yaml‘ and ‘src-stats.yaml‘ files. Multiple
properties, such as marginals, percentiles, and skewness, can be used simultaneously to enhance the fidelity
of synthetic data. These computations can be resource-intensive with large datasets. To address this, the SSG
generator process is modularised: properties are computed and stored once, allowing subsequent generators to
reference these values, which will be reliable provided the real dataset has not changed significantly.

Introduce differential privacy into aggregate statistics: Differential privacy is arguably the most popular
technique for providing privacy guarantees on SDGs. Let us imagine two datasets:

• A synthetic dataset B generated with information of person X .
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• A synthetic dataset A generated without information of person X .

If both datasets were generated using a differentially-private mechanism, performing a query on dataset A
should provide the same, or almost the same, result as performing the same query on datasetB [19]. Differentially
private mechanisms hide the presence or absence of person X —or one any individual— in the dataset, which
implies strong protection of their privacy [21]. To accomplish this, these mechanisms inject random noise to the
synthetic data. The amount of noise is a function of the privacy parameter epsilon ε that measures how similar the
datasets A and B are required to be. ε needs to be chosen carefully to provide the required privacy guarantee.

One of the most common fundamental techniques for generating synthetic data in a differentially private
involved 3 steps: 1) select, or choose, some queries over the original data, 2) measure, or execute, those queries
using a differentially private mechanism, and 3) generate synthetic data using these measurements [20].

SQLSYNTHGEN enables the select and measure steps by supporting differentially private SQL queries in
‘src-stats.yaml‘ (Listing 9).

src-stats:
- name: age_stats

dp-query: >
SELECT AVG(age) AS mean, STDDEV(age) AS std_dev
FROM query_result

epsilon: 0.5
delta: 0.000001
snsql-metadata:
max_ids: 1
id:
type: string
private_id: true

age:
type: float
lower: 0
upper: 100

Listing 9: A differentially-private SQL query.

Internally, SQLSYNTHGEN uses SMARTNOISE SQL [1] to execute differentially private queries. As seen in
Listing 9, SMARTNOISE SQL needs additional information besides the SQL query for applying a differentially
private mechanism, including the privacy parameter epsilon ε. Regarding the final generate step, the query results
are made available to provider functions —demonstrated in Listing 8— so SQLSYNTHGEN users can use these
measures for data generation.

5 Discussion

The proliferation of research on synthetic data over the past five years underscores its significance in addressing
data scarcity and sensitivity issues in machine learning. With 25,600 papers published from 2023 to mid-2024
alone, these studies span diverse domains, including computer vision, natural language processing, and healthcare
[11], primarily focusing on the generation, evaluation, and application of synthetic data, particularly using GANs
[3]. Originally research-driven, these methods are now being translated into practical applications, revealing new
challenges and considerations [18].
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Our development of a Synthetic Data Generator (SDG) for sharing sensitive hospital information has
highlighted these key challenges:

There is a lack of generators developed for relational data: The development of synthetic generators
commonly explore image, text data, or tabular data. Our experience is that synthetic data generators overlook
the relational data format, possibly because of the foreign key constraints satisfaction criteria. This is a problem
because hospital datasets are often stored in relational formats.

There is a lack of explainability in privacy preserving mechanisms: Explainability in synthetic data
generators is a crucial issue for custodians of sensitive data, especially in hospitals. The lack of explainability
undermines discussions between hospital data stakeholders, including both staff and patients. One discussion
impacted by the lack of explainability is that of maintaining a balance between privacy guarantees and the utility
of the synthetic data. While ensuring that synthetic data generators do not leak sensitive information is essential,
explaining the privacy preservation mechanisms involved can be complex. Furthermore, the processes used by
generators based on GANs and deep neural networks are opaque, making it difficult to assure stakeholders of
the synthetic data’s reliability and safety. Finally, both generators and metrics (e.g., fidelity, diversity) used to
evaluate the quality of synthetic data are not easily interpretable.

We specifically addressed this explainability challenge in a series of workshops with patient and public
involvement, and using SSG as an exemplar. There were two key messages from our stakeholders. Firstly, they
were reassured to understand the distinction in the source of the data. Anonymised data is processed from the
original data whereas synthetic data is generated de novo. Secondly, they valued using a language that talked
about sharing information (with synthetic data) in contrast to sharing data (with anonymisation). There was
recognition that information is already shared and tools like SSG are trustworthy because they are transparent
about what information is used to generate the synthetic data.

Despite its design to address these challenges, our SQLSYNTHGEN tool has several limitations:

Lack of Autonomous Model Discovery: Unlike GANs-based [3] or Bayesian-based [8] generators, SSG
cannot autonomously discover underlying models or relationships. Users must predetermine the models, limiting
the tool’s adaptability and the transferability of algorithms trained on its outputs to real-world data.

Need to Ensure Security: The design of SSG includes copying vocabulary tables in their entirety and executing
SQL statements on real data based on user configurations, makes it a powerful tool. However, these features
introduce risks of user errors. Accidental copying tables with sensitive data could lead to severe data breeches.
Executing SQL statements without proper access controls could damage real patient information.

Lack of Evaluation: SSG allows users to selectively disclose information used to shape synthetic data outputs
but it lacks an integrated evaluation mechanism. Since each piece of information is independently disclosed, there
is an opportunity here to iteratively fine-tune the balance between fidelity and privacy by combining SSG with an
evaluation tool such as TAPAS [15].

6 Conclusion

The number of research papers on synthetic data has surged significantly, indicating its growing importance in
addressing data scarcity and sensitivity issues in machine learning. There is a notable gap in the development of
synthetic data generators specifically for relational data structures. Most exciting developments on generators
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focus on time-series, graph, audio, imaging or tabular data structures, often neglecting the complexities associated
with relational databases, such as foreign key constraints. This limitation is significant because many practical
applications, particularly in healthcare, rely heavily on relational data formats.

Aside from the oversight in provision for relational data, the lack of explainability in privacy-preserving
mechanisms is a critical challenge. For synthetic data to be trusted and widely adopted, especially in sensitive
domains like healthcare, stakeholders need to understand how privacy is preserved. The opacity of deep learning
models and GANs currently used in generating synthetic data makes it difficult to provide this assurance, which
can hinder stakeholder discussions and acceptance.

The direction for future work on the application of synthetic data generation in sensitive data context is clear:

1. Development of Relational Data Generators: There is a clear need for synthetic data generators that can
handle relational data formats effectively, addressing issues like foreign key constraints.

2. Improving Explainability: Enhancing the explainability of synthetic data generation processes will be
crucial for gaining stakeholder trust and facilitating broader adoption by custodians of sensitive data.

3. Integrated Evaluation Frameworks: Combining synthetic data generators with comprehensive evaluation
or attack frameworks can help explainability as well as ensuring an optimal balance between fidelity and
privacy.

By addressing these challenges and focusing on these future directions, the practical application of synthetic
data can be significantly enhanced, making it a more viable solution for real-world problems, particularly in
sensitive domains such as healthcare.
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Abstract

Time series are extensively used in finance, healthcare, IoT, and smart cities. However, in many applica-
tions, time series often contain personal information, so releasing them publicly can pose privacy risks.
Differential privacy has recently emerged as the state-of-the-art approach for safeguarding data privacy.
Unfortunately, adapting differential privacy to time series presents unique challenges compared to other
data types due to their large volume, temporal correlations, and dynamic nature. To address users’
demands for time series analysis while simultaneously protecting privacy, a significant body of research
works have been proposed. The aim of this survey is to summarize these works and provide a holistic view
of the DP mechanisms under differential privacy. Furthermore, we will discuss the challenges associated
with time series release, especially in one of its most prevalent applications — location based services.
Finally, we will explore open challenges and shed light on directions for future research.

1 Introduction

Time series are being generated on a large scale across a wide range of application domains, such as IoT,
finance, healthcare monitoring, operational event logs, and smart home sensors. For example, smart home
devices such as thermostats and humidity sensors generate continuous time series on environmental conditions,
tracking temperature fluctuations and moisture levels to optimize home climate control based on user activities.
Additionally, trajectories represent a unique type of time series that contain both spatial and temporal information,
such as GPS data tracking the movement of vehicles or individuals. To facilitate the analysis of time series and
support various downstream tasks, numerous methods have been proposed, ranging from traditional statistical
techniques, such as ARIMA [1] and exponential smoothing [2], to advanced machine learning models, such
as long short-term memory (LSTM) networks [3]. However, a key issue in these time series applications is
privacy. Since many data sources such as smart home sensors and location trajectories contain individuals’
private information, the direct release or analysis of such time series can lead to significant privacy violations.
Consequently, developing privacy-preserving mechanisms for time series analysis is essential.

Differential privacy (DP) [4] is a paradigm of privacy-preserving mechanisms that provides a theoretical
privacy guarantee and has been further extended to the local setting to accommodate more general scenarios [5, 6].
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Numerous DP mechanisms have been developed to support various queries [7, 8, 9], including estimating statistics
such as frequency [7, 10] and mean [11], ensuring that the privacy of individuals in the dataset is protected
even when aggregate information is released. Recently, research has shifted towards more complex applications,
such as graph data mining [12] and machine learning problems [13]. Techniques such as differentially private
stochastic gradient descent (DP-SGD) [14, 15] have been developed to train machine learning models with
differential privacy guarantees, enabling the use of private datasets for tasks like classification and prediction
without compromising individuals’ privacy. It is worth noting that differential privacy is also being explored
in the context of time series [16, 17, 19]. This involves developing new mechanisms capable of handling the
features of time series, ensuring that privacy is maintained.

Nevertheless, time series data present more challenges compared to other types of data due to their large
volume, temporal correlation, and dynamic nature. The large volume, in particular, poses significant issues for
privacy models, as protecting every element of a time series would degrade utility. To address this challenge,
three privacy levels have been proposed [19]: event-level privacy, which protects a single element in the time
series; w-event level privacy, which provides a privacy guarantee for w consecutive elements; and user-level
privacy, which protects all elements associated with an individual. To enhance utility, sampling and filtering-based
mechanisms [18], as well as privacy budget allocation strategies [19], have been suggested. Additionally, the
correlations between elements can lead to privacy breaches [20], necessitating countermeasures to confine these
correlations [21, 22]. Given numerous research efforts in this field, a taxonomy is necessary to summarize the
existing works and identify areas for future research.

However, to the best of our knowledge, there is no up-to-date and comprehensive survey specifically for time
series under differential privacy. Dwork and Roth [23] coauthored a comprehensive survey on differential privacy,
which seems outdated now in terms of state-of-the-art techniques. More recently, there are two surveys from Zhao
et al. [24, 25] focusing on the concepts and applications of differential privacy, but they do not extensively cover
time series. Miranda-Pascual et al. [26] conducted a survey on trajectory data publication, which mainly talks
about downstream tasks with little emphasis on privacy preservation. The most relevant survey on time series
under differential privacy is by Katsomallos et al. [27]. However, since it was published in 2019, the paper does
not reflect current technical trends, such as LDP, which now accounts for a crucial portion of privacy-preserving
time series research.

In this survey, we aim to provide a comprehensive review of research works on time series under differential
privacy. The main contents and paper organization are summarized as follows.

• Section 2: Fundamental concepts of time series and differential privacy. We first introduce the basic
concepts of time series and differential privacy, including the definitions of differential privacy and the
composition theorems. Additionally, we elucidate the three privacy levels specifically defined within the
context of time series.

• Section 3: Count queries and corresponding advanced queries. We begin with an introduction to count
queries, and then present two core techniques for their realization: the binary tree-based mechanism [17]
and the matrix mechanism [28]. Following this, we discuss advanced queries, such as frequency and
histogram estimations, which are based on count queries. Finally, we explore downstream applications
derived from count queries.

• Section 4: Sum/mean queries and downstream applications. We list sum and mean queries together due
to their inherent correlation. Following the introduction of sum and mean queries, we present the developed
mechanisms for these queries. Subsequently, we review the literature on downstream applications.

• Section 5: Time series release. We classify the literature into two categories: methods based on value
perturbation and methods based on synthesis. For value perturbation-based methods, we first review
privacy budget allocation strategies and then present the optimization strategies to improve utility. We
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then introduce the synthesis-based methods, including those based on statistics and generative models.
Additionally, we discuss the privacy models of the time series mechanisms and review a line of work that
perturbs the temporal order rather than the values to accommodate value-critical scenarios.

• Section 6: Location based services and trajectory release. Given that location based services are common
applications under differential privacy, we dedicate a section to discussing the relevant literature. To improve
the utility, geo-indistinguishability [29] was proposed to constrain the perturbation domain. Moreover, due
to the apparent temporal correlation, the relationships between locations need to be considered. Finally, we
present mechanisms designed for trajectory release based on perturbation and synthesis.

• Section 7: Open challenges. We present a few future research directions for DP-based time series in terms
of privacy model, potential correlation-based attacks, complex data type, and learning based problems.

2 Preliminaries

In this section, we first introduce the basic concepts of differential privacy and differential privacy for time series.
As for the latter, we mainly focus on different privacy levels of DP mechanisms used to analyze time series.

2.1 Differential Privacy

Differential privacy is a rigorous and practical formalization that provides a quantitative measure of privacy
leakage for an individual when participating in a database [4]. In the nearly 20 years since its inception, differential
privacy has become widely adopted as a privacy-preserving framework. Many companies, such as Microsoft [30],
Google [31], and Apple [32], utilize differential privacy to collect users’ data while providing privacy guarantees.
Additionally, the US Census Bureau adopted differential privacy for the 2020 decennial census [33].

Based on utilization scenarios, differential privacy can be broadly categorized into centralized differential
privacy (CDP) and local differential privacy (LDP) [6]. Centralized differential privacy requires a trusted third
party to act as the data curator, collecting data from users and releasing the processed results to the public. The
trusted third party is assumed to safeguard private information and not disclose it. However, in many situations,
such a trusted third party may not exist. Consequently, local differential privacy has been proposed, allowing
data to be sanitized locally before being uploaded. These two different scenarios are depicted in Fig 1, and their
formal definitions are provided below.

Untrusted Third PartyTrusted Third Party

Noised DataOriginal Data

Noised Result Result

Centralized Differential Privacy Local Differential Privacy

Figure 1: An illustration for centralized differential privacy and local differential privacy. In the context of
centralized differential privacy, a trusted third party collects original data from users and adds noise to the
processed result. In contrast, under local differential privacy, users add noise to their data locally before uploading
the noised data to the untrusted third party.
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2.1.1 Centralized Differential Privacy (CDP)

Before delving into the formal definition of centralized differential privacy, it is important to first elucidate some
underlying concepts. We start with the definition of neighboring datasets.

Definition 2.1: [Neighboring Datasets [23, 24, 34]] Two datasets D and D′ are neighboring if they only differ
by only one record. In Unbounded CDP, D can be obtained from D′ by adding or removing one record, whereas
in Bounded DP, D can be obtained from D′ by replacing one record.

Definition 2.2: [(ϵ, δ)-Centralized Differential Privacy ((ϵ, δ)-CDP) [23, 24, 34]] A randomized mechanismM
satisfies (ϵ, δ)-centralized differential privacy if and only if for any two neighboring datasets D, D′, and any
possible output R ⊆ Range(M), there is

Pr[M(D) = R] ≤ eϵ · Pr[M(D′) = R] + δ.

When δ = 0,M satisfies ϵ-centralized differential privacy.

2.1.2 Local Differential Privacy (LDP)

As we aforementioned, local differential privacy is adopted in a local mode. Compared with CDP, LDP requires
more added noise to ensure privacy but does not need a trusted third party. Therefore, neighboring datasets in
LDP can be any input from users.

Definition 2.3: [(ϵ, δ)-local differential privacy ((ϵ, δ)-LDP) [24, 34]] A randomized mechanism A satisfies
(ϵ, δ)-local differential privacy if and only if for any inputs v, v′, and any possible output r ⊆ Range(A), there is

Pr[A(v) = r] ≤ eϵ · Pr[A(v′) = r] + δ.

When δ = 0, A satisfies ϵ-local differential privacy which is also called pure-LDP [7].

2.1.3 Composition Theorems

Under differential privacy (both CDP and LDP), there are two useful composition theorems [34]: sequential
composition and parallel composition.

Definition 2.4: [Sequential Composition [34]] Given a dataset x, and two mechanisms M1, M2 satisfy (ϵ1, δ1)-
DP and (ϵ2, δ2)-DP, respectively, the mechanism M = (M1(x),M2(x)) satisfies (ϵ1 + ϵ2, δ1 + δ2)-DP.

Definition 2.5: [Parallel Composition [34]] Given a mechanism M satisfy (ϵ, δ)-DP, and the k disjoint separa-
tions of the dataset x (i.e., x1 ∪ x2 ∪ · · · ∪ xk = x), the release M(x1),M(x2), · · · ,M(xk) satisfies (ϵ, δ)-DP.

2.1.4 Pufferfish Privacy

When providing privacy guarantees for correlated time series, differential privacy faces the challenge of excessive
noise addition. Specifically, group differential privacy [23] necessitates adding O(T ) noise for a correlated time
series with length T , leading to significant utility degradation. To address correlated data, pufferfish privacy, a
generalized version of differential privacy, was proposed [35]. In addition to the privacy budget ϵ, pufferfish
privacy requires three additional parameters [36]: a set of secrets S representing users’ private data, a set of secret
pairs Q ⊆ S × S that must remain indistinguishable, and a class of data distribution Θ indicating the correlation.

Definition 2.6: [ϵ-Pufferfish Privacy [36]] Give the parameters S, Q, and Θ, a randomized mechanism M
satisfies ϵ-pufferfish privacy if ∀θ ∈ Θ with X ∼ θ, ∀(si, sj) ∈ Q, ∀w ∈ Range(M), there is

Pr(M(X) = w|si, θ) ≤ eϵ · Pr(M(X) = w|sj , θ),

when Pr[si|θ] ̸= 0 and Pr[sj|θ] ̸= 0.
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2.1.5 Differential Privacy Mechanisms

Given that noise addition from a distribution is a fundamental implementation of differential privacy, this technique
is extensively used for statistical estimation. Numerous applications rely on count queries, including frequency
estimation, histogram estimation, and top-k item mining. Korolova et al. [37] introduced a mechanism for
releasing search log histograms by adding Laplace noise. Xiao et al. [38] proposed a wavelet-based mechanism
to release range count queries. In the context of LDP, Wang et al. [7] reviewed existing mechanisms for frequency
estimation and introduced two optimized approaches. Li et al. [11] developed a mechanism for estimating
numerical data distributions. Wang et al. [9] proposed a prefix extension mechanism to identify the top-k frequent
items within a large domain. Beyond count queries, many applications focus on sum or mean queries. Wang et al.
[39] devised a mechanism with optimized perturbation probability for numerical data under LDP. Xue et al. [40]
introduced a mean estimation mechanism that supports personalized privacy budgets for each user. Zhou et al.
[41] developed a mechanism to estimate the mean of sparse vectors. To incorporate data knowledge, Wei et al.
[42] proposed an optimized mean estimation mechanism based on data distribution estimated in the initial phase
under LDP. Beyond statistical estimations, data release for downstream tasks is another critical application. Ye et
al. [43] proposed a mechanism to release edge information for clustering coefficient estimation. Ma et al. [44]
developed a mechanism to construct decision trees under LDP, enhancing utility through the adoption of public
data. Additionally, since the introduction of Differentially Private Stochastic Gradient Descent (DP-SGD) [14],
numerous privacy-preserving learning-based mechanisms have been proposed under differential privacy.

Across the various scenarios, time series represent a unique research field due to their sequential nature and
temporal dependencies. This adds complexity to ensuring differential privacy while maintaining data utility. In
the following sections, we will introduce the concepts of time series under differential privacy.

2.2 Differential Privacy for Time Series

In this subsection, we will introduce the concept of time series and the specific definitions of differential privacy
for time series, including various privacy levels. Additionally, we will provide a concise roadmap of this survey.

2.2.1 Time Series

In general, a time series is regarded an ordered sequence of values with finite length [45], while data streams are
continuously generated sequences with infinite length [46]. For ease of presentation, both are referred to as “time
series" in this paper, encompassing both finite and infinite settings.

Definition 2.7: [Time Series [45, 46, 47]] A time series S is an ordered sequences of values, i.e., S =
{St1 , St2 , St3 , · · · }. For simplicity, the timestamp is usually omitted, and a time series is denoted as S =
{S1, S2, S3, · · · }. If any element Si ∈ R, the time series is called a univariate infinite time series. Otherwise, the
time series is a multivariate infinite time series if Si ∈ Rd, namely, each element is with d dimensions.

Note that if a time series has a finite length, it is called a finite time series. Otherwise, it is referred to as an
infinite time series.

2.2.2 Privacy Levels

In the context of time series, three major privacy levels have been proposed based on the privacy guarantees.
Event-level privacy only protects a single element within a time series, w-event level privacy provides a privacy
guarantee for a sequence of w consecutive elements, and user-level privacy protects the entire time series. The
corresponding definitions are provided below, with illustrations depicted in Fig. 2.
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Definition 2.8: [Event-Level Adjacent Time Series [19]] For two time series S and S′, they are event-level
adjacent if

1) There exists a timestamp i, Si ̸= S′
i;

2) For any other timestamp j, Sj = S′
j .

Definition 2.9: [Event-Level Privacy [19]] A randomized mechanismM satisfies (ϵ, δ)-event-level differential
privacy if and only if for any two event-level adjacent time series S, S′, and any possible output R ⊆ Range(M),
there is

Pr[M(S) = R] ≤ eϵ · Pr[M(S′) = R] + δ.

When δ = 0,M satisfies ϵ-event-level differential privacy.

Definition 2.10: [w-Event Level Adjacent Time Series [19]] For two time series S and S′, they are w-event level
adjacent if

1) There exists w consecutive timestamp {k, k+1, · · · , k+w−1} and for any i ∈ {k, k+1, · · · , k+w−1},
Si ̸= S′

i;

2) For any other timestamp j, Sj = S′
j .

Definition 2.11: [w-Event Level Privacy] A randomized mechanismM satisfies (ϵ, δ)-w-event level differential
privacy if and only if for any two w-event level adjacent time series S, S′, and any possible output R ⊆
Range(M), there is

Pr[M(S) = R] ≤ eϵ · Pr[M(S′) = R] + δ.

When δ = 0,M satisfies ϵ-w-event level differential privacy.

Definition 2.12: [User-Level Adjacent Time Series] For two time series S and S′, they are user-level adjacent
if for all timestamps tui = {t1, t2, · · · , tk} from any user ui, there is Sj ̸= S′

j , ∀j ∈ tui . Note that tui can be
infinite for infinite time series.

Definition 2.13: [User-Level Privacy] A randomized mechanismM satisfies (ϵ, δ)-user-level differential privacy
if and only if for any two user-level adjacent time series S, S′, and any possible output R ⊆ Range(M), there is

Pr[M(S) = R] ≤ eϵ · Pr[M(S′) = R] + δ.

When δ = 0,M satisfies ϵ-user-level differential privacy.

Event-Level Privacy 𝒘-Event Level Privacy User-Level Privacy (CDP)

𝐷

𝐷′

…

…

Only one element is different

𝐷

𝐷′

…

…

𝒘 elements are different

𝐷

𝐷′

…

…
All elements from any user 

are different

𝐷

𝐷′

…

…
All elements from any user 

are different

User-Level Privacy (LDP)

Figure 2: An illustration for privacy levels. In terms of event-level privacy, there is only one element different in
the neighboring datasets. While for the w-event level privacy, there are w consecutive elements that differ in the
neighboring datasets. For user-level privacy, all the elements from any user can be different in the neighboring
datasets. Note that under LDP, the two user-level adjacent time series are from different users, which means the
elements could be entirely different.

Obviously, event-level privacy provides the lowest level of privacy but requires the least amount of noise.
Conversely, user-level privacy guarantees the strongest privacy but necessitates the largest amount of noise, which
can significantly degrade utility.
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2.3 Roadmap of This Survey

Since count queries and sum/mean queries are fundamental statistical operations, many advanced queries and
downstream applications are derived from them. This survey begins with a review on count queries, followed by
a discussion of sum/mean queries. Each subsection on these queries starts with an introduction to the concepts,
followed by a review of their downstream applications. Subsequently, we introduce data release mechanisms
designed to publicize data for downstream tasks. Given the popularity of location based services in time series
applications, we dedicate a separate section to trajectories, reviewing the literature on location perturbation,
temporal correlation issues, and trajectory release. To suggest future directions, we propose open challenges
related to privacy models, temporal correlation-based attacks, complex data types, and learning-based problems.
The roadmap for this survey is illustrated in Fig. 3.

Count Queries

Essential Information of Count Queries

Section 3.1

Core Techniques in Count Queries

Section 3.2

Advanced Queries Based on Count 
Queries

Section 3.3

Downstream Applications Based on 
Count Queries

Section 3.4

Sum/Mean Queries

Essential Information of Sum/Mean 
Queries

Section 4.1

Basic Sum/Mean Queries

Section 4.2

Downstream Applications Based on 
Sum/Mean Queries

Section 4.3

Time Series Release

Value Perturbation Based Methods

Section 5.1

Synthesis Based Methods

Section 5.2

Discussion

Section 5.3

Location Based Services

Location Perturbation Based on Geo-
indistinguishability

Section 6.1

Privacy Preservation Against Temporal 
Correlation

Section 6.2

Trajectory Release Based on Perturbation 
or Synthesis

Section 6.3

Preliminaries

Differential Privacy

Section 2.1

Differential Privacy for Time Series

Section 3.1

Open Challenges

Privacy Model

Section 7.1

Temporal Correlation Based 
Attacks

Section 7.2

Complex Data Type

Section 7.3

Learning Based 
Problems

Section 7.4

Figure 3: Roadmap of this survey.

3 Differential Privacy for Count Queries

In this section, we introduce the concept of count queries within the framework of differential privacy, a topic that
has garnered substantial research attention.

3.1 Essential Information of Count Queries

For a time series S comprising categorical values with length t (t can be∞), a count query can be formally
expressed as follow:

Fcnt(v, S) =
t∑

i=1

1v(xi),
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where 1v(xi) denotes the indicator function, defined below:

1v(xi) :=

{
1 if xi = v,

0 if xi ̸= v.

Count queries are fundamental in the context of differential privacy, as they form the basis for other tasks, such
as frequency and histogram estimations. Compared with other scenarios, applying count queries to time series
presents unique challenges. Time series arrives as a continuous stream, necessitating the injection of a larger
amount of noise to provide the desired privacy guarantees due to continuous release of query results.

3.2 Core Techniques in Count Queries

For continuously releasing a finite time series, a naive approach is to release each element with the entire privacy
budget ϵ [17]. However, such a method would introduce substantial additive noise, leading to low utility with an
error bound of O(

√
T
ϵ ). Dwork et al. [16] proposed the first work to handle binary time series under event-level

CDP with a logarithm error bound. However, this mechanism is limited to time series with finite length T .
Subsequently, Chan et al. [17] improved the mechanism to support the release of infinite binary time series. Both
of these works employ a tree-based method to enhance utility. The binary tree mechanism [17], illustrated in
Fig. 4, ensures that each release influences at most one node at each level for finite time series. Consequently,
each node only needs to add noise corresponding to the privacy budget ϵ

(log T+1) . To guarantee a logarithm error
bound for infinite time series [17, 48], more binary trees will be construed. Since the update of one element only
influences one tree, each tree will be allocated an entire privacy budget. More details can be referred to Fig. 4.

[1] [2] [3] [4]

[1, 2] [3, 4]

[1, 4]

[5] [6] [7] [8]

[5, 6] [7, 8]

[5, 8]

[1, 8]

Finite Time Series Infinite Time Series

[4] [5] [6] [7]

[4, 5] [6, 7]

[4, 7]

[2] [3]

[2, 3]

[8] [9] [10] [11]

[8, 9] [10, 11]

[12] [13] [14] [15]

[12, 15]

[1]
…

[12, 13] [14, 15]

[8, 11]

[8, 15]

Figure 4: Here is an illustration of binary tree mechanism for time series count query under event-level CDP. For
finite time series [1, 8] (i.e., T = 8), the count query result for the range [1, 6] is specified as F̂cnt(v, [1, 6]) =
Fcnt(v, [1, 4]) + Fcnt(v, [5, 6]) + 2Lap( log T+1

ϵ ), where Lap(·) is drawn from the Laplace distribution with
zero mean. For an infinite time series, multiple binary trees will be constructed. Since a change in any single
element only influences one tree, each tree will be allocated an entire privacy budget. The overall privacy budget
consumption of the mechanism is ϵ, which can be calculated using parallel composition [34]. For example,
F̂cnt(v, [1, 12]) = F̂cnt(v, [1, 1]) + F̂cnt(v, [2, 3]) + F̂cnt(v, [4, 7]) + F̂cnt(v, [8, 11]) + F̂cnt(v, [12, 12]).

In addition to the tree-based structure, another approach to handle time series under differential privacy is
based on the matrix mechanism [28, 49]. Without privacy concerns, a count queryM for binary time series x
with length n can be specified as

M(x) =Mx =


1 0 0 · · ·
1 1 0 · · ·
1 1 1 · · ·
...

...
...

. . .

x =


x1

x1 + x2
...∑n
1 xi

 .
Based on this formulation, the matrix mechanism is employed to release data streams under (ϵ, δ)-DP for
further error reduction. Given a workload matrix M , the strategy matrix R and reconstruction matrix L are first
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constructed, denoted as M = LR. The strategy matrix R is utilized to pre-process the input x. After adding a
Gaussian noise vector z to the processed term Rx, a post-processing step L is applied. In summary, for an input
time series x ∈ Rn, the matrix mechanism is denoted as

ML,R(x) = L(Rx+ z),

where z ∼ N(0, ∥R∥21→2C
2
ϵ,δI) to ensure (ϵ, δ)-DP, ∥R∥21→2 is the maximum of the 2-norm of the columns of

the strategy matrix R. The additive mean squared error errℓ22 of the matrix mechanism is

errℓ22(ML,R,M, n) = max
x∈Rn

E
[
1

n
∥ML,R(x)−M(x)∥22

]
=

1

n
trace(LTL)∥R∥21→2C

2
ϵ,δ.

Hence, the matrix mechanism can be regarded as an optimization problem. For more comprehensive information,
we recommend reading the work by Henzinger et al. [49].

3.3 Advanced Queries Based on Count Queries

Query Ref. Type Privacy Level Method Primitive Error Bound

Binary Counting

[16] finite event-level CDP binary tree mechanism O( 1
ϵ
· (log1.5 t))

[17] infinite event-level CDP binary tree mechanism O( 1
ϵ
· (log1.5 t))

[48] infinite user-level CDP binary tree mechanism O(
κ(Dt)

ϵ
· log1.5 t · log1+θ(κ(Dt)))

[49] infinite event-level (ϵ, δ)-CDP matrix mechanism O( 4
ϵ2

( 4
9
+ ln( 1

δ

√
2
π
))(1 +

ln(4n/5))
π

)2)

Frequency Estimation
[50] finite event-level zCDP multi-branch tree O(τ log T

√
2(s+ 1)(t− 1) log(6T/β))

[48] infinite user-level CDP binary tree mechanism O(
κ(Dt)

ϵθ
· log1+θ(κ(Dt))) · log(tR/β)

Distinct Elements Counting [51] finite user-level CDP bipartite maximum matching O( ℓ∗
ϵ
log( ℓmax

β
)

Table 1: A brief summary of count-based queries, where t indicates the current timestamp, T is the length of
the time series, D represents the dataset, κ(Dt) denotes the maximum number of elements contributed by any
user, τ is the privacy level of zero-concentrated differential privacy (zCDP) [52], θ is any small constant, ℓ is the
sensitivity (ℓ∗ represents the bounded sensitivity), and β is the confidence parameter. 1

Based on basic binary count queries, numerous other types of count queries have been proposed, including
frequency estimation, frequency moment estimation, and distinct element counting. A brief summary of the
literature is presented in Table 1. Cardoso et al. [50] introduced differentially private histograms in the continual
observation model with an unknown domain. To facilitate practical implementation, the authors propose a
mechanism that continually returns a noisy histogram by aggregating counts at each round and adding noise to
them. Dong et al. [48] proposed a mechanism to estimate frequency under user-level CDP. Since a user may
contribute multiple elements to the time series, the mechanism first estimates each user’s contribution and then
applies a truncation process to retain only a limited number of elements per user, marking subsequent items as
invalid. Furthermore, the proposed approach reduces the domain of elements to further enhance the utility of
frequency estimates. The work by [51] proposes a method to estimate the number of distinct elements in a time
series, and obtain the bounds on the true number of unique elements. The paper models the dataset as a bipartite
graph and reduces the unique counting process to a max-flow problem, allowing the utilization of standard
algorithms for bipartite maximum matching to solve unique counting problem. Furthermore, Kalemaj et al. [53]
proposed a mechanism that achieves a logarithmic error bound for releasing distinct elements with insertions
and deletions in a finite time series, under item-level differential privacy, which considers neighboring datasets

1The error bound of [49] in the table is the L2 norm error.
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differing by more than one element deletion. Epasto et al. [54] presented the first work to release differentially
private ℓp frequency moments, denoted as

∑
i f

p
i . Notably, when p = 1, the frequency moment reduces to distinct

counting. Practically, Zhang et al. [55] propose DP-SQLP, the first differentially private stream aggregation
processing system, which has been implemented for Google Shopping and is planned for future application to
Google Trends.

3.4 Downstream Applications Based on Count Queries

The application of differential privacy in count queries primarily involves releasing histograms and monitoring
anomalies. Recent research [56] has demonstrated that employing subsampling and filtering techniques can
reduce the sensitivity of real-time series, thereby enhancing the utility of differentially private mechanisms applied
to such data. To improve utility, these mechanisms [18, 57, 58, 59] typically employ sampling to reduce the
number of elements needing protection and filtering to mitigate the impact of added noise. Additionally, some
mechanisms leverage pufferfish privacy [60, 61], which introduces less noise while achieving similar privacy
guarantees. The details of these mechanisms are as follows. Fan et al. [18] introduced a mechanism for collecting
count query results under the FAST framework, which employs filtering and adaptive sampling techniques to
satisfy CDP. In a separate work, Fan et al. [57] applied the FAST framework for anomaly detection, specifically
for detecting epidemic outbreaks. Li et al. [58] proposed a mechanism that only releases the histogram when it
significantly differs from previous values, with the threshold adjusted according to feedback from the control
system. Wang et al. [59] proposed a framework called SecWeb, following the idea of FAST under w-event level
differential privacy. In addition to adaptive sampling and filtering, SecWeb incorporates dynamic grouping and
injects Laplace noise based on the groups rather than individual elements. Wang et al. [8] proposed the first
mechanism to achieve almost local differential privacy (LDP) under the w-event privacy model. Their approach
involves employing multiple agents to collect data from users and release sanitized data to an untrusted third
party. Liang et al. [60] introduced a mechanism for releasing web browsing histograms under the pufferfish
privacy framework, which is beneficial for perturbing correlated data. Their proposed mechanism includes a
model to quantify privacy leakage arising from temporal correlations and presents three strategies to enhance
the model’s efficiency: bounding the number of secret pairs, limiting the session length, and avoiding repetitive
computations. Ding et al. [61] proposed a mechanism within the framework of pufferfish privacy to make the
time and occurrence of an element indistinguishable.

Based on count queries, mechanisms proposed under the local differential privacy (LDP) framework are
commonly used to estimate statistics. To conserve the privacy budget under LDP, a memoization technique [62]
was proposed, which stores sanitized versions of all values for further release. [63] improved upon memoization
by incorporating hashing. However, memoization may leak privacy in the presence of a knowledgeable adversary
who can potentially derive changes without prior knowledge. Xue et al. [64] introduced a difference tree-based
mechanism that applies fresh perturbation at each timestamp under user-level privacy, enabling the aggregation of
statistics without violating changing points. Additionally, [65] proposed a method to reduce the item domain,
thereby enhancing utility. Beyond memoization based methods, He et al. [66] proposed a privacy budget allocation
strategy to enhance the utility of frequency release under w-event level condensed local differential privacy
(CLDP) [67]. In their approach, the allocated privacy budget depends on the predicted elements, determined via a
proportional-integral-derivative (PID) controller. In other applications, Feng et al. [68] proposed a mechanism to
estimate the distribution of infinite time series while satisfying user-level differential privacy. Their approach
achieves reasonable utility by bounding privacy leakage and optimizing the allocation of the privacy budget. Li et
al. [69] introduced the first work on collecting the top-k items from a time series while satisfying event-level
local differential privacy and adhering to a bounded memory space constraint. Their proposed mechanisms are
based on the HeavyGuardian data structure, which maintains the frequently occurring elements while evicting the
infrequent ones. Additionally, Gu et al. [70] introduced a mechanism under pattern-level privacy, which is similar
to w-event level privacy but does not require successions. To privately release critical patterns (i.e., subsequences
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of elements in a time series), their mechanism perturbs the existence of each element, thereby providing a privacy
guarantee.

4 Differential Privacy for Sum/Mean Queries

This section provides a comprehensive review of the literature concerning sum and mean queries within the
differential privacy framework. It explores the concept of sum/mean queries, the basic queries, and the downstream
applications.

4.1 Essential Information of Sum/Mean Queries

While preserving the occurrence of an element in a time series is important, maintaining the accuracy of the
element’s value is equally crucial. To ensure precise results for queries such as sum or mean, small deviations in
the perturbation process are necessary. Since the mean is directly correlated to the sum, we discuss sum and mean
queries together.

The sum query can be denoted as

Fsum(T, S) =
T∑
i=1

Si,

where T represents the timestamp for sum release and S is the corresponding time Series. The range query on
sum is

Frsum((T1, T2), S) =

T2∑
i=T1

Si,

where (T1, T2) represents the query range, and S is the corresponding time Series.
As for the mean query, it can be denoted as

Fmean(T, S) =
1

T

T∑
i=1

Si,

where T represents the timestamp for mean release, and S is the corresponding time Series. Another common
mean query is to release the mean at a timestamp from users’ time series,

Frtm(t, S) =
1

n

n∑
i=1

Sui
t ,

where Sui
t represents the value at timestamp t from the user ui, and n is the number of users.

4.2 Basic Sum/Mean Queries

There have proposed a line of work to release sum/mean queries under differential privacy, with a brief summary
provided in Table 2. The pioneering work by Bolot et al. [71] was the first to study the continual decaying
sums problem. They explored three variants: the window sum (range sum query), which releases the sum
of W consecutive elements; the exponential decay sum, which releases the sum of elements weighted by an
exponential function; and the polynomial sum, which releases the sum of elements weighted by a polynomial
function. Henzinger et al. [72] also investigated the continual decaying sum problem. Their work introduced the
use of the Gaussian mechanism for adding noise and derived tighter error bounds. In contrast, Dong et al. [48]

2The error bound of [72] in the table is the L2 norm error.
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Query Ref. Type Privacy Level Method Primitive Error Bound

Sum [48] infinite user-level CDP binary tree mechanism O(
φ(Dt)

ϵθ
· log1.5(tR) · log1+θ(φ(Dt)) · log(1/β))

Window Sum
[71] finite event-level CDP binary tree mechanism O( 1

ϵ
logW 1

β
)

[72] finite event-level (ϵ, δ)-CDP matrix mechanism O(2σ2
ϵ,δ∆

2(1 + logW
π

+ 2
W

)2)

Exponential Decay Sum
[71] finite event-level CDP binary tree mechanism O( 1

ϵ
log α

1−α
1
β
)

[72] finite event-level (ϵ, δ)-CDP matrix mechanism O(σ2
ϵ,δ∆

2(1 + 1
π
ST,2α)

2)

Polynomial Decay Sum
[71] finite event-level CDP binary tree mechanism Ω(1− ϵc−1

logc−1(1/β)
)

[72] finite event-level (ϵ, δ)-CDP matrix mechanism O(σ2
ϵ,δ∆

2(1 +
HT,2c−1

4
)2)

Table 2: The table provides a brief summary of sum-based queries, where φ(Dt) denotes the maximum contri-
bution from any user at time t, θ is a small constant, W is the window length, β is the confidence parameter, α
indicates the exponential decay parameter, c represents the polynomial decay parameter, HT,2c is the generalized
Harmonic sum, ST,2α is a defined series sum with α > 1.2

addressed sum queries by reducing them to count queries, as their approach could only handle the latter. For each
timestamp with value xi, they expand it into R steps, where the first xi(w.l.o.g., xi < R) steps are filled with
1, and the remaining steps are filled with a special symbol ⊥. However, this method requires prior knowledge
of the maximum value R that can occur in the time series. [73] proposed a method for answering sum queries
with a threshold under a multi-branch tree structure. The threshold is optimized based on the expected squared
error between the true result and the estimated one. Their proposed mechanism cannot handle infinite time
series, so they claim that most queries focus on a limited range, allowing for truncation of the infinite time series.
Additionally, their work introduced the first mechanism to release time series under LDP with a threshold for
value truncation. Instead of directly perturbing the values, the mechanisms proposed by Ye et al. [74, 75] perturb
the temporal order. This approach makes them naturally adaptable for sum/mean queries while preserving the
original values. These methods demonstrate superior performance for calculating moving averages.

4.3 Downstream Applications Based on Sum/Mean Queries

Due to utility considerations, existing mechanisms for downstream applications based on sum and mean queries
primarily operate under event-level privacy or w-event level privacy. Perrier et al. [76] introduced a differentially
private mechanism for publishing statistics of real-valued time series under event-level privacy, such as moving
averages derived from energy data collected through smart meters. Their approach addresses scenarios where
the bound on observations is either overly conservative or unknown, which is crucial for real-time monitoring
applications. The proposed mechanism optimizes utility by scaling the added noise to the threshold value instead
of a potentially larger bound, thereby improving accuracy. To enable real-time computation of the mean at any
timestamp from users’ time series under w-event LDP, Wang et al. [77] proposed sampling strategy to select
important elements and a privacy budget allocation strategy according to the importance of the elements. However,
the sampling process may inadvertently reveal some private information due to the intentional selection. Kurt
et al. [78] proposed an online anomaly detection method for networks based on the cumulative sum algorithm,
satisfying event-level (ϵ, δ)-differential privacy. Their approach adds noise to the statistic at each timestamp from
each network node, operating under event-level privacy, and then derives the mean from the data of all nodes.
This allows for detecting anomalies by monitoring changes in the released means.
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5 Differential Privacy for Time Series Release

Time series release aims to publicly share private time series while preserving privacy. Value perturbation methods
add noise to the data values, often using sampling and adaptive budget allocation for utility. While temporal
perturbation methods dispatch elements across timestamps to obfuscate event timings, avoiding value distortion
but risking empty releases or collisions.

5.1 Value Perturbation Based Methods

Time series release aims to directly publicize the time series for downstream tasks. Since time series release
focuses on preserving the accuracy of values, privacy budget allocation is critical for controlling added noise
and minimizing distortion. Therefore, a sampling-based method is often employed to select crucial elements
according to the tasks, reducing the number of points requiring privacy budget allocation and enhancing utility.
Additionally, to further improve the utility of the released data, a post-processing step can be adopted to correct
the noisy data using prior knowledge. The outline of time series release is summarized in Fig. 5.

Raw Time Series

DP noise

Noised Data

Post-processing

Calibrated Data

Downstream Task

Result

Figure 5: The outline of time series release under differential privacy.

5.1.1 Privacy Budget Allocation Strategies

User-level privacy protects the elements from any user but requires a larger privacy budget for reasonable utility,
particularly challenging for time series release. Conversely, event-level privacy safeguards individual elements,
yet may not suffice for comprehensive privacy guarantees. To balance the privacy levels, Kellaris et al. [19]
first proposed w-event level privacy under CDP. By leveraging w-event level privacy, sanitized time series can
offer better privacy guarantees than event-level privacy and higher utility than user-level privacy. To optimize
the advantages of w-event level privacy, Kellaris et al. [19] proposed two privacy budget allocation strategies.
Building upon the ideas of the budget distribution and absorption strategies in [19], Ren et al. [79] proposed
corresponding strategies under LDP framework. To mitigate the utility degradation caused by dividing the privacy
budget, the authors divide the users instead, with each user reporting only one timestamp within a w-length
window. Several sampling-based methods have been developed to reduce the number of elements requiring
a privacy budget, with adaptive budget allocation based on element importance. Wang et al. [80] introduced
RescueDP, a scheme for real-time publishing of spatio-temporal crowd-sourced data with w-event level CDP,
integrating adaptive sampling, privacy budget allocation, dynamic grouping, perturbation, and filtering techniques.
The adaptive sampling component adjusts sampling rates based on data changes, ensuring efficient resource
utilization. The privacy budget allocation mechanism dynamically distributes the privacy budget for sampling
points across successive timestamps. Zhang et al. [81] proposed Re-DPoctor, a real-time health data releasing
scheme ensuring w-event level CDP, enhancing utility with a partition algorithm safeguarding health data patterns
and improving privacy through adaptive sampling and budget allocation. He et al. [66] introduced a new privacy
concept using condensed local differential privacy (CLDP) [67] for w-event level privacy, aiming to enhance
utility. They save privacy budget from empty releases and reallocate it to released elements, and utilize a PID
controller-based method for adaptive budget allocation. However, this approach may inadvertently disclose
private information through omitted empty points.
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5.1.2 Optimization Strategies

Leveraging the correlations present in time series, the pre-processing or post-processing methods can be applied
to improve the utility of the perturbed data. Ren et al. [82] addressed privacy challenges in high-dimensional
crowdsourced data by proposing LoPub, an LDP data publication algorithm under event-level privacy. They use
expectation maximization (EM) and Lasso regression to efficiently estimate multivariate joint distributions, identi-
fying attribute correlations to reduce data dimensionality for distribution learning speed and utility improvements.
Wang et al. [83] proposed the methods, LoCop and DR_LoCop, for releasing high-dimensional crowdsourced
data under event-level LDP. The methods comprise four integrated components: a transformation component that
ensures LDP by hashing and randomizing the data, an estimation component that infers probability distributions
from the resulting Bloom filter strings, a computation component that derives marginal distributions and captures
dependencies among dimensions, and a sampling component that generates a new synthetic dataset based on the
computed distributions and dependencies. Fioretto and Hentenryck [84] introduced OptStream, a method for
releasing time series under w-event level, which extends to handling hierarchical streams like energy profiles,
making it applicable beyond its original energy domain. OptStream involves four key steps: sampling points for
private measurement, perturbing them for privacy, reconstructing non-sampled points, and post-processing with
convex optimization to improve accuracy by redistributing added noise. Zhang et al. [85] introduced a method for
releasing differentially private sequential data using first-order autoregressive processes under user-level privacy.
Their approach estimates unreleased data from previously released data by leveraging learned correlations, without
requiring prior knowledge. The estimated data is combined with the observed data and perturbed with calibrated
noise at each timestamp, facilitating real-time data release. Li et al. [86] proposed a framework for locally private
stream data release that employs shuffling and subsampling techniques. Their approach maintains utility in the
context of continual data collection by sampling a subset of users at each timestamp. An optimal sample size is
determined to reduce redundant data and enhance utility, and the framework incorporates pre-processing within
the shuffler to mitigate bias arising from distributed sampling. Besides pre- or post-processing methods, Bao et
al. [87] proposed a mechanism based on the assumption of data fluctuation. Since time series may not change
significantly over time, this mechanism formalizes the correlation between elements, allowing a later element to
be represented by previous elements. To protect privacy, noise is added to the correlation.

5.2 Synthesis Based Methods

Directly releasing users’ data poses significant risks of privacy breaches. An alternative approach is to train a
synthesis model under strict privacy conditions and then release the data generated by this model for downstream
tasks. To synthesize time series data under DP, one method involves first estimating the relevant statistics and
then generating the synthetic data based on these estimations. Additionally, the advent of Generative Adversarial
Networks (GANs) under DP [88, 89] has facilitated the use of deep learning algorithms to generate data, thereby
enhancing both privacy protection and data accuracy.

5.2.1 Synthesis Based on Statistics

Synthesis mechanisms based on statistical features first capture the statistical characteristics from datasets under
DP. Subsequently, new data is generated according to these estimated statistics. He et al. [90] introduced an
efficient polynomial-time algorithm for generating online differentially private synthetic data under event-level
privacy from a continuous time series within the hypercube [0, 1]d. The algorithm achieves near-optimal accuracy
bounds in 1-Wasserstein distance and extends previous work to include Lipschitz queries. By utilizing an online
hierarchical partitioning approach and a novel Inhomogeneous Sparse Counting Algorithm, the method maintains
strong privacy guarantees while ensuring high utility for infinite time horizons. To achieve a higher privacy
level, Bun et al. [91] focused on generating differentially private synthetic data through statistical estimation
under user-level CDP. They proposed algorithms that maintain the accuracy of fixed time window and cumulative
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time queries, ensuring minimal error while preserving privacy. Their approach involves a two-stage process that
combines noisy estimates with post-processing techniques to ensure consistency and accuracy in synthetic data
generation.

5.2.2 Synthesis Based on Generative Models

In addition to statistics-based mechanisms, another method for synthesizing time series is through Generative
Adversarial Networks (GANs). Unlike other data types, time series requires consideration of temporal correlations.
Frigerio et al. [92] presented a framework for releasing high-quality open data while ensuring user privacy through
DP, addressing both continuous and discrete data. By leveraging deep learning and generative models with long
short-term memory networks, the framework maintains data utility and correlations, introducing innovations
such as clipping decay to optimize performance. Wang et al. [93] introduced PART-GAN, a privacy-preserving
generative model designed for time series augmentation and sharing. PART-GAN combines Conditional and
Temporal Generative Adversarial Networks (CT-GAN) with differential privacy mechanisms, enabling the
generation of unlimited synthetic data that addresses issues of incomplete and irregularly sampled time series.
Torfi et al. [94] proposed a mechanism to generate high-quality synthetic health record data while ensuring
privacy using Rényi Differential Privacy (RDP). Their framework combines convolutional autoencoders and
convolutional generative adversarial networks (CGAN) to effectively handle both discrete and continuous data,
preserving temporal and feature correlations. For specific applications, Lamp et al. [95] introduced GlucoSynth,
a novel privacy-preserving GAN framework designed to generate high-quality synthetic glucose traces while
maintaining strong differential privacy guarantees. By focusing on preserving the relationships among glucose
events (motifs) and temporal dynamics, GlucoSynth addresses the unique challenges of synthesizing glucose data.

5.3 Discussion

The aforementioned release mechanisms modify the values of the original time series, which can degrade
utility in value-critical scenarios. For elements in a time series where occurrence indicates more sensitive
information, temporal perturbation can be employed to avoid distorting the original values. Ye et al. [74] first
proposed a method to achieve temporal perturbation in the local setting, maintaining the privacy guarantee while
enhancing utility. As illustrated in Fig. 6, unlike value perturbation that directly modifies the original values by

𝑆1 𝑆2 𝑆3 𝑆4 𝑆5 𝑆6 𝑆7 …𝑆

𝑅1 𝑅2 𝑅3 𝑅4 𝑅5 𝑅6 𝑅7 …𝑅

Value Perturbation 𝑅𝑖 = 𝑀(𝑆𝑖), where 𝑀 is a LDP mechanism

𝑆1 𝑆2 𝑆3 𝑆4 𝑆5 𝑆6 𝑆7 …𝑆

𝑆1 𝑆3 𝑆5 𝑆6 𝑆7 …𝑅

Temporal Perturbation

Figure 6: Value perturbation-based methods will perturb the original values by adding DP noise. In contrast,
temporal perturbation-based methods will dispatch the values to corresponding timestamps for release.

adding LDP noise, temporal perturbation dispatches elements across different timestamps. This obfuscates the
precise occurrence times, preventing adversaries from determining the exact event timings. However, temporal
perturbation can lead to issues such as delayed releases, empty releases (where no elements are dispatched to
certain timestamps), and element substitutions, resulting in missing data. To address these issues, Ye et al. [75]
proposed a bi-directional perturbation mechanism that eliminates collisions during the dispatching process,
ensuring that elements are only delayed. Furthermore, Mao et al. [96] extended the definition to a metric-based
version tailored for anomaly detection, aiming to reduce collisions involving anomalous elements. However, these
proposed mechanisms [74, 75, 96] primarily address event-level privacy concerns, leaving room for enhancements
to achieve higher levels of privacy.
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6 Differential Privacy for Location Based Services

Location Based Service (LBS) is a crucial application of mobile computing that provides personalized services
based on users’ geographical locations. These services, ranging from navigation assistance to location-based
recommendations, require continuous collection and analysis of users’ location data, often in the form of
trajectories.

A trajectory is a specific type of time series that comprises spatial-temporal data. It can be regarded as
a sequence of time-ordered points, denoted as T = {p1, p2, · · · , pT }, where pi represents a location and T
is the length of the trajectory. Compared with other time series, the correlations within trajectory data are
more pronounced due to the constraints imposed by spatial variation. Regarding privacy levels for trajectory
data, location privacy corresponds to event-level privacy, providing protection for individual locations, whereas
trajectory privacy safeguards the entire trajectory.

In this section, we introduce mechanisms for handling trajectory data under differential privacy, organized
according to utility improvement in location perturbation, privacy preservation against temporal correlation, and
trajectory release. These mechanisms ensure that the privacy of individual locations and movements is preserved
while maintaining the utility of the data for analysis and service provision.

6.1 Location Perturbation Based on Geo-indistinguishability

For meaningful outputs in LBS, the perturbed location should not deviate excessively from the actual one. As
illustrated in Fig. 7, constraining the perturbation domain is essential for improving utility; otherwise, a large
perturbation domain yields less useful results. For example, perturbing Paris to London is impractical [29].
Therefore, a metric-based privacy notion, ϵ-geo-indistinguishability, is proposed. Specifically, a user’s level of
privacy is defined as ℓ = ϵr, where r is the radius of the perturbation domain, corresponding to ri in Fig. 7. Here
is the formal definition of geo-indistinguishability.

Definition 6.1: [Geo-indistinguishability [29]] Given any two locations x and x′ (d(x, x′) ≤ r), a randomized
mechanism M satisfies ϵ-geo-indistinguishability iff

Pr[M(x) ∈ Z] ≤ eϵd(x,x′)Pr[M(x′) ∈ Z],

where Z ⊆ Z is the possible output domain, where d(x, x′) represents a distance measure between x and x′.

Since the inception of geo-indistinguishability, numerous enhancements have been made to improve the
privacy notion from various perspectives. To enhance the calculation efficiency, Bordenabe et al. [97] proposed
a method to optimize the trade-off between geo-indistinguishability and service quality in location privacy,
employing linear programming to minimize service quality loss while ensuring optimal privacy guarantees. By
reducing the number of constraints from cubic to quadratic, their approach significantly improves computational
efficiency. Building on the concept of geo-indistinguishability, Weggenmann and Kerschbaum [98] introduced
the notion of directional privacy, a relaxation of pure differential privacy that performs effectively in the local
model. To enhance practical utility, Zhao et al. [99] proposed geo-ellipse-indistinguishability to protect individual
location data in directional distribution analysis. This method incorporates the covariance matrix to account for
dispersion and orientation of community locations, using elliptical noise instead of circular noise. The proposed
mechanisms, based on gamma and multivariate normal distributions, ensure higher probabilities of randomized
locations aligning with community location trends while maintaining statistical quality. Liang and Yi [100]
further advanced the concept of geo-indistinguishability by introducing concentrated geo-privacy, an update from
the CDP version. This approach supports advanced composition mechanisms for high-dimensional data and
achieves a lower noise scale, thereby enhancing overall privacy protection while maintaining utility. Zhao and
Chen [101] proposed vector-indistinguishability (vector-ind) to enhance location privacy by preserving distance
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Figure 7: A traditional DP mechanism (illustrated in the left-hand figure) involves a perturbation domain (green
area) for a location that is typically large, resulting in low utility for the perturbed location. To improve utility
while providing useful services, a metric-based privacy notion, geo-indistinguishability, is introduced to control
the perturbation (illustrated in the right-hand figure). A smaller distance ri leads to higher utility but offers less
privacy. Therefore, it is important to balance the trade off between utility and privacy when designing mechanisms
under geo-indistinguishability.

and direction dependencies between successive locations. They introduced four mechanisms using Laplace and
Uniform distributions to achieve vector-ind, maintaining data utility while ensuring CDP.

Several mechanisms have been proposed to address various privacy issues across numerous scenarios
based on geo-indistinguishability. Yu et al. [102] proposed PIVE, a dynamic differential location privacy
framework that integrates geo-indistinguishability and expected inference error to protect against inference
attacks. PIVE operates in two phases: First, it identifies a protection location set based on user-defined error
thresholds and prior knowledge; And then, it generates pseudo-locations within this set, ensuring differential
privacy. This approach enables adaptive, personalized privacy settings tailored to individual user needs and
location-based service requirements, thereby enhancing both privacy preservation and utility. Cao et al. [103]
extended differential privacy to define ϵ-spatiotemporal event privacy and proposed a framework to quantify its
protection level in existing location privacy-preserving mechanisms. They demonstrated their framework by
adapting the Planar Laplace Mechanism for geo-indistinguishability to ensure spatiotemporal event privacy while
maintaining linear computational complexity. Niu et al. [104] introduced Eclipse, a mechanism that combines
geo-indistinguishability, k-anonymity, and expected inference error to protect location privacy against long-term
observation attacks. Eclipse obfuscates user locations within an anonymity set, minimizing privacy leakage while
maintaining service usability and correctness. Qiu et al. [105] tackled the Vehicle-based spatial crowdsourcing
Location Privacy (VLP) problem, aiming to minimize travel cost distortion while preserving location privacy
over road networks. They redefined geo-indistinguishability based on path distance and approximated the VLP
problem as a linear programming formulation through discretization. To improve time efficiency, they proposed a
two-layer optimization algorithm and analyzed the trade-off between privacy and quality of service. Haydari et
al. [106] proposed a differential privacy-based map-matching algorithm (DPMM) for protecting user privacy in
mobility data. DPMM generates privatized link-level location trajectories by incorporating road characteristics
such as capacity and functional role. The algorithm adaptively selects the noise level based on link density,
effectively balancing privacy preservation and trajectory accuracy.

6.2 Privacy Preservation Against Temporal Correlation

Due to the intrinsic features of location data, temporal correlations pose significant privacy issues when handling
locations. Specifically, an adversary can infer information about a location based on its preceding or succeeding
elements. For instance, Shao et al. [20] proposed iTracker, a framework designed to recover multiple trajectories
from differentially private data using a structured sparsity model. iTracker leverages interdependencies among
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locations to enhance recovery accuracy, effectively challenging existing Laplace perturbation-based location
protection mechanisms. To address privacy risks posed by temporal correlations in location data, numerous
mechanisms have been proposed. Xiao and Xiong [107] introduced a solution that preserves location privacy with
rigorous differential privacy guarantees by proposing δ-location set, which accounts for temporal correlations in
location data. They also introduced the sensitivity hull to capture geometric sensitivity in multidimensional space
and presented the planar isotropic mechanism (PIM), an efficient location perturbation method that achieves
optimal utility while meeting differential privacy requirements. Cao et al. [21] first investigated the privacy loss
of CDP mechanisms under temporal correlations and introduced the concept of Temporal Privacy Leakage (TPL).
They proposed an efficient algorithm to calculate TPL and designed methods to convert traditional DP mechanisms
to ones that mitigate TPL, ensuring privacy over continuous data releases by bounding the leakage within a
defined parameter α. Xiao et al. [22] proposed LocLok, a system that protects user locations with differential
privacy by modeling temporal correlations using a hidden Markov model and applying PIM for optimal noise
addition. LocLok generates possible locations via the Markov model, perturbs them with PIM, and infers true
locations within a set of all possible locations, ensuring robust local privacy even when adversaries have access to
historical location data. Liu et al. [108] protected location privacy by analyzing the impact of temporal-spatial
correlations and proposing new privacy definitions, introducing Bayesian-based geo-indistinguishability to better
evaluate and enhance privacy levels. Their method optimally allocates noise among spatially and temporally
correlated locations, effectively protecting sensitive locations within a trajectory while achieving differential
privacy. Ma et al. [109] proposed RPTR under w-event level CDP to protect real-time vehicle trajectory data.
They employed dynamic sampling and ensemble Kalman filters, utilizing a position transfer probability matrix to
infer correlations and ensure accurate predictions while balancing data availability and privacy. Additionally,
they introduced a regional privacy weight mechanism to enhance protection in high-density areas, thereby
ensuring higher prediction accuracy and adaptability across different scenarios. Cao et al. [110] propose a
post-processing framework to enhance the utility of differentially private streaming data releases by leveraging
temporal correlations. They modeled the problem as a maximum a posterior estimation, transformed it into a
nonlinear constrained programming problem, and used a transition matrix to incorporate both probabilistic and
deterministic constraints. Ahuja et al. [111] proposed a method to release histogram information from trajectories
under user-level CDP. To enhance utility, they introduced a method based on variational autoencoders to refine
the histograms by utilizing the correlations of histograms.

6.3 Trajectory Release Based on Perturbation or Synthesis

As location-based services (LBS) become increasingly integral to everyday applications, ensuring the privacy
of users while maintaining the utility of location data remains a critical challenge. Various mechanisms have
been proposed to address this issue, each focusing on different aspects of location privacy and data utility. Wang
et al. [112] introduced L-SRR, the first LDP framework for location-based services, enhancing utility while
ensuring strict privacy. The proposed staircase randomized response mechanism perturbs user locations using
optimized probabilities, significantly improving utility for applications such as traffic density estimation and
k-nearest neighbor queries. Cunningham [113] introduced a locally differentially private mechanism for trajectory
data sharing that integrates public knowledge to enhance utility while ensuring privacy. This mechanism perturbs
hierarchically-structured n-grams of trajectory data to capture spatio-temporal relationships, leveraging public
data without compromising privacy. Zhang et al. [114] proposed a trajectory perturbation mechanism under
user-level LDP that enhances privacy by using adjacent direction information to connect neighboring points.
They introduce a two-stage pivot sampling process utilizing bi-directional clues from pivots, and an anchor-based
method to restrict the spatial region of trajectories.

Synthetic trajectory generation has emerged as another promising solution, allowing for the publication of
useful data without compromising individual privacy. Gursoy et al. [115] presented DP-Star, a framework for
publishing trajectory data that ensures differential privacy while maintaining high utility. DP-Star normalizes
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raw trajectories using representative points, constructs a density-aware grid to preserve spatial densities, and
employs a private Markov mobility model to maintain correlations and intra-trajectory mobility. This results in
synthetic trajectory datasets that are both privacy-preserving and useful for various data mining tasks. Moreover,
Gursoy et al. [116] presented AdaTrace, a scalable location trace synthesizer that achieves statistical privacy,
deterministic attack resilience, and strong utility preservation. AdaTrace generates differentially private synthetic
traces through a four-phase process: feature extraction, noise injection, and utility-aware synthesis. The synthetic
traces preserve utility-critical information and are robust against Bayesian inference, partial sniffing, and outlier
leakage attacks, ensuring privacy without significant utility loss. Du et al. [117] introduced LDPTrace, a locally
differentially private framework for synthesizing realistic trajectories with minimal computational cost and strong
privacy guarantees. LDPTrace captures key movement patterns from users’ trajectories, ensuring robust statistical
privacy and resilience against attacks. Extensive evaluations demonstrate that LDPTrace generates authentic
trajectories without external knowledge, outperforming existing methods in terms of utility and privacy protection.
Hu et al. [118] introduced RetraSyn under w-event level LDP, aimed at real-time trajectory synthesis while
ensuring data privacy. RetraSyn leverages mobility patterns from trajectory streams and incorporates a global
mobility model, dynamic update mechanisms, and Markov-based synthesis to generate realistic trajectories. This
framework effectively captures complex spatial-temporal contexts and employs adaptive privacy budget allocation
strategies, ensuring authenticity and practicality in diverse real-world scenarios. Sun et al. [119] proposed SPRT,
a method for synthesizing private and realistic vehicle trajectories by incorporating geographic structures into
differential privacy mechanisms. SPRT constructs a geography-aware grid to capture accurate mobility patterns
and defines a moveable constraint based on real-world conditions, enhancing both summary-level statistics and
individual-level mobility patterns.

7 Open Challenges

Although many mechanisms have been proposed to handle time series under differential privacy, several issues
still need to be addressed. In this section, the challenges will be introduced according to privacy model, potential
attacks, data type, and learning based problems.

7.1 Privacy Model

The privacy model is a crucial factor in differential privacy. As aforementioned, there are three privacy levels when
handling time series [19]. Event-level privacy guarantees the privacy of a single element in a time series, making
it easier to implement since the sensitivity of an individual element in neighboring datasets is simpler to measure.
In contrast, user-level privacy provides a higher privacy guarantee and is more practical in real-world applications.
However, bounding the sensitivity of a single user’s participation is challenging, making the allocation of the
privacy budget more complex. Additionally, utility issues become more pronounced when dealing with infinite
time series.

Several research works have explored handling infinite time series under user-level privacy with specific
conditions. Dong et al. [48] introduced mechanisms for basic queries such as count and sum. These mechanisms
are based on event-level privacy approaches and are adapted to user-level privacy by bounding the maximum
changes of a single user in a time series. For LDP, Xue et al. [64] proposed a mechanism for count queries, but it
requires that the time series does not fluctuate significantly. Feng et al. [68] proposed a strategy that randomly
allocates the privacy budget according to a converging sum series.

Therefore, improving the utility of infinite time series under user-level differential privacy is an intriguing
future direction. Beyond basic queries, efforts can be made to accommodate specific queries or applications.
Key challenges include accurately measuring data sensitivity and effectively allocating the privacy budget.
Overcoming these challenges can enhance the practical utility of differential privacy mechanisms for managing
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infinite time series under user-level privacy.

7.2 Temporal Correlation Based Attacks

Compared to other data types, the correlation in time series is more pronounced. Due to the inherent sequential
nature of time series, each element is often directly influenced by its predecessors. Various works have employed
the Markov model to capture and represent these correlations under DP [21, 22, 115]. In the context of the Markov
model, an element is directly influenced only by its immediate neighboring element. Consequently, the influence
of previous elements is implicitly carried forward through the chain of direct dependencies between neighboring
elements. Since time series are always modeled explicitly, this simplicity can result in the model overlooking
long-term information that extend beyond immediate neighbors. To capture such information, more complex
models like the long short-term memory network [3] are needed. Moreover, for specific types of time series such
as trajectories, public knowledge can introduce additional privacy issues. For example, certain perturbations may
be impossible due to physical world limitations. In summary, compared with single data points, elements in time
series are at a greater risk of privacy leakage. This suggests a potential direction for research: attacking existing
privacy mechanisms by exploiting these correlations and to design new mechanisms that account for the inherent
dependencies in time series.

7.3 Complex Data Type

Most current works can only handle simple time series with high utility, such as one value at each timestamp.
However, real-world data are more complex, and mechanisms should be designed to handle this complexity. Here
are two examples:

First, sensor data are often multi-dimensional and correlated across each dimension. This complexity requires
mechanisms capable of managing and analyzing data with multiple interacting variables. Traditional methods
that handle single-dimensional elements at each timestamp are insufficient for capturing the nuances of multi-
dimensional sensor data. For example, environmental sensors may collect temperature, humidity, and air pressure
simultaneously. Analyzing these factors independently can miss critical interactions and patterns, such as how
temperature changes might influence humidity levels during users’ activities. Therefore, advanced methods must
be developed to process and interpret multi-dimensional sensor data effectively.

Second, the element at each timestamp can be intricate. For instance, social networks change over time,
making real-time analysis of such dynamic networks complicated. Managing the evolution of relationships and
interactions within the network adds a layer of complexity beyond time series analysis. Additionally, privacy
concerns in such contexts extend beyond the temporal dimension to include graph privacy, encompassing node-
level privacy and edge-level privacy. Mechanisms must account for these additional privacy requirements to
ensure data protection while enabling real-time analysis.

7.4 Learning Based Problems

Current DP mechanisms are primarily designed for basic queries, such as count, mean, and frequency. However,
time series without privacy concerns are often used for more complex downstream tasks, such as classification
and clustering. These tasks require a deeper understanding and manipulation of the data, going beyond simple
statistical queries. To accommodate more practical downstream tasks, it is essential to develop DP mechanisms
that can support these sophisticated operations effectively, ensuring both the utility and privacy of the data.

A reasonable solution is to generate synthetic time series from the real dataset. Synthetic approach allows
the fundamental features of the time series to be captured while protecting the privacy of the underlying data.
Since the features of time series are complex and extend beyond basic statistics, traditional statistical methods are
insufficient for capturing these intricate patterns. For example, critical patterns such as seasonal trends, cyclic
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behaviors, and sudden anomalies are vital in time series analysis but are not adequately addressed by basic
statistical methods.

Therefore, learning-based methods are preferable for generating synthetic time series. These methods can
model and replicate the complex dependencies and structures inherent in time series. For instance, the method
proposed by Lamp et al. [95] for synthesizing glucose traces exemplifies how deep learning can be applied
to generate realistic and privacy-preserving synthetic data. Predictably, more and more application-specific
mechanisms will be proposed.

8 Conclusion

In this paper, we present a comprehensive survey on handling time series under differential privacy. We begin by
introducing the basic concepts of time series and differential privacy, along with relevant definitions. Our survey
starts with an exploration of two basic queries: count queries and sum/mean queries. For each query type, we first
explain the concept of the basic query, then review the core techniques or developments related to the queries,
and finally discuss the advanced queries derived from the basic ones. At the end of each query section, we review
the downstream tasks based on these queries. Subsequently, we introduce mechanisms for time series release,
categorizing them into value perturbation based methods and synthetic generation based methods. Additionally,
we dedicate a separate section to location-based services (LBS), as they are common application scenarios for
time series. We review relevant papers for LBS according to two popular privacy issues and the demands of
trajectory release. Finally, we illustrate four open challenges and suggest future directions.
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A Review of Adaptive Techniques and Data Management Issues in
DP-SGD

Islam A. Monir, Muhamad I. Fauzan, Gabriel Ghinita

Abstract

Differentially-Private Stochastic Gradient Descent (DP-SGD) established itself as the most prominent
technique for training neural networks with formal privacy guarantees. Almost a decade after its
introduction, DP-SGD has become the de-facto standard for privacy-preserving learning from large
datasets with individual records. However, important research and engineering issues remain open to more
accurate and efficient solutions. Existing approaches either require large amounts of privacy budget to
train accurately, and incur high overheads in terms of computational and memory resources consumption.
In this article, we provide a critical review of some of the most prominent DP-SGD approaches, and
discuss their relative strengths and weaknesses. Specifically, we look at several adaptive approaches that
attempt to improve the privacy-accuracy trade-off during learning, by dynamically adjusting parameters
such as clipping threshold, learning rate or budget allocation. We also provide an overview of important
data management aspects in DP-SGD, which influence significantly its computational and memory
overhead. Finally, we review a novel approach to support heterogeneous privacy requirements, i.e.,
individualized privacy settings.

1 Introduction

The past decade witnessed the emergence of machine learning, and in particular neural networks, as the tool of
choice for a broad area of application domains, e.g., healthcare, social media, computer vision, cybersecurity, etc.
For neural network to perform accurately, large input datasets are required to train them. Often, these datasets
consist of individuals’ data, e.g., user profiles and purchasing records, patient records, user browsing history,
etc., which if not carefully handled, may disclose sensitive data regarding one’s health status or personal lifestyle
details.

To address individual privacy concerns, differential privacy (DP) [1] emerged as the de-facto standard in
data protection. The main strength of DP is that it provides formal protection guarantees, and it allows one to
derive statistically-significant patterns from large amounts of user-centric data, without allowing an adversary to
determine whether the data of any targeted individual has been used or not in the model’s training set. In the
context of training neural networks, DP has been implemented in conjunction with the popular Stochastic Gradient
Descent (SGD) approach, resulting in its privacy-preserving version DP-SGD [2]. While DP-SGD is a powerful
tool, it still presents challenges with respect to the trade-off between privacy and utility of learned models,
as well as a number of performance concerns. A significant number of research contributions [3, 4, 5, 6, 7],
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focused on how to adapt DP-SGD and tune it such that utility is increased. In this paper, we provide a review
of some of the most prominent adaptive DP-SGD approaches, and we also look at several novel techniques
that explore personalized individual requirements [8, 9]. In addition, we explore several data management and
performance issues that arise when privately training large models using sizeable datasets. Finally, we provide
a brief experimental benchmarking of some of the reviewed approaches, with the purpose of comparing their
performance head-to-head on common datasets and under similar parameter settings.

The rest of the article is organized as follows: Section 2 presents fundamental concepts and definitions.
Adaptive strategies are overviewed in Section 3. Section 4 focuses on data management and performance issues
in DP-SGD. Section 5 looks at approaches for individualized privacy constraints. We perform a comparative
experimental analysis of some of the considered approaches in Section 6 to better understand their relative
performance, followed by conclusions in Section 7.

2 Background

2.1 Differential Privacy

Dalenius’ 1977 principle for statistical databases aimed to ensure individual privacy [10], but achieving it akin
to semantic security turned out to be impossible, posing risks even to those not included in the database. More
recently, Differential Privacy (DP) emerged as the preferred model for quantifying the added privacy risks for
datasets of individual records. The concept of differential privacy was first introduced by Dwork et al. [1], who
provided a mathematical framework for quantifying the privacy guarantees provided by a given algorithm.
Differential privacy ensures that attackers cannot discriminate between any two “sibling” inputs by looking at
query outputs even when taking into account arbitrary background information. It was proposed in order to offer
a statistical guarantee that publicly available aggregate data would not disclose the identity of any individual from
the dataset. The exact definition of sibling datasets is provided by the neighboring concept, which in machine
learning is best-defined as the neighboring relationship on unstructured data as follows.

Definition 1: [Neighboring Unstructured Data] Two unstructured datasets [US]i and [US]j are said to be
neighboring if the Hamming distance between their aggregated real-valued data representations xi and xj is at
most m [11], where m is the maximum allowed difference, typically set to 1:

d(xi, xj) ≤ m

Assume we have two neighboring datasets, D1 and D2, that differ only by a single data item. When we
interact with the data via a randomized mechanism M , we say that M is ϵ-differentially private if the probability
of observing a given output of M does not vary by more than exp(ϵ) between any two input different datasets,
where ϵ is defined as the privacy budget.

Definition 2: [ϵ-Differential Privacy [11, 12]] A randomized mechanism M satisfies ϵ-differential privacy if for
every output S ⊆ range(M) and for all D1 ∼ D2 ∈ Dn, the following holds:

Pr[M(D1) ∈ S] ≤ exp(ϵ) · Pr[M(D2) ∈ S].

The indistinguishability constraint has later been relaxed to include a δ additive term, changing the definition
to (ϵ, δ)- differentially privacy. The additional parameter allows for a very small probability (bounded by δ) that
the algorithm might deviate from the strict privacy guarantee of ε, providing a trade-off between privacy and
accuracy.
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Definition 3: [(ϵ, δ)-Differential Privacy [13, 4]] A randomized mechanismM satisfies (ϵ, δ)-differential privacy
if for every output S ⊆ range(M) and for all D1 ∼ D2 ∈ Dn, the following holds:

Pr[M(D1) ∈ S] ≤ exp(ϵ) · Pr[M(D2) ∈ S] + δ.

The Gaussian mechanism is a noise-addition mechanism that satisfies (ϵ, δ)-DP (for δ > 0). Through this
approach, the L2 sensitivity of the query function is adjusted with Gaussian noise [13].

Definition 4: [L2 Sensitivity [13]] Let f : X n → Rd be a query function. The L2 sensitivity of f , denoted by
∆2(f), is defined as:

∆2(f) = max
X∼X′

∥f(X)− f(X ′)∥2

Definition 5: [Gaussian Mechanism [13]] For any arbitrary ϵ from the interval (0, 1) and a query function q
with L2 sensitivity ∆2(q), the Gaussian Mechanism ensures (ϵ, δ)-differential privacy. This mechanism adds
Gaussian noise N(0, σ2) to q(D), where σ satisfies

σ ≥ ∆2(q)

ϵ

√
2 ln

(
1.25

δ

)
Another variation of the differential privacy definition is Rényi Differential Privacy (RDP) [14]. A generaliza-

tion of the Kullback-Leibler divergence [15], Rényi divergence serves as the foundation for RDP. Conventional
DP quantifies the privacy guarantee by means of the privacy loss parameter ϵ, which limits the probability ratio
of a mechanism’s outputs in the presence of two adjacent datasets. Conversely, RDP offers a more flexible and
fine-grained measure of privacy by including a parameter, α (the order of Rényi divergence), in addition to ϵ.

Definition 6: [Rényi Divergence [4, 14]] For two probability distributions P and Q and a parameter α > 1, the
Rényi divergence of order α is defined as:

Dα(P∥Q) =
1

α− 1
log

(∑
x

P (x)αQ(x)1−α

)

Definition 7: [Rényi Differential Privacy [4, 14]] A randomized mechanismM is said to be (α, ϵ)-RDP if for
any two neighboring datasets D1 and D2:

Dα(M(D1)∥M(D2)) ≤ ϵ

In differential privacy, tracking the cumulative privacy loss, or privacy budget, is crucial, particularly in
scenarios involving multiple applications or complex compositions of privacy mechanisms. Traditional methods
often struggle to provide tight and accurate bounds on this cumulative privacy loss. To address this, a sophisticated
method known as the Moments Accountant (MA) has been developed. The MA leverages the framework of
Rényi Differential Privacy (RDP) to achieve precise tracking of the privacy budget. By calculating the moments, or
expected values of powers, of the privacy loss random variable, it quantifies the degradation of privacy guarantees
over successive computations. This method utilizes RDP to evaluate the Rényi divergence between the output
distributions of the mechanism for neighboring datasets at each step, allowing for a more refined and accurate
assessment of the privacy-utility trade-off.
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2.2 Differentially Private Stochastic Gradient Descent (DP-SGD)

Stochastic Gradient Descent (SGD) is a popular optimization technique employed in the training of machine
learning models. SGD iteratively adjusts model parameters by leveraging the gradients of a loss function, which
are computed based on a randomly selected subset of the training data, known as a batch [16, 17]. The specific
rule for updating the model parameters is given by:

θt+1 = θt − η∇J(θt;x(i), y(i))

where θt denotes the model parameters at iteration t, η is the learning rate, and J(θt;x(i), y(i)) represents the
loss function evaluated on the current batch (x(i), y(i)).

DP-SGD extends Stochastic Gradient Descent (SGD) to provide differential privacy guarantees while training
machine learning models on sensitive data. In DP-SGD, gradient clipping is performed before adding noise to the
gradients to ensure that the gradients remain bounded.

The clipped gradient ∇̂f(θ,Dt) for one sample of data Dt is computed as:

∇̂f(θ,Dt) = Clip(∇f(θ,Dt), C)

where:

• ∇f(θ,Dt) is the gradient of the loss function with respect to the model parameters θ computed on data
sample Dt,

• C is the clipping threshold, which limits the magnitude of the gradients.

Clipping plays a pivotal role in the DP-SGD process in balancing the trade-off between privacy and utility.
Clipping the gradients is needed to prevent outliers (extreme or unusually large gradients) and it limits their
sensitivity, preventing the model from learning more than a set quantity from any given sample, which prevents
inadvertent leakage of information during training and thus satisfies differential privacy. It is important to note
that the way clipping is performed can vary, and the method of clipping can end up affecting the algorithms
performance. In the original implementation of DP-SGD done by Abadi et. al. [2], a random sample from a
mini-batch is used to compute gradients. For each sample gradient, a check is performed to see if the magnitude
of the gradient is larger than the clipping threshold. If the magnitude of the gradient is determined to be greater
than the clipping threshold, it gets scaled down to its L2 norm C as follows:

ḡt ← gt(xi)/max(1,
||gt(xi)||2

C
)

where max(1, ||gt(xi)||2
C ) is the maximum value between 1 and the magnitude of the gradient divided by the

clipping threshold. If the magnitude of the gradient is less than the clipping threshold, the gradient would end up
being divided by 1, thus preserving the original gradient. If the gradient is larger than the clipping threshold C,
the value of ||gt(xi)||2 will ends up being greater than 1, and the original gradient is divides to scale it down to
the clipping threshold.

After clipping the gradients, noise is added to ensure differential privacy:

∇̃f(θ,Dt) = ∇̂f(θ,Dt) +N (0, σCIn)

where:

• N (0, σCIn) is the noise term drawn from the Gaussian distribution with mean 0 and scale parameter
σCIn,

• ϵ is the privacy parameter, controlling the privacy strength.
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After adding noise to the clipped gradients, the model parameters are updated using the noisy gradients:

θt+1 = θt − η∇̃f(θ,Dt)

The use of privacy budgets is a crucial component of DP-SGD. Because SGD is iterative, if one applies the
traditional sequential composition theorem [18], which states that the total budget for the learning process is
equal to the sum of the budgets used in each iteration, the budget consumption can increase significantly. The
moments accountant (MA) introduced in [2] offers a tighter bound on privacy budget consumption using Poisson
sampling.

The trade-off between privacy and utility in DP-SGD encapsulates the delicate balance between preserving
the privacy of sensitive data and maintaining the effectiveness of the trained machine learning model. DP-SGD
introduces noise to the gradients during the training process to ensure that individual data points do not unduly
influence the model updates, thereby providing strong privacy guarantees. However, this noise addition can
degrade the quality of the learned model, leading to a reduction in its performance on the task at hand. Figures 1
and 2 illustrate the difference in the algorithm structure between SGD and DP-SGD.

Figure 1: Conventional (non-private) SGD workflow

Figure 2: DP-SGD workflow

3 Adaptive DP-SGD Approaches

The performance of ML algorithms is highly-dependent on the properties of the data. In the case of private
learning, the constraints imposed by DP create additional challenges, and hence having fixed parameter settings is
even less likely to perform well, leading to low accuracy or high privacy budget consumption (i.e., low protection).
A significant amount of research explored the idea of adapting parameter values to the training data, or to other
inputs such as number of iterations, batch size, privacy budget, learning rate, etc. [5, 7, 19].

In this section, we review several adaptive DP-SGD approaches, which fall mainly into three categories:
tuning the privacy budget over time, varying the clipping threshold, or changing the learning rate. Adjusting these
parameters offers several advantages. For instance, once can directly control the privacy budget consumption,
which in DP-SGD is an output of the noise injection procedure (whereas the input is represented by noise magni-
tude). Furthermore, the privacy/accuracy trade-off of DP-SGD [20] can be better controlled, as hyperparameter
values can significantly affect the performance of trained models [6]. However, in the case of private learning,
selecting optimal hyperparameter values is a lot more challenging than in non-private learning, due to the fact
that any information used in tuning them has to be itself sanitized, potentially leading to additional privacy
budget consumption. In contrast, with non-private learning, one can rely on trial-and-error approaches to do an
exhaustive search of the hyperparameter space. Although some existing works have explored the problem or
private hyperparameter tuning, they typically do not guarantee optimality of parameters, and they often increase
the privacy budget consumed [21].

98



3.1 Privacy Budget Adaptation

Perhaps the most challenging task in DP-SGD is striking a good trade-off between privacy and utility. DP-SGD
injects noise into the gradient values during the training process to ensure that individual data points do not
significantly influence the model updates in a way that allows re-identification. However, the noise addition
process also degrades the quality of the learned model, leading to a reduction in its performance on the task
at hand [2]. Hence, a delicate balance must be achieved between preserving the privacy of sensitive data and
maintaining the effectiveness of the trained machine learning model. Next, we review three directions in which
this trade-off can be controlled.

3.1.1 Noise Decay

The first study that addressed adapting the DP-SGD privacy budget [20] proposed a solution based on the idea
that, as the model converges, the gradient is expected to have a lower magnitude, thus allowing the learning
process to converge faster to a local optimal, and achieve higher accuracy. To this end, a set of methods for privacy
budget allocation were defined in [20] that dynamically reduce the noise scale as the training time increases.

• Adaptive Schedule Based on Public Validation Dataset: As mentioned earlier, one challenging aspect
when making data-dependent decisions with private algorithms is that one must consume privacy budget
when accessing any data-derived intermediate results. When public datasets are available, this challenge is
averted, as one does not need to protect the inputs of the parameter tuning strategy algorithm.

The main idea in this approach is to continuously check the validation error on the public dataset while
training on the private one, and dynamically reduce the noise scale whenever the validation accuracy
improves by less than a set threshold δ. In such cases, the noise scale is reduced by a factor of k and this
continues until the total privacy budget is consumed. The evaluation intervals where validation is carried
out are termed validation epochs.

Let σe denote the noise scale for the DP-SGD training in validation epoch e, and Se represent the
corresponding validation accuracy. The adjustment of the noise scale for subsequent epochs is contingent
upon the discrepancy in accuracy between the current epoch e and the preceding validation epoch e− 1.
Initially, S0 = 0.

The formula for adjusting the noise scale is:

σe =

{
kσe, if |S − Se−1| ≤ δ
σe, otherwise

This adjustment ensures that the noise scale adapts based on the performance change observed between
validation epochs. If the accuracy difference Se−Se−1 is less than the predetermined threshold δ, the noise
scale is attenuated by a factor of k (0 < k < 1). To improve training effectiveness, the moving average
of the validation accuracy is considered in the decision process, as there are cases where the validation
accuracy does not increase monotonically within the training progress, and any fluctuations may result in
unnecessary reduction of noise scale, which in turn consumes privacy budget.

• Pre-defined Schedules: In cases where a public validation dataset is not available, an alternative solution
proposed in [20] calculates a fixed, data-independent schedule according to which the noise scale decreases
over time. Four such decay strategies are presented:

a) Time-Based Decay: the noise scale is adjusted using the formula σt = σ0/(1 + kt), where σ0 is the
initial noise scale, t is the number of training epochs so far, and k > 0 is the decay rate. When k < 1,

99



this method is referred to as “search-then-converge”, and the noise scale decreases linearly during the
search phase when t is less than the “search time” 1/k; afterwards, the noise scale decreases by a
factor of 1/t.

b) Exponential Decay: The noise scale decreases exponentially with each epoch, according to the
expression σt = σ0e

−kt, where k > 0 is the decay rate.

c) Step Decay: The noise scale decreases by an exponentially-increasing factor every few epochs,
according to expression σt = σ0 ∗ kt/period. The decay rate k is chosen such that 0 < k < 1.

d) Polynomial Decay: The noise parameter follows a polynomial decay function over a specified number
of epochs period. Specifically, σt = (σ0 − σend) ∗ (1− t/period)k + σend where k > 0 is the decay
rate and t < period. When k = 1, this is referred to as a linear decay function.

3.1.2 Optimal Step Size Search

The previous approaches looked solely at how to adapt the privacy budget allocation throughout the learning
process using different decay functions over time. Next, we look at an approach [13] that adapts both the
privacy budget and the learning rate (while we dedicate a separate section to learning rate adaptation approaches
in Section 3.3, we discuss this hybrid method here). At the core of the proposed technique from [13] sits a
privacy-preserving algorithm for computing the noisy maximum among the values in a set. The NoisyMax
algorithm adds independent Laplace noise to each set value and returns the index of the largest one, thereby
providing differential privacy guarantees [13].

The two main components of the algorithms are step-size selection and adaptive noise reduction. The goal
of step-size selection is to efficiently choose the per-iteration privacy budget. Adding noise to the gradients
may not guarantee the correct direction of the descent, in expectation. To alleviate this issue, a portion of the
privacy budget pnmax is used to check whether a given noisy estimate g̃t of the gradient gives the correct descent
direction. To accomplish this, a set Ω = {f(wt − αg̃t) : α ∈ Φ} is constructed, where each element of the set
is the objective value evaluated at f(wt − αg̃t) and Φ is a set of pre-defined step-sizes. Using the NoisyMax
computation, the algorithm calculates which step-size results in the smallest objective function value. Since an a
priori bound cannot be determined on a given loss function l, gradient clipping is applied to bound sensitivity.
This way, the first element of ϕ is fixed to 0, to take into consideration the current objective value. Let i be the
index returned by the NoisyMax algorithm. If i > 0, the algorithm updates wt using the chosen step size ai.
However, if i = 0, −g̃t, it is likely that is not the correct descent direction, and none of the given step sizes will
lead to a decrease in the value of the objective function f . Hence, the adaptive noise reduction is applied.

A block diagram of the NoisyMax technique is illustrated in Figure 3. When the NoisyMax algorithm
determines that the current gradient direction is incorrect, the algorithm increases the privacy budget used in
noisy gradient approximation by a factor of 1 + y. Using the gradient averaging technique, a total privacy budget
of png˘pold is consumed to measure the new gradient with increased accuracy. The gradient averaging technique
is a method that recycles gradient estimates that were not useful by using the difference between two related
privacy budget values to measure a new gradient, which when combined with the old measured gradient can be
used to measure the final noisy gradient estimate at a lower privacy budget. Once the algorithm measures a new
gradient, it goes through the NoisyMax algorithm again to determine its direction. These steps repeat until a good
descent direction can be found.

As an extension to NoisyMax, the same authors proposed a more advanced approach called Noisy Backtrack-
ing Line Search (NoisyBTLS). Similar to NoisyMax, NoisyBTLS adapts both the learning rate and the privacy
budget, but in addition it also considers adaptive clipping (which is covered in more detail in Section 3.2).

This method focuses on adapting the learning rate in response to noisy gradient computation while also
adjusting the privacy budget using Sparse Vector Technique (also known as the “above-threshold” mechanism) [22,
23]. The approach first conducts a backtracking line search in a differentially private manner. Figure 3(b) illustrates
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Figure 3: (a) NoisyMax Technique; (b) NoisyBTLS Technique

this approach. The algorithm starts by introducing noise to the threshold T = 0, resulting in a noisy threshold
T = λ, where λ is randomly drawn from a Laplace distribution or alternatively, a Gaussian distribution. Next,
multiple iterations are performed, and in each one the following queries are evaluated:

q(η,D) = f(w)− f(w − η∇f(w))− αη∥∇f(w)∥2

with added noise ν at each iteration. The result is compared with the noisy threshold T . If q(η,D) + ν ≥ T ,
the algorithm outputs η and halts; otherwise, it reduces the step size η by multiplying it with β and continues to
the next iteration, where β ∈ (0, 1) controls the rate of step size reduction. This process repeats for a maximum
number of iterations. If no limit is set, depending on the noise used in the query, the iteration could lead to an
infinite loop or provide minuscule step sizes, which could end up increasing the objective function due to a lack of
progress. When the maximum number of iterations is reached, it statistically calculates whether a higher privacy
budget is needed, which it then adjusts depending on the results. Due to the use of SVT, the privacy budget
needed to find η is greatly reduced.

When NOISYBTLS fails to find a step size within the set maximum iteration count, it can lead to two
possibilities. The first one is that the current privacy budget pgrad is set too small, and the noise dominates the
gradient – Case (1) in the diagram. In this case, the privacy budget needs to be increased. The second possibility
is that the noise used in NOISYBTLS is too large and it can’t identify a step size with the right conditions – Case
(2) in the diagram. The remedy to this problem is to increase the privacy budget in order to compute a more
precise gradient. To identify which of these two cases are applicable, the algorithm maintains the moving average
of angles between two consecutive gradient values, which gets updated at every iteration:

θ ← ANGLE BETWEEN(gt, g̃t)

θ = ψθ + (1− ψ)θt−1

where ψ ∈ (0, 1) is a parameter controlling the decay rate of old information. When η = 0 is returned by
NOISYBTLS, the algorithm calculates another gradient g̃t2 using the budget of ρgrad and measures the angle θ
between g̃t and g̃t2). The value of θt2 is then compared with the moving average-based threshold θmax, and if it
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is larger it would increase the privacy budget grad for calculating the gradient. Meanwhile, if θ is less than the
minimum threshold θmin, the search might fail due to insufficient privacy budget ϵBT for the NOISYBTLS. The
threshold values θmax and θmin are calculated as follows:

θmax = ϕmax × θ, θmin = ϕmin × θ

where ϕmax > 1 and 0 < ϕmin < 1 are hyperparameters. Empirically, this budget adaptation strategy is observed
to be particularly effective for convex optimization problems.

In addition to adjusting the privacy budget, it was found that a large clipping threshold is not necessary in the
later stages of the training process. Knowing this, the clipping threshold Cgrad and Cobj is adaptively decreased
when the algorithm finds it needs to increase the privacy budget pgrad during a single SGD update. Even if pgrad is
increased multiple times in a single SGD update, the clipping threshold will only be updated once per update.
The clipping threshold is updated as follows:

Cgrad ← (1− ζ)Cgrad, Cobj ← (1− ζ)Cgrad

where ζ is a hyperparameter that determines the rate of decrease. Since the condition is based on privately
released information, it does not consume any extra privacy budget.

3.1.3 Convergence Rate

Another recent approach to adapting the privacy budget consumption relies on convergence rates [24]. To assess
the effectiveness of Private Gradient Descent (PGD), this work utilizes the Expected Excess Risk (EER), a
common metric for evaluating the convergence of randomized algorithms. Given the presence of noise and the
constraint on learning iterations, optimization using private gradients is expected to lead to a higher loss (excess
risk) compared to the optimal solution without privacy constraints. Let θ∗ be the optimal solution obtained after
iterating an algorithm for T times. EER quantifies the expected utility degradation as:

EER = E[f(θT+1
ν )]− f(θ∗).

Due to the variety of loss functions and complexity of recursive iterations, a good estimation of EER in the
presence of noise is intractable for most functions. Instead, one can study the worst-case scenario, i.e., the upper
bound of EER, with the goal to minimize the upper bound. For consistency, we refer to the upper bound of EER
divided by the initial error as ERUB. Since the analytical form of EER is either intractable or complicated due to
the recursive iterations of noise, studying ERUB is a convenient and tractable alternative. The upper bound often
has convenient functional forms which are (1) sufficiently simple, so that they can be directly minimized, and
(2) closely related to the landscape of the objective depending on both the training dataset and the loss function.
As a consequence, it was used in previous literature for choosing hyperparameters. Denote by ERUBmin the
achievable optimal upper bound by a specific choice of parameters, e.g., noise magnitude σ and T .

One can define the influence of noise magnitude σ on EER as the derivative:

q∗t =
∂EER
∂σt

.

Accordingly, one can approximate the EER shift as ∆σ when σ increases by ∆σ. However, because the EER
is strongly data-dependent, the derived q∗t on a given dataset may not generalize to another dataset. Instead, one
can consider a more general term based on ERUB, i.e., q∗t = ∂

∂ERUBσt.
The work in [24] considers the class of loss functions satisfying the Polyak-Lojasiewicz (PL) condition,

which bounds losses by their corresponding gradient norms. It is more general than the m-strongly convexity
condition [25]. If f is differentiable and M -smooth, then m-strongly convexity implies the PL condition.
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The related method in [19] introduces a conceptual framework aimed at dynamically adjusting hyperparame-
ters over time by optimizing the privacy-utility ratio (PUR) at each step. This involves selecting the step size η and
noise standard deviation σ to minimize the privacy loss per unit of utility improvement. The PUR is defined as the
ratio of the privacy cost to the utility gain, with utility incorporating convergence metrics like the gradient norm
or objective value. Minimizing the PUR enables adaptation of the privacy budget based on optimization progress,
with higher precision typically required in later stages as the gradient norm diminishes near the optimum.

Two selection strategies emerge:
1. Data-dependent selection: By assuming F is M -smooth, a descent lemma estimates the expected

improvement in the objective function given step-size and noise variance. Using this lower bound as utility
function, along with the privacy cost, one determines hyperparameters that minimize the privacy-utility ratio.
Specifically, the privacy-utility ratio is minimized by setting the noise standard deviation σt proportional to the
gradient norm and the step size ηt as a constant, given by:

σt =
∥∇F (θt)∥√

d

ηt =
1

2M

2. Data-independent selection: A data-independent schedule can be derived based on the PUR-optimal
schedule, which is proportional to the gradient norm. This schedule exhibits similar convergence rates to non-
private gradient descent (GD), leveraging upper bounds on gradient norms as a proxy for the gradient norm
itself.

3.2 Gradient Clipping Adaptation

The clipping threshold parameter is used to bound the sensitivity of each gradient. A low clipping parameter
can result in information being destroyed, and may change the direction of the gradient step. Meanwhile, a high
clipping bound increases the sensitivity of training and requires more noise to be added [2]. It is difficult to
achieve a good fixed clipping parameter setting without looking at the training data. Furthermore, weight layers
and bias layers need completely different clipping values to be optimal. To tackle this issue, several approaches
proposed their own implementation of adaptive clipping. In Section 3.1.2 we briefly discussed one method that
pairs adaptive clipping with other adaptive parameters. One important aspect is that in a private setup, using
gradient norms for tuning requires them to be sanitized first, which means that a portion of the privacy budget
must be allocated in each step to protect the norms [6].

3.2.1 Norm-based Adaptive Clipping

One of the first proposals of adaptive clipping was introduced by Van der Veen et.al. [26] who recognized that
choosing a good clipping threshold C is difficult, especially when dealing with multiple layers. They proposed
that the clipping bound in the current batch be directly proportional to the l2-norm of the previous batch by a
constant factor α. This can be summarized in the equation below:

C l
t = α|L|−1(

∑
i∈Lt

clip(||glt−1(xi)||2) +N (0, σ2l2C
l
l2t

2)

clip(||y||2) = ||y||2/max(1,
||y||2
C l
l2t

)

where C l
t is the clipping bound of the current round t and layer l, glt−1(xi) equates to the individual gradient

of that layer in previous rounds and privacy parameters σl2 and C l
l2t. To calculate the privacy parameter C l

l2t, an
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adaptive procedure is performed similar to clipping, where they sanitize the l2-norm of the previous iteration,
C l
t−1, multiplied by a constant β, hence C l

l2t = βC l
t−1. In this approach, it is required for the user to manually

set the values of α, β, and σl2, although it has been shown that changing the values of β and σl2 does not provide
meaningful results when measuring test accuracy.

3.2.2 Quantile Estimation Adaptive Clipping

The recent work of He et. al. [6] explores an adaptive clipping technique that uses a form of quantile estimation
in the context of per-layer clipping. A portion of the total privacy budget (r = 1% to 10% of total budget) is
allocated for estimating the target quantile for each layer’s gradient norms. The clipping threshold for each layer
C1, ..., CK is then set to the estimated quantile. The number of gradients clipped in each layer is recorded before
each parameter update, and the clipping threshold is then adjusted based on how many individual gradients have
been clipped previously. The fraction of clipped gradients needs to be sanitized according to DP, and an additional
noise multiplier is used to achieve this goal. This also affects the noise multiplier setting for parameter updates,
and the new noise multiplier is calculated as:

σnew = (σ−2 −K(2σb)
2)−1/2

where σb is the additional noise multiplier for the sanitized clipped gradients fraction, σ is the original noise
multiplier and K is the number of layers in the neural network (also known as number of groups).

The technique also uses different levels of noise in each layer. For example, let γ1, ..., γk be coefficients for
scaling, and g̃k be the sum of clipped gradients for layer/group k. Applying the Gaussian mechanism to scaled
ĝ := (ĝ1, ..., ĝk), where ĝk := g̃k/γk, and rescaling back the sanitized values afterwards adds noise to g̃k with
standard deviation proportional to γk. There are two ways to choose (γ1, ..., γK):

• Global strategy: γk = 1 for k ∈ [K]. This strategy adds same amount of noise to all components.

• Equal budget strategy: γk = Ck for k ∈ [K]. This strategy gives all the groups the same privacy budget.

Another method of adaptive gradient clipping has been explored in [3], this time in the context of federated
learning (FL). The main idea of the approach is to fix the quantile value of observed norms, and use gradient
descent to fit C to this value:

Let X ∈ R be a random variable, and let γ ∈ [0, 1] be a quantile to be matched. For any C, define

lγ(C,X) =

{
(1− γ)(C −X), if X ≤ C
γ(X − C), otherwise

which implies

∇l′y(C,X) =

{
(1− γ)(C −X), if X ≤ C
−γ, otherwise

Since the loss is minimum when Pr(X < C) = γ, the loss function is convex and gradients are bounded by 1, it
is possible to get an online estimate of C that converges to the γth quantile of X using online gradient descent.
On a sample size m, with b being the proportions of elements lower than C, the average derivative of the loss for
that round can be simplified to b̄− γ. This is captured by the following equation:

l̄′γ(C;X) =
1

m

m∑
i−1

{
(1− γ), if xi ≤ C
−γ, otherwise
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=
1

m
((1− γ)

∑
i∈[m]

Ixi ≤ c− γ
∑
i∈[m]

Ixi > c) = b̄− γ

For a particular learning rate ηc, the clipping bound can be updated through: C ← C − ηc(b̄ − γ). Since b
and γ take values in [0,1] the update clipping bound changes by at most η × c in each step. This can be a
problem in two scenarios, one if C is very large, and the other when updates are coarse and may overshoot to
become negative if C is a lot smaller than ηc. The following geometric update rule can be used in this case:
C ← C · exp(−ηc(b̄− γ)), which allows the update rule to quickly converge to the true quantile even if initial
estimates are largely different. Figure 4 illustrates the adaptive clipping algorithm using quantiles.

Figure 4: Adaptive Clipping Using Quantiles

3.2.3 Coordinate-wise Adaptive Clipping

The work of Pichapati et. al.[5] proposed another approach to adaptive clipping. The AdaClip algorithm adds
less noise compared to other methods by using coordinate-wise adaptive clipping of the gradient, as opposed
to norm-based, thus producing models with improved accuracy. The main idea in the approach is rather than
searching for a good clipping value, the gradients are centered and standardized before being clipped to 1 and then
noise is added to their value scaled according to the fixed sensitivity of 1. The noisy values are then transformed
back to their original mean and variance.

Denote by gt the stochastic gradient vector at iteration t, and let at and bt be auxiliary vectors. The gradient
vector gt is first translated by at obtaining (gt − at), then each dimension is divided by bt. This produces the
transformed gradient wt, given by wt = gt−at

bt . Sensitivity is bounded by clipping the transformed gradient at
norm 1, according to equation:

ŵt = clip(wt, 1)
∆
=

wt

max(1, ||wt||2)
Noise is then added to the clipped gradient:

w̃t = ŵt +N t

N t ∼ N (0, σ2I)
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Finally, the noisy gradient is rescaled to the same scale as the original gradient by first multiplying with bt and
then adding at:

ĝt = btŵt + at

This produces the differentially-private approximation of gt. The main challenge consists in finding the optimal
choices of the auxiliary vectors at and bt. When testing the implementation of AdaClip with the original DP-SGD
implementation done by Abadi et al [2] on the MNIST dataset, AdaClip was found to produce higher accuracy
for the same settings of ε and δ.

3.3 Learning Rate Adaptation

The learning rate parameter controls the step size taken during the optimization process to update the weights of
the neural network. Choosing an optimal learning rate is very important: a small learning rate can result in the
model taking too long converge, or being stuck at a local optimum. Meanwhile, a learning rate that is too large
may result in a model that does not converge.

Adapting the learning rate is a concept that has been used in conventional, non-private machine learning,
in tasks involving large-batch training [27]. In the context of DP-SGD, adapting the learning rate is even more
important, as clipping and adding noise to gradients can change the direction of the gradient.

Figure 5: ADADP Update Mechanism

The most prominent approach using adaptive learning rate in private learning has been proposed in [7] by
Koskela et al. They proposed a method of adapting the learning rate by estimating the error against the gradient
flow when comparing the results after one step and two half-steps. Figure 5 provides an overview of how the
algorithm functions, and how the step size is adaptively tuned. The basis of the approach relies on numerical
extrapolation of ordinary differential equations (ODEs). Let g be a differentiable function g : Rd → R. To find
the local minimum of function g, a first-order method called gradient descent (GD) is used. The gradient flow of
g can be described as the explicit Euler method with step size ηl applied to a system of ODEs. An estimation of
the error of the gradient descent can be performed by considering one step of size η:

θ1 = θ0 − η∇g(θ0)

An alternative approach is to employ two steps of size η
2 :

θ1/2 = θ0 −
η

2
∇g(θ0) θ̂1 = θ1/2 −

η

2
(θ1/2)

It is thus possible to get an O(η3)-accurate estimate of the local error through the value 2(θ̂1 − θ1). Using this
information, the estimation of the error at iteration l can be deduced from errl = ||θ̂l+1 − θl+1||. The local error
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of magnitude τ to be desired is then set, which is used in the following proposed mechanism to update the step
size:

ηl+1 = min(max(
τ

errl
, αmin), αmax) · ηl

where the value of αmin < 1 and αmax > 1. When this mechanism is implemented in a DP-SGD setting, the
equation to determine the local error is changed instead to be the estimate of the ℓ2-norm of the function err(θ, θ̂)
as it was found to give better numerical results.

err(θ, θ̂)i =
|θi − θ̂i|

max(1, |θi|)

The way the adaptive DP algorithm works is that a random batch B1 is first drawn with probability q = |B|/N .
The gradient G1 is then calculated and clipped by C, before being evaluated at θl. The algorithm then performs
two different steps, one by step size ηl, ηl+1 ← θl−ηlG1, and the other by half step size, ηl

2 , ηl+1/2 ← θl− ηl
2 G1.

A second set of batches B2 with probability q is then drawn, gradient calculated and clipped G2. This batch,
however, is only being evaluated with the half-step size ηl+1/2 performed in the first batch, and another half step
is performed, θ̂l+1 ← θl+1/2 − ηl

2 G2. The error between the updates done by one step size, θl+1, and two half
step size, θ̂l+1 is then evaluated using ||err(θl+1, θ̂l+1||. If the evaluated error is greater than the set tolerance
parameter τ , the updated parameter is discarded. Regardless of whether the updated parameter was kept or
discarded, the next iteration step-size η is then calculated using equation (3.3).

One of the main advantages of this algorithm is that its privacy properties are simple to analyze. The complete
algorithm can be modeled as M̃ – a composite of two different mechanisms: MG1(X) and MG2(X). The SGD
approximation as well as the additive Gaussian noises are independent of each other, meanwhile, the sampling
ratio q is kept the same for both. By keeping parameters q, σ and C the same for both mechanism, the composite
algorithm is able to run half as many iterations as DP-SGD to get the same privacy for the data.

One of the main difficulties in this implementation is choosing a good tolerance parameter τ that allows the
accumulated additive noise to stay bounded as well as preventing any instabilities caused by the SGD gradient.
This can be achieved by setting τ such that the accumulated DP noise after T iterations is approximately O(1)
element-wise.

3.4 Discussion

We explored several categories of techniques for adapting hyperparameters in DP-SGD, all targeting an improve-
ment in the privacy-accuracy trade-off of learning. Table 1 provides a synthetic classification of the different
methods covered in this section, and the papers in which they were introduced.

In the category of adapting the privacy budget, the advantage gained is achieved by fine-tuning the injected
noise at different stages of learning. In the first few iterations, larger gradients are expected, hence a large privacy
budget allocation may not help, but as the parameters approach their optimal values, gradients become smaller
and require finer-grained tuning, hence the noise should be reduced [13]. This aspect is further observed in the
noise decay approaches, where a simple budget allocation strategy is able to achieve higher accuracy under fewer
epochs compared to a uniform privacy budget [20]. However, that’s not to say the adaptive privacy budget is a
perfect solution. There are usually constraints on where this approach is effective. For example, adapting the
privacy budget based on the convergence rate requires making assumptions on the loss function, which is not
always possible [19]. Furthermore, some methods require a public validation dataset to be utilized, and when one
is not available, the alternative approach requires setting some additional parameters, which can be difficult to
optimize [20] and will consume budget otherwise allocated to computing gradients.

With adaptive clipping techniques, the main advantage gained is eliminating the need to fine-tune the clipping
threshold parameter during training. We discussed earlier in the section the importance of setting a good clipping
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Table 1: Summary Of Adaptive DP-SGD Approaches

Method Adaptive Hyperparameters
Privacy Budget Clipping Learning Rate

Noise Decay [20]
Optimal Step-Size Search [13],[4] [13],[4]

Privacy-Based [4]
Convergence Rate [24],[19]

Norm-Based [26]
Quantile Estimation [6],[3]

Coordinate-wise [5]
Error Tolerance [7]

threshold, especially taking into account the sensitivity of the training process. Adaptive clipping helps balance
the privacy-utility trade-off to a reasonable degree. In turn, this improves the stability of the training process,
preventing extreme cases such as gradient explosions [3]. In some cases, adaptive clipping is necessary to achieve
good accuracy results compared to a fixed clipping threshold, as observed with per-layer clipping [6]. It is also
important to look at the drawbacks associated with adaptive clipping. Some methods, e.g., quantile estimation,
require allocating some privacy budget to perform the necessary calculations [3, 6]. Furthermore, a lot of the
techniques used to implement adaptive clipping are dependent on additional hyperparameters in order to work,
and depending on the sensitivity of these hyper-parameters the algorithm can influence the performance of
adaptive clipping [5]. It is very difficult to choose an optimal value that can provide the best performance for each
method.

The last adaptive hyperparameter we discussed is learning rate. The main advantage seen in adaptive
learning rate is accelerating the convergence of the model during the training process. Dynamically adjusting the
learning rate based on the gradient updates allows the model to make significant progress in a smaller number
of iterations [7]. This is especially the case during the early stages of training, when large model updates are
beneficial as they accelerate convergence. However, it is important to factor in the additional computational
overhead needed to adjust the learning rate at each iteration. This can end up causing the training time to
significantly increase. Similarly to other adaptive techniques, some methods of adaptive learning rate are
dependent on more hyperparameters that need to be carefully tuned for performance [7]. It is also important
to note that the performance of adaptive learning rate is highly dependent on the datasets and tasks being
performed [13].

4 Data Management Solutions for DP-SGD

Memory management has always been a critical challenge in machine learning, particularly in the context of
private training. A significant part of the difficulty arises from the model itself, especially with the increasing
popularity of Large Language Models (LLMs), which can involve billions to trillions of parameters [28]. The use
of graphics processing units (GPUs) has become popular for training due to their parallel processing capabilities,
high throughput, and specialized hardware optimized for matrix calculations, which plays a pivotal role in
machine learning during the forward pass and backpropagation process. Despite these computational advantages,
leveraging GPUs to their full potential often presents substantial challenges.

Key issues include the limited memory capacity of GPUs, which restricts the size of models and batches that
can be processed [29]. Efficient memory partitioning is necessary to avoid fragmentation and out-of-memory
errors but becomes more complex with the additional requirements of DP-SGD, such as gradient clipping and
noise addition [2]. Data transfer overheads between CPU memory and GPU memory also pose significant
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challenges, exacerbated by the frequent updates needed for privacy-preserving operations. Additionally, while
multi-GPU training can alleviate some memory constraints, it introduces new complexities in synchronizing
gradients and privacy budgets across multiple GPUs.

Understanding and addressing these memory constraints is essential for optimizing the performance and
scalability of machine learning models, especially when implementing privacy-preserving algorithms like DP-
SGD. A significant challenge in memory management is handling the gradients. Since DP-SGD requires
manipulating gradients through clipping and noise addition to preserve privacy, it can significantly influence
the memory requirements for training. This section will explore different clipping techniques used in DP-SGD,
discussing their key processes and how they impact the memory requirements of training.

4.1 Flat Clipping

4.1.1 Per-example Processing

One significant drawback of DP-SGD is its perceived computational expense, mainly due to the process of
clipping per-example gradients. This process, along with the potential normalization of these gradients, imposes
substantial memory and time costs within standard machine learning frameworks [30]. As a result, private
machine learning techniques like DP-SGD become even more computationally and memory intensive compared
to their non-private counterparts [31].

The computational and memory cost of training depends on the technique being used in taking the training
data before performing the private training that would effect how the dataset gets clipped in each iteration. The
most basic one is per-example clipping, where only one example from the dataset is used in each iteration of
the training. Since only one example is being processed at any given time, this can end up easing the memory
requirement of the training process. However, it may still be prone to issues in terms of memory management. In
particular, these issues can arise from having a large model with billions of parameters, in which the advantage of
only processing one example at a time becomes negligible in terms of memory space. In such cases, a solution
would be to partition the model into different memory segments, or assign each partition to different GPU
units [32]. In the latter case, the overhead introduced in communicating and synchronizing the different GPUs
would also need to be considered. Furthermore, this issue can also arise when working with a model that contains
multiple layers. The aggregation of the gradient from these layers can end up not fitting in a memory, necessitating
to partition the gradients between different memory blocks. Since this issue mainly stems from needing to store
the per-example gradient in order to calculate the norm needed for clipping, alternative approaches to clipping
can be introduced which do not rely on the gradient norm. This would solve the overall need of storing the
per-example gradient in memory. However, it is important to note that per-example clipping tends to require the
least memory compared to other clipping techniques as only one example is being worked on at a time. The
downside consists mainly in its computational inefficiency, as more iterations are required to go through enough
of the training data, and difficulty of implementing parallelism in this method wastes some of the hardware
utilization potential.

4.1.2 Minibatch Clipping

Mini-batching processes a subset of examples from the dataset (a minibatch) at the same time for each iteration.
Compared to per-example clipping, minibatching has the advantage of being more computationally efficient, as
less iterations are needed to process the same number of examples. Hardware utilization is also more efficient due
to allowing parallelization and vectorized operations [33]. However, it is widely acknowledged that minibatch
clipping will require more memory usage compared to other techniques. Not only do all the examples need to be
stored, but the related activation function result and gradient would end up needing to be stored to perform the
clipping. As seen for per-example clipping, if the model itself ends up taking a large amount of memory space,
this problem would be exorbitantly worse in the minibatch setting. The overall memory size requirement can be
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dictated by the batch size multiplied by the size of each example in the batch, meaning the bigger the batch size,
the more memory is required [34]. Additional temporary memory buffers must be allocated for the aggregation of
the gradients in the minibatch before noise can be added and the parameters can be properly updated. However,
if small batches are used to reduce memory overhead, it would result in lower computational performance as it
limits the capabilities of parallelization [35].

To ease the memory requirement, the aggregation of the gradients can be done from the start, eliminating the
need to store the per-example gradients of the batch, but realistically this is applicable only for clipping techniques
that do not rely on the gradient norm. Alternatively, the idea of gradient accumulation can be implemented to
reduce the memory needed [36]. The concept works similarly to microbatching, which is explained later. Similar
to previous steps, a small batch is taken and the gradients in the batch are clipped and aggregated into one memory
block. The next batch is then drawn and gradients of the batch are clipped again, but this time instead of storing
them separately from the first batch, they would all be accumulated in one running sum. This repeats for a number
of steps before performing the gradient step with noise addition to do the parameter updates. This technique
allows for an arbitrarily large batch while requiring a fixed amount of memory.

4.1.3 Microbatch Clipping

Microbatching takes mini-batching further, by dividing the minibatches to even smaller sub-batches called
micro-batches. This technique eases up the memory requirements of minibatching, by working with fewer inputs
at any given time. Assume a minibatch with a size of 32, meaning that 32 activations and gradients need to be
stored simultaneously. Assume we introduce microbatching and split the minibatches into 4 microbatches of size
8 each, we would then only need to hold 8 instances of activation and gradients at the same time. Once the current
microbatch has finished, only the final aggregated gradient of the microbatch needs to be stored, and the memory
to store the previous gradients would then be used for the next iteration. These microbatch gradients would all
be accumulated in one memory block that stores the overall aggregated gradient of the microbatch. Figure 6
shows a comparison between the differences of minibatch clipping and microbatch clipping. One of the main
advantages is the ability to add noise to each micro-batch as opposed to the aggregated gradient in mini-batching,
allowing tighter control over the DP mechanism and allowing more precise tuning to the privacy required [36].
However, this additional noise can also result in reduction in the model’s utility. Microbatching also results
in higher runtime compared to traditional minibatching, as it limits the capabilities of the hardware utilization
compared to traditional minibatching due to the need to process the micro-batch sequentially [34]. It may seem
counter-intuitive to use microbatching, given that minibatching offers greater computational advantage and there
is the option to simply reduce the batch size to handle the memory problem, but in some cases microbatching
is the only alternative solution that is available. For example, a single GPU may not be sufficient to support
large batch sizes. By utilizing micro batching, the peak memory required is significantly reduced, allowing the
handling of larger batch sizes with limited resources [37].

To combat the high memory and computational demands of DP-SGD, several works investigated solutions
that ease the cost of DP-SGD, especially in the contest of large-scale models. McMahan et al. [38] modified
federated learning techniques for DP-SGD and distributed the training process to different mobile devices that
share the same model. Dupuy et al. [31] proposed another technique for group-wise clipping involving the use of
GPUs. Since DP-SGD is computationally expensive because each batch requires its own gradients, these batches
can instead be divided into micro-batches and assigned their own GPU. This reduces the computational cost of
computing the overall gradient as the work is divided between the GPUs.

4.2 Group-wise Clipping

He et al. [6] investigated group-wise clipping for its memory and processing advantage compared to traditional
flat clipping, regardless of the size of the model. Two group-wise clipping techniques were considered: per-layer
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Figure 6: Minibatch Clipping vs Microbatch Clipping

clipping and per-device clipping.

4.2.1 Per-layer Clipping

Figure 7: Per-layer Clipping

In per-layer clipping, per-example gradients of each layer in a neural network are clipped separately. Param-
eters of a neural network are grouped together and each of the K layers in the network is prescribed its own
clipping threshold, Ck. This brings the main advantage of per-layer clipping, in which gradient clipping for a
particular layer can be done as soon as the backpropagation returns the output gradient of that layer, allowing
clipping to be done together with backpropagation, as opposed to flat clipping which requires backpropagation to
completely finish first. Additionally, the process of summing and clipping of the per-example gradient can be
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combined as soon as the input activation, output gradients and per-example gradient norms are known. Figure 7
shows the entire training cycle and how each layer performs its gradient computation, as well as how each layer’s
gradients are stored separately to perform the parameter updates corresponding to each individual layer. Besides
the computational advantage, this method does not require instantiating the per-example gradients in memory,
and instead can be computed as needed. This technique is referred to as ghost clipping [39].

However, even though a computational advantage is noticed for per-layer clipping, utilizing a fixed clipping
threshold for each layer ends up making the model perform worse compared to the traditional flat clipping method
in certain scenarios. Observations during training reveal significant fluctuations in the magnitudes of per-layer
gradients throughout the process. While gradients may initially be uniformly low, they tend to increase notably
for layers closer to the input as training progresses. It is suggested that employing a fixed layer-wise clipping
threshold eliminates the structural relationship between gradients of different layers, introducing an additional
source of bias on top of the inherent bias associated with flat clipping techniques. As a solution to the performance
problems of fixed per-layer clipping, adaptive clipping thresholds can alleviate the structural bias that comes with
clipping gradients of different layers separately. In this case, the adaptive clipping technique focuses a quantile
estimation, as discussed in Section 3.

4.2.2 Per-device Clipping

Another group-wise clipping technique explored in [6] is per-device clipping. The main motivation for this
method is to make use of larger/better pre-trained model as past works have shown using them improves the
privacy-utility trade off. The problem is that size of the model makes it so that the model weights cannot be fit in
a single device (GPU), making it a difficult computational problem. The solution to this problem revolves around
pipeline parallelism popularly used in non-private training [40]. The model is first partitioned into consecutive
blocks/layers which is then assigned to its own accelerator (i.e., GPU). Forward computation is performed on
micro-batches (split mini-batches) that chain together the local computations done on each model partition by
communicating activation outputs between the GPUs. Backpropagation reverses this process but on each GPU,
and intermediate forward computations are performed to reduce peak memory usage. Furthermore, parallel
computation is enabled across GPUs to reduce overall training time. Once all micro-batches finish their forward
and backward computation, SGD performs its parameter updates, and the GPUs are synchronized.

Since flat clipping requires computing per-example gradient norms in order to get the scaling factors for
computing gradients, it becomes necessary to have additional communication between devices to get the per-
example norms of their local gradients. This ends up adding extra overhead to the pipeline parallelism process [6].
There are three potential approaches to reduce communication, however both of them result in non-trivial
slowdowns and increased complexity in the implementation. The first approach is to synchronize all the devices
after the full backward pass is finished for each micro-batch. This allows each device to have the same gradient
norms for computing the clipping scaling factor, but it ends up requiring as many synchronization steps as the
amount of micro-batches in a mini-batch, which further reduces efficiency when micro-batches are large. The
second option is to offload the unclipped local per-example gradients to the CPU, and to transport them back
during synchronization. The problem here is the slow CPU-GPU data transfer rates ends up being costly. The last
option is to re-materialize the local per-example gradient during synchronization, which ends up being costly as it
requires a second backpropagation step to be performed.

4.3 Quantifying Memory Requirements

Knowing the different ways clipping can be performed, it is important to quantify how much memory is required
by each technique. Yousefpour et. al. [34] estimated the memory requirements in a per-example setting that uses
the minibatching technique as follows:

Mnon-DP = bC + 2L

112



(a) Per-layer Clipping (b) Mini-batch Clipping

Figure 8: Per-layer Clipping Memory vs Mini-batch Clipping Memory

MDP = bC + (1 + b)L

where L is the number of trainable parameters with each one being of size 1, C is the size of the features, label,
and model output for a single data point, and M is the total memory usage for one forward and one backward
pass on a batch of size b. The labels and outputs for b data points are expected to occupy memory of size bC and
the model itself occupies memory of size L. In a non-private setting, the gradients are expected to occupy an
additional memory of size L, meanwhile, for a private setting, the gradients are expected to occupy a memory of
size bL due to the need to store per-sample gradients. If the batch size is greater than or equal to 1, it’s possible to
get an estimate of how much memory private training requires compared to non-private as a ratio of the number
of trainable parameters and the size of the model input/outputs. This is given as:

MDP

Mnon-DP
=


bC+(1+b)L

bC = 1 + L
C , if L/C << b

2+b
3 = b

3 , if L/C = b
1+b
2 = b

2 , if L/C >> b

He et. al. [6] compared the memory requirements between the per-layer clipping and the approach in [34]
and found that per-layer clipping occupies a similar amount of memory as the non-private setting. This result is
expected, given that the ghost clipping technique used in per-layer clipping eliminates the need to store per-sample
gradients, making the memory requirement of storing the gradient independent of the batch size. This means that
the traditional mini batching technique would require double the memory size compared to per-layer clipping,
as traditional mini batching scales with the batch size twice, as opposed to only once with per-layer clipping.
Figure 8 shows a comparison between the scaling factor with the batch size in terms of memory for per-layer
clipping and mini-batch clipping. As an example, assume L and C both uses a memory unit of size 1, and training
uses a batch size of 100. Using the equation above, we can estimate the memory required for traditional mini
batch clipping with per-sample gradients to be 201. Meanwhile, for per-layer clipping, we would need a memory
block of size 102 only. The difference will keep growing bigger with larger batch size, especially when we
consider private training of large-scale models that require the use of multiple GPUs.

5 Individualized Privacy Budget

The majority of DP-SGD techniques assume a fixed privacy requirement (i.e., budget ε) for all data contributors,
and focus on various adaptations of learning rate or budget consumption throughout the learning process to
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improve the privacy-accuracy trade-off (see Section 3). The privacy budget used in the training must adhere to the
most stringent privacy requirement among all data contributors. However, in practice, various data contributors
may have differing privacy expectations [41]. Data points from contributors with lower privacy requirements
could potentially offer more valuable information for training machine learning models. Consequently, setting a
uniform privacy budget across all data points may unnecessarily lower the training accuracy.

Recently [42], a novel research direction has surfaced, which focuses on supporting the enforcement of
heterogeneous privacy constraints across the training dataset. Data points are partitioned into several groups,
each with its own privacy budget. Essentially, the concept involves allocating greater privacy budgets to less
sensitive data points and lower budgets to more sensitive ones. In this section, we review the several approaches
for individualized privacy budget assignment.

The idea of individualized privacy constraints has been considered in the differential privacy literature even
before DP-SGD emerged, in the context of statistical queries. The early work by Jorgensen et. al. [43] proposed
two directions. The first one involves a two-step process: non-uniform sampling based on each tuple’s specific
privacy requirements, followed by applying a differentially private mechanism to the sampled dataset. This
method effectively combines randomness from both steps to achieve personalized privacy guarantees. The second
approach, inspired by the exponential mechanism developed by McSherry and Talwar [44], offers a more direct
route to achieving Personalized Differential Privacy (PDP).

Later on, the work done by Li et. al. [45] explored two partitioning methods aimed at achieving PDP
while optimizing individuals’ privacy budgets and enhancing utility. These methods, termed privacy-aware and
utility-based partitioning, group records with diverse privacy budgets into different bins. Each bin undergoes DP
aggregate computation using its minimum privacy budget, and the perturbed results are aggregated in the final
output.

A recent study [46] took an adaptive approach to PDP. The proposed adaptive framework for personalized
differential privacy (AdaPDP) dynamically selects noise generation algorithms and determines parameters such
as sensitivity and noise magnitude based on query functions, data distributions, and privacy settings, in order to
maximize data utility. Additionally, AdaPDP conducts multiple rounds of utility-aware sampling to meet diverse
privacy requirements for individual users.

Most studies emphasize two key directions to achieve individualized privacy: sampling and grouping. In
the former approach, sampling probabilities are assigned to data points inversely proportional to their privacy
concerns, ensuring that records with higher privacy demand are sampled less frequently. In the latter, points with
equal privacy concerns are clustered together, with higher-privacy groups undergoing more noise addition than
lower concern groups. Figure 9 illustrates the two approaches.

The upsampling approach is a technique introduced in [42] in conjunction with the Private Aggregation of
Teacher Ensembles (PATE) algorithm. PATE is an alternative to DP-SGD for training machine learning models
on sensitive data while preserving individual privacy. It involves training multiple teacher models on disjoint
subsets of the data, aggregating their predictions with differential privacy, and then training a student model using
the noisy aggregated labels. PATE allows for effective model training while ensuring privacy protection, making
it suitable for various applications in fields like healthcare and finance [8].

The upsampling mechanism relies on duplicating sensitive data such that overlapping data-subsets can be
allocated to different teachers. Thereby, data with higher privacy budgets are used to train a higher number of
teachers, thus revealing more information from data points with less restrictive privacy needs, and restricting
the level of information derived from points with higher demands [42]. The algorithm ensures that points are
duplicated by an integer according to the privacy budget ratios. Algorithm 1 shows how the upsampling factor is
calculated for each data point.
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(a) Sampling (b) Grouping

Figure 9: Sampling Approach vs Grouping Approach

Algorithm 1: Upsampling method in PATE [42]
Input: Privacy budgets {εd} for each data point d, precision p ∈ N
Output: Upsampling factor ud for each data point d
{ε1, . . . , εj} ← unique({εd}) ; // Get unique budgets
for each εj do

ε̄j ← εj · 10p ; // Upscale budgets
end
D ← Greatest Common Divisor(ε̄1, . . . , ε̄G);
for each ε̄j do

ud ←
ε̄j
D ;

end

Using the same upsampling technique, the work in [9] proposed a method that relies on sampling data
points with different sample rates q1, ..., qP depending on their individual privacy budgets. In this case, the noise
multiplier σsample is fixed. Data points with higher privacy budgets (weaker privacy requirements) are assigned
higher sampling rates than those with lower privacy budgets. This modifies the Poisson sampling process for
DP-SGD to sample data points with higher privacy budgets within more training iterations. Using the minimum
privacy budget of ϵ1, the algorithm begins by initializing the σsample with σ from conventional DP-SGD, which
is the noise multiplier needed for the privacy group G1, which has the strongest privacy requirement of all groups.
This is equivalent to instantiating σsample using the overall privacy groups’ upper bound noise. Next, they employ
a getSampleRate function to determine the sample rates for the specified privacy parameters. The algorithm
then reduces σsample repeatedly by a scaling factor that is marginally smaller than 1, and recalculates q1, ..., qP
until their weighted average approaches q (the traditional unified sampling rate).

The grouping approach is another technique used for individualized privacy budget assignment, which
clusters together training examples with similar privacy requirements. In PATE, this step takes the form of a
weighting mechanism [42] which adjusts how the aggregation of teacher votes is performed. It does this by
assigning higher or lower weights to individual teachers’ votes based on the privacy requirements of their training
data points. Consequently, data points with similar privacy budgets εj , referred to as a privacy group gj , must be
assigned to the same teacher(s). Algorithm 2 outlines the process of assigning weights wi to the teachers.
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Algorithm 2: Weighting mechanism in [42]
Input: Privacy budget εj and number of teachers nj for each privacy group j, j ∈ {1, . . . , G}, and total

number of teachers k
Output: Weight wi for each teacher ti
E ←

∑G
j=1 εj ;

for each privacy group gj do
ε̄j ← εj

E ; // Relative privacy budget
n̄j ← nj

k ; // Relative group size
w̄j ← ε̄j · n̄j ;

end
W ←

∑G
j=1 w̄j ;

for each privacy group gj do
wj ← w̄j

W · k ; // Make sum of weights match k
for each teacher ti with data from j do

wi ← wj ;
end

end

Based on grouping, the work in [9] proposes a scaling method that adjusts the noise added to each gradient
based on the privacy constraint of each data point. Current implementations of DP-SGD typically add noise to
the sum of per-example clipped gradients over an entire mini-batch, resulting in the same amount of noise being
added to all gradients. Instead, the authors of [9] introduce individualized clipping bounds c1, ..., cP for each
privacy level, effectively adjusting the scale of noise added on a per-example basis by modifying the sensitivity
(clipping bound) of each example with a multiplier. Data points with higher privacy budgets (weaker privacy
requirements) receive lower noise and higher clipping norms. As indicated in Equation (1) below, the clipping
bound c does not directly impact the obtained ε; instead, the individualized privacy in the scaling approach results
from the individual noise multipliers σ1, ..., σP . The privacy guarantee ε depends on noise multiplier σ, sample
rate q, the number of training iterations I , and the RDP order α [9]. This translates into utility gains thanks to the
overall increase in the signal-to-noise ratio during training.

ε ≤ I · 2q2 α
σ2

(1)

However, directly implementing individual noise multipliers per privacy group in scaling degrades training
performance, because noise is added per mini-batch, while sampling and gradient clipping are performed per
data point in DP-SGD. Restricting mini-batches to contain only data points from the same privacy group, which
share the same noise multiplier, would lead to a loss of gains in the privacy-utility trade-offs resulting from
subsampling. Therefore, while relying on mini-batches that contain data points with different privacy requirements
(i.e., different noise multipliers), one can specify a single fixed noise multiplier σ scale.

To overcome this limitation, the work in [9] does not set noise multipliers σ1, ..., σP directly, but instead
obtains them indirectly through individualized clipping bounds c1, ..., cP . In conventional DP-SGD, a gradient
clipped to c obtains noise with standard deviation σ ∗ c. In the scaling approach, gradients are clipped to
cp = sp ∗ c with a per-privacy group scaling factor sp, obtaining noise multiplier σpcp. Noise is added according
to σscalec to all mini-batches. Thus, the effective noise scale σp of each data point becomes σp = 1

sp
∗ σscale.

Data points with higher privacy budgets have sp > 1, receiving lower noise multipliers, and vice- versa for lower
privacy budgets.

Assuming all users in the training dataset have equal privacy concerns, certain training examples contribute
more significantly to the learning process than others. This discrepancy means that some examples may pose
higher privacy risks than others. A recent study by [47] introduces a novel approach to privacy assurance termed
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output-specific individual differential privacy. This method is designed to analyze the privacy guarantees of
individual data points within models trained using DP-SGD. Investigations from [47] reveal that many data points
benefit from stronger privacy guarantees than initially anticipated under the worst-case scenario, and that there is
a robust correlation between a data point’s privacy level and its associated training loss.

The fundamental concept behind output-specific (ϵ, δ)-DP involves defining the privacy parameter ϵ as a
function of both the outputs and the specific target data point. In essence, for a given data point d and a subset
of outcomes A ⊂ O, an algorithm A : D → O satisfies output-specific individual (ϵ(A, d), δ)-DP for d at A if
certain predefined conditions are met. To operationalize this approach, an algorithm is introduced to compute
per-step RDP for each example using estimated individual gradient norms. Additionally, this algorithm facilitates
the updating of individual gradient norms and the accumulated RDP. Furthermore, to streamline the computational
cost associated with individual privacy assessment, two parameters are introduced: the frequencyK for computing
batch gradient norms and the decision of whether to round individual gradient norms using a small constant r.

6 Experiments

We conducted a brief benchmarking of the various studied techniques for adaptive and individualized DP-SGD,
the purpose of which is two-fold: first, some of the experimental runs in the original papers introducing these
techniques were conducted under different datasets and/or different parameter settings, making it difficult to
directly compare approaches head-to-head. Second, we wanted to validate the results presented by the authors in
their papers, and thus conduct a reproducibility study. For all experiments, we use the RDP moments accountant
as defined by Abadi et. al. in [2], based on the concept of Renyi Differential Privacy discussed in Section 2.

We used two prominent datasets in our runs:

• MNIST: introduced by LeCun et al. [48] in 1998, consists of handwritten digit images. Specifically, it
contains 60,000 training examples and 10,000 test examples, where each example is a 28×28 grayscale
image.

• CIFAR-10: Developed by Krizhevsky and Hinton in 2009 [49], it consists of color images classified into
ten distinct classes, including objects like airplanes, cars, and birds. It includes 50,000 training images and
10,000 test images, with each image being a 32×32 pixel RGB image.

6.1 Adaptive DP-SGD Results

First, we investigated three prominent techniques for noise magnitude decaying discussed in Section 3.1.1: Time
Decay, Exponential Decay and Polynomial Decay [20]. These experiments were performed using the same
parameters settings as in the original work from 3.1.1 (σinitial = 10 for all decaying strategies) on the MNIST
dataset. Figure 10 and Table 2 summarize the results. Our experiments show that these techniques assign very
low privacy budget (ϵ) to the earlier iterations with a controlled increase over time, allowing the training gradients
to be injected with higher noise at the start of training, and reducing the noise in later iterations, as training
converges. Figure 10 illustrates the privacy budget consumption rate for all mentioned techniques along with
standard DP-SGD for σfixed = 8. Among all approaches, Time Decay consumes the most privacy-budget, and at
the highest rate. Table 2 presents the testing accuracy achieved using the above-mentioned decaying strategies.
Time Decay achieves the highest accuracy of 91.50% after consuming approximately ϵ = 1.0 while Polynomial
Decay and Exponential Decay achieved 90.66% and 89.00% respectively, for the same aggregate privacy budget
consumption.

Next, we experimented with adapting learning rate (η) and clipping threshold (C), according to the method-
ology described in [7] and [3] (described in Sections 3.2.2 and 3.3, respectively). Noise magnitude was set at
σ = 2.0. Figure 11 shows the test accuracy of each technique when training on the MNIST dataset. Among the
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Table 2: Accuracy Comparison of Noise Decay Strategies

Stopping Cri-
terion

Stopping
Threshold

Polynomial
Decay

Time Decay Exponential
Decay

Epochs 100 91.67% 92.18% 87.41%
ϵ 1 90.66% 91.50% 89.00%

Figure 10: Adaptive Privacy Budget Consumption Rate

three, adaptive learning rate produced the best accuracy (91.90%) after consuming privacy budget ϵ = 1.0, while
adaptive clipping achieved 85.37% accuracy with overall privacy budget consumption of ϵ = 0.83 – a tighter
privacy guarantee than standard DP-SGD which achieved accuracy of 86.00% after consuming ϵ = 1.0.

For comparison purpose, we tested the performance of the noise magnitude time decay methodology discussed
earlier using the same parameters that have been used for the latest adaptation experiments. The noise magnitude
time decay seems to be the most promising among all, as it yielded an accuracy of 92.05% with ϵ = 1.0 in a
shorter training time.

We conducted the same experiment on the CIFAR-10 dataset, using the same architecture and parameters
used in [7], and σ = 1.2 for all techniques except for the exponential noise decaying approach, for which we
used σinitial = 2.0, in order to prevent very high privacy budget consumption. Figure 12 summarizes the results.
Experiments on CIFAR-10 confirm the superiority of learning rate adaptation, which obtained the highest accuracy
of 62.52% with ϵ = 2.0 going up to 64.97% with ϵ = 3.0. Clipping threshold adaptation produced slightly
better improvements with an average of 7% additional accuracy when compared to standard DP-SGD at similar
privacy levels. One important observation from this set of experiments is the performance of noise magnitude
decay. Specifically, exponential noise decay is able to achieve only marginally better accuracy compared with the
standard DP-SGD under similar budget consumption.

6.2 Individualized Privacy Budget Results

We evaluate two different individualized privacy (IDP) approaches proposed by Boenisch et. al. in [9], namely
grouping and sampling. We divide the training dataset into three partitions according to the privacy requirements
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Figure 11: Accuracy of Adaptive Techniques on MNIST

illustrated in Table 3. The two distributions correspond to the settings used in [9] and [50], respectively.
First we present results obtained on the MNIST dataset. According to [9], the sampling approach uses

individual sampling rates = {0.005, 0.009, 0.013} for the three different privacy level groups respectively, with
σsample = 1.368. In the scaling approach, the corresponding individual clipping thresholds are {0.141, 0.236,
0.299} with σscale = 1.545. After training the model using both approaches, scaling obtained accuracy of 97.63%
while sampling achieved 96.79% accuracy, both outperforming previously mentioned DP-SGD related approach.
The results match the ones presented in the original IDP work from [9].

We also investigated results on CIFAR-10, which were not reported previously. We include two more extreme
cases of privacy requirements, cases 2 and 3 in Table 3. Case 1 is the only one used in the original work from [9].
The second case has a more pronounced variability in privacy concerns, with one group having very tight privacy
requirements, while the others are more loose. Finally, the third case has two groups with relatively tight privacy
requirements, and a third with almost no privacy concerns.

Figures 13 and 14 show the privacy consumption rates for each group in case 1. As shown in Figure 15
and Table 4, both grouping and sampling approaches were able to deal with the extreme cases, with the scaling
approach giving better performance in cases 2 and 3. The most extreme cases lead to slowest convergence in
training. This is a result of overfitting, as the sampled examples originate mostly in group 3, and thus the model
finds it difficult to generalize results to less seen examples in groups 1 and 2.

7 Conclusions

In this article, we reviewed several categories of prominent DP-SGD techniques with respect to several criteria,
such as strategies for adaptive hyperparameter tuning, data management considerations, and individualized
privacy requirements. With the current advent of machine learning in virtually all application domains, DP-
SGD is expected to become increasingly deployed in practice. Therefore, it is important to understand well its
privacy-accuracy trade-off, its underlying influential factors, and how to adapt private learning to obtain a good
compromise between protection, accuracy and performance. In future work, we plan to extend our review to
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Figure 12: Accuracy of Adaptive Techniques on CIFAR-10

Table 3: Individualized Data Distributions

Group # Percentage of
Data

Case 1 Case 2 Case 3

Group 1 (High
Privacy)

34% ϵ = 1.0 ϵ = 1.0 ϵ = 1.0

Group 2
(Medium
Privacy)

43% ϵ = 2.0 ϵ = 10.0 ϵ = 2.0

Group 3 (Low
Privacy)

23% ϵ = 3.0 ϵ = 20.0 ϵ = 20.0

Table 4: Performance of IDP-SGD on CIFAR-10

Approach Case 1 Case 2 Case 3

Sampling 59.03% 59.49% 59.7%
Scaling 58.26% 67.64% 63.07%

techniques for private learning in large language models, which present a different set of challenges, due to the
multiple ways in which unstructured language from individuals can carry sensitive information into the final
model.
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Abstract

Differential privacy (DP) is applied when fine-tuning pre-trained language models (LMs) to limit
leakage of training examples. While most DP research has focused on improving a model’s privacy-utility
tradeoff, some find that DP can be unfair to or biased against underrepresented groups. In this work, we
extensively analyze the impact of DP on bias in LMs. We find differentially private training can increase
the model bias against protected groups w.r.t AUC-based bias metrics. DP makes it more difficult for the
model to differentiate between the positive and negative examples from the protected groups and other
groups in the rest of the population. Our results also show that the impact of DP on bias is affected by
both the privacy protection level and the underlying distribution of the dataset.

1 Introduction

In a data-driven world, an appropriate dataset is critical for fair and responsible decision-making and analysis.
However, inequalities in the world or limitations in the collection process may restrict the database coverage
across different minority groups and representations [26]. Identifying these discriminations [28] and insufficient
coverages [29] helps reduce the database bias which can impact the models trained on them. Social media and
online conversation platforms are places where millions of user relies on such text databases everyday. The user’s
confidentiality and fair decisions are very crucial for these natural language processing (NLP) tasks.

Pretrained transformer-based language models such as BERT [1] have led to significant advancements in
research. Much of the success of natural language models (LMs) ultimately derives from the vast data used
to train these models. However, the use of a large training dataset raises concerns about data privacy, where
the model can be used to detect the presence of sensitive information in the training data. To defend against
these attacks, Differentially private (DP) training techniques [2, 3] have been used during the model training or
fine-tuning process [4]. These techniques ensure that a model does not leak sensitive training data. Otherwise, an
attacker can extract the dataset [5] using inference attacks.

However, recent works in data privacy indicate that DP training may cause machine learning models to
become more biased [6, 7, 8]. However, most of these works focus on the computer vision domain or tabular
datasets. With the wide usage of NLP models and the urgency to realize trustworthy NLP, we need to understand
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advertising or promotional purposes or for creating new collective works for resale or redistribution to servers or lists, or to reuse any
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whether we can obtain an NLP model equipped with both privacy and fairness, especially for the pre-trained
language models. An NLP model is considered biased when the model is unable to perform on protected social
groups equally as well as on others. For example, prior research has demonstrated a coreference resolution model
can behave very differently for different demographic groups [9, 10]. DP may introduce bias because it steers a
model away from relying on a select few data points, causing that model to attend poorly to social groups that are
underrepresented in the training data.

In this work, we explore the impact of differential privacy on model bias in the pre-trained BERT language
model. The degree of which can be tuned by adjusting the privacy budget parameter. We train the model with
different privacy budgets and measure the bias across six identity subgroups using multiple metrics. We consider
bias in the context of the toxic language detection task, which has been shown to produce biased models [11]. We
choose two popular datasets, Jigsaw Unintended Bias [12] and the Measuring Hate Speech from UCBerkeley
[13]. We use both prediction and probability-based bias metrics to analyze the effect of DP on the bias from
different perspectives. We then investigate them in each identity group for any discriminatory behavior against
them.

Contributions: In this work, we present a detailed analysis of the impact of DP training on bias in fine-tuned
language models. We present our results on two popular hate speech datasets by training our models at different
privacy levels and analyzing how it affects the model bias. We show that DP training makes the model more biased
in AUC-based metrics. DP also negatively affects the model’s utility when adopted to pertained language models.
Our findings will give new insights into the privacy and bias trade-off, which can help NLP researchers incorporate
DP into their works. The code for our work can be found at: https://github.com/khairulislam/DP-on-NLP-Bias.

2 Related Work

Fairness is critical to data-driven systems [26] to make more accurate decisions at a larger scale while managing
millions of user data. Misrepresentations of minorities and insufficient data coverage across different modalities
[29] introduce bias in modern database systems. [26] proposed data-centric approaches to identify and resolve
these issues in data. [28] formalized the discriminations as a database repair problem and provided sufficient
conditions to train fair classifiers. Their solution correctly captures subtle fairness violations in the data and
provides provable fairness guarantees about classifiers trained on them. [29] proposed an efficient approach to
identify regions with insufficient coverage across different groups over multiple relational tables in a database.
The solution can efficiently identify inequalities in the collected data and help with a more fair solution.

Prior research has shown from a theoretical perspective that DP has a detrimental effect on model fairness
[6, 14]. [6] assume the conditions of “pure DP" [2], and demonstrate that such a model cannot achieve perfect
equal opportunity between social groups. [14] finds that model fairness has a disproportionately negative impact
on accuracy for certain social groups.

In computer vision, recent works have empirically investigated the effects of DP on model fairness in models
with more realistic privacy settings. Empirical analyses have found that DP can worsen accuracy for certain
subgroups in image recognition tasks [7, 8] and synthetic data generation tasks [15]. [16] showed both DP-
SGD and PATE have a disparate impact on the under-represented groups, but PATE has a significantly less
disproportionate impact on utility compared to DP-SGD.

Bagdasaryan and Shmatikov [7] found that DP can worsen model bias in sentiment analysis. However, they
only considered a single bias metric (accuracy degradation between privileged and unprivileged groups) on a
single dataset using a glove-based model. In this work, we analyze pre-trained BERT models on multiple datasets
using multiple bias metrics. Balancing between fairness and privacy can significantly impact using private models
in practice.

Private-FairNR [6] algorithm approximately satisfies fairness for a private learner sampling hypothesis. [17]
formally guaranteed the privacy of extracted text representation, while also helping model fairness. They aimed
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to protect the test phase privacy of end users while adopting local DP (LDP) with the Laplace mechanism.

3 Model Bias in NLP

Evaluating biases in NLP models requires a metric over some demographic groups. In this section, we describe
the terminology for those groups and the metrics for bias evaluation.

3.1 Terminology

Protected attributes refer to sensitive attributes such as gender and race that should not be used to discriminate
against individuals [18]. Bias occurs when a model experiences a degradation in performance when inferring
examples pertaining to certain social groups implied by a protected attribute such as gender or race. In our
calculations of bias, we refer to a subgroup as the social group whose bias we are measuring and background
as the rest of the evaluation set [12]. Prediction-based bias metrics calculate the bias against the protected
attributes using the model’s predicted label (e.g. positive/negative), whereas Probability-based bias metrics use
the prediction probability to calculate bias. These definitions of bias metrics are done following [19].

3.2 Protected Attributes

Bias in NLP has been well studied within the protected attributes of gender [20] and race [11]. Following this, we
examined bias for sensitive attributes gender and race. In gender attribute the identity subgroups are male/men,
female/women, and transgender. For race attribute the identity subgroups are white, black, and asian.

3.3 Bias Evaluation Metrics

A degradation in performance indicative of model bias can be measured in different ways. We consider metrics
such as equality of odds metrics because of their prolific use in other NLP model fairness literature [18, 12, 21]
and Bias-AUC because of its use as the benchmark in the Jigsaw Unintended Bias competition. We summarize
all the different bias evaluation metrics we consider in Table 1. The implementations follow [18, 12] and [21].
More details about these metrics are in Appendix 6.

Bias Metric Formulation Short form

Demographic Parity [18] 1− |p(Ŷ = 1|A = 1)− p(Ŷ = 1|A = 0)| parity
Equality of Opportunity (w.r.t Y = 1) 1− |p(Ŷ = 1|Y = 1, A = 1)− p(Ŷ = 1|Y = 1, A = 0)| EqOpp1
Equality of Opportunity (w.r.t Y = 0) 1− |p(Ŷ = 1|Y = 0, A = 1)− p(Ŷ = 1|Y = 0, A = 0)| EqOpp0
Equality of Odds [18] 0.5× [EqOpp0 + EqOpp1] EqOdd
Protected Accuracy [21] p(Ŷ = y|Y = y,A = 1), y ∈ {0, 1} p-acc
Subgroup AUC [12] AUC(D−

g +D+
g )

Background Pos, Subgroup Neg [12] AUC(D+ +D−
g ) BPSN

Background Neg, Subgroup Pos [12] AUC(D− +D+
g ) BNSP

Table 1: X,Y,A denotes the input, label, and sensitive attribute (e.g. male, female). Ŷ and p are the model’s
prediction and the output probability. All metrics are in the range [0− 1] and a higher value is better (less bias).
D+

g and D−
g are the set of positive and negative examples in the identity subgroup g. D+ and D− are the set of

positive and negative examples outside g.
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4 Differential Privacy

Differential privacy (DP) [2] aims to preserve privacy using a quantifiable protection guarantee and acceptable
utility in the context of statistical information disclosure. It is the de facto definition for privacy. In the context
of our work, we use the notion of (ε, δ)-privacy. Following [2], if we have some arbitrary operation A with
output space S and two datasets D,D′ that differ in only a single record, then we can formulate (ε, δ)-privacy as
Pr(A(D) ∈ S) ≤ eϵ Pr(A(D′) ∈ S) + δ.

By limiting any effect due to the inclusion of one individual’s data (by the parameter ϵ), the DP notion
approximates the effect of “opting-out”: whether an individual’s data is included or not does not influence the
result much, thus the fact that the individual participated in the data release is protected.

To satisfy DP, noise is added to the aggregated-level results such that an individual’s information disclosure is
bounded. Our implementation in this paper uses the Gaussian mechanism [22] to guarantee (ϵ, δ)-DP.

DP in machine learning: When training models with DP, perturbations are added to the gradients (i.e., clipping
the gradients and then adding Gaussian noise) [3]. More specifically, during the t-th iteration the optimizer will
compute noisy gradients as:

gt =
1

|B|
(
∑
xi∈B

ĝti +N
(
0, σ2C2I

)
),

where B is a subsampled batch used to compute the gradients, wt−1 is the current model before t-th iteration, σ
is noise multiplier,

ĝti = ∇f(xi;wt−1)min{1, C

∥∇f(xi;wt−1)∥2
}

(i.e., each gradient is clipped by C, so that
∑
ĝti has bounded ℓ2-sensitivity and we can use the Gaussian

mechanism to ensure DP), and gt is the (noisy) gradient used to update the model.
Training a model requires multiple training epochs. Our formulation of DP is amenable to this practice. If we

have k operations that satisfy some ε privacy constraint, we can combine those operations and maintain DP for
O(
√
kϵ). So we refer to ϵ as the privacy budget of a privacy-preserving algorithm.

Impact of DP Methods on Fairness: Gaussian Mechanism introduces enough noise so that the contribution of
individual data points to model decision-making is limited. However, a byproduct of this approach is that the
distinguishing features of underrepresented social groups within the dataset can be “smoothed over.” Thus, we
conjecture that the DP model attends disproportionately worse to the underrepresented social groups and is thus
biased. In what follows, we present evidence supporting the fact that DP negatively impacts the model fairness.

5 Datasets

We choose two popular toxicity detection datasets for our study, Jigsaw Unintended Bias [12] and UCBerkeley
Hate Speech [13]. Both datasets (1) have target labels so that we can use supervised learning, (2) are for text
classification using NLP techniques, and (3) have annotated social groups for all examples.

5.1 Jigsaw Unintended Bias

The Jigsaw Unintended Bias dataset was developed to learn and minimize any unintended bias against different
identities that a machine learning model learns to predict toxicity [27] from online comments. Here toxicity is
defined as anything rude or disrespectful that can make someone leave a discussion. The dataset collected by
Jigsaw and Google has annotations for demographic groups by disability, gender, race or ethnicity, religion, and
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Group
Jigsaw UCBerkeley

Train Test Train Test
class 0 class 1 class 0 class 1 class 0 class 1 class 0 class 1

Male 3187 3375 1792 320 2361 796 502 171
Female 3950 3639 2252 350 4852 2305 1042 511
Transgender 158 287 103 26 882 244 196 51

White 1507 3612 825 353 1694 643 378 132
Black 901 2369 515 246 2103 1568 483 337
Asian 358 282 196 21 831 207 195 53

Total 144334 72167 89543 7777 19376 7618 4142 1643

Table 2: Distribution of identities in both datasets. Total is the class distribution in the dataset after pre-processing.
Class 1 is for toxic and 0 for non-toxic.

sexual orientation. The complete dataset has about 2 million examples. We report the label distribution for each
identity in Table 2.

Train/Validation/Test split: We undersampled the training dataset using a 2:1 ratio between the non-toxic
and toxic labels. Due to computing resource limitations, we halved the training set, preserving the 2:1 label
distribution. This yielded a training set with 144,334 non-toxic examples and 72,167 toxic examples. We use the
pre-existing splits from the original source for the validation and test data. This yielded a test and a validation set
each with 97,320 examples.

5.2 UCBerkeley Hate Speech

This dataset 1 is a collection of online comments from three major social media platforms (YouTube, Twitter,
and Reddit), labeled by human annotators through crowd-sourcing [13]. It provides a unique way to measure
hate speech at eight theorized qualitative from genocidal hate speech to counter speech. The dataset comes with
annotations for the targeted group in the comment text.

Pre-processing: The original dataset has 135,556 comments and the annotations for ‘hatespeech’ contain 3
classes: 0 for neutral or counter speech, 1 when the annotator is unclear, and 2 for hate speech. For the simplicity
of the experiment, we dropped comments with label 1, converting the task to a binary classification where
hate speech is a positive class and non-hate speech is negative. The dataset also had multiple annotations per
comment. We aggregated the annotations for each comment. If any comment had the same label at least from
50% of the annotators, then it was chosen as true, otherwise false. After aggregation, we had 38,564 comments
left. Additionally, the dataset contains transgender identity labels split into multiple groups (transgender_men,
transgender_women, transgender_unspecified). We combined them together in a single transgender column for
bias calculation.

Train/Validation/Test split: We randomly split the aggregated data into train, validation, and test sets using a
70:15:15 ratio.

1https://huggingface.co/datasets/ucberkeley-dlab/measuring-hate-speech
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6 Experimental Setup

Model: We use the pre-trained BERT-base-uncased model from HuggingFace 2 to perform all our experiments
in this section. For training the model on downstream tasks we choose only to train the last three layers (final
encoder layer, pooler, classifier). The rest of the layers were frozen, yielding 7.6 M trainable parameters out of
a total of 109M. We choose to train only these layers because: 1) DP is more effective when applied to fewer
layers, and 2) we can utilize BERT’s rich pre-trained embeddings.

Input texts were tokenized using the BERT-base-uncased tokenizer from HuggingFace. The comment texts
were generally not very lengthy, so we kept the maximum sequence length to 128 across both datasets. The batch
size was set to 64.

Optimization: We use the Adam optimizer with cross-entropy loss and learning rate 10−3. We train each model
for a maximum of 10 epochs. At each epoch, the trained model is evaluated on the validation set and saved if the
F1 score improves. Early stopping patience was 3. We also used a learning rate scheduler ( ReduceLROnPlateau)
to reduce the learning rate by a factor of 0.1 if the validation F1 score does not improve for more than one epoch.

Privacy: We use the Pytorch Opacus library [23]. It provides a privacy engine to train models with DP-SGD
[3]. DP-SGD was chosen since it is the most widely used one in the related works [7, 14, 24], supports iterative
training process and is available as a framework. We use the make_private_with_epsilon method offered by the
library, which takes as input the model to be trained, optimizer, training data, number of epochs, target ϵ, target
δ and maximum gradient norm. The target epsilon is the privacy budget we want to achieve. For a reasonable
privacy guarantee, ϵ should be set below 10 [3] and this setting has been followed in other applications of DP
on NLP [7, 24, 17]. For our task, we experimented with five different target epsilons 0.5, 1.0, 3.0, 6.0, and 9.0.
The smaller the value the more private the model is. This will show us the change in model behavior at different
privacy levels.

Evaluation: We tune the training process using the F1 score on the validation set, then checkpoint the best
model based on that, and finally use that model to evaluate the test set. We have presented the final test results
in Section 7. Each experiment is run three times with arbitrarily chosen random seeds 2022, 42, and 888. The
average score is reported in Table 3.

Bias Evaluation Metrics We use the following metrics for calculating bias during our experiments:

• Equality of Odds (EqOdd) [18]: Widely used to measure unequal treatments against protected groups in
the dataset. The metric combines the disparity in false positive and true positive rates for two social groups
in the same protected class.

• Demographic Parity (Parity) [18]: Enforces the model’s prediction to be independent of the protected
attribute. The metric computes the difference in likelihood between unprotected or protected examples to
be classified as positive.

• Subgroup AUC, BPSN, and BNSP [12]: The Subgroup AUC, BPSN, and BNSP metrics measure the
unintended bias in the dataset based on the AUC metric. AUC is threshold agnostic, unlike equality of
odds or other prediction-based metrics that require converting model predictions into positive or negative
classes using some threshold. The choice of threshold can change the results and provide misleading
measurements. These metrics can be used to find new and potentially subtle biases in models.

2https://huggingface.co/bert-base-uncased
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7 Results

7.1 Overall Results

Here we present the impact of adding DP on the overall model utility for both datasets. Table 3 shows that the
model utility decreases with stricter privacy (smaller ϵ). However, for the UCBerkeley dataset, the false positive
rate increases, and the recall drops significantly. This shows the model predicts fewer positive cases with added
privacy. The recall drop is also significant for Jigsaw. This decrease in overall performance also impacts the
performance of the identity subgroups.

Metric Jigsaw - Privacy Budget (ϵ) UCBerkeley - Privacy Budget (ϵ)
∞ ≤ 9.0 ≤ 6.0 ≤ 3.0 ≤ 1.0 ≤ 0.5 ∞ ≤ 9.0 ≤ 6.0 ≤ 3.0 ≤ 1.0 ≤ 0.5

Acc 0.911 0.887 0.886 0.884 0.871 0.870 0.807 0.787 0.787 0.785 0.779 0.772
F1 0.593 0.522 0.518 0.508 0.459 0.440 0.647 0.554 0.559 0.539 0.523 0.480
AUC 0.946 0.920 0.918 0.913 0.886 0.872 0.855 0.813 0.819 0.814 0.802 0.790
FPR 0.080 0.102 0.103 0.105 0.113 0.111 0.120 0.086 0.089 0.079 0.082 0.069
TPR 0.809 0.768 0.763 0.751 0.686 0.642 0.623 0.469 0.476 0.443 0.427 0.371

Table 3: Overall model performance. The results are best for the non-DP training (ϵ→∞) and worst at the most
strict privacy budget, ϵ ≤ 0.5.

7.2 Prediction Based Metrics

Equality of Odds, parity, and protected accuracy are prediction-based bias metrics. They calculate the bias score
based on the model’s prediction. We present the results in Table 4. For each identity, we report the best and the
worst results, and the privacy budget that achieves that result. The closer these scores are to 1, the less the bias is.

Jigsaw UCBerkeley

Group EqOdd parity p-acc EqOdd parity p-acc

Male min 0.894 (6.0) 0.852 (1.0) 0.741 (1.0) 0.955 (∞) 0.763 (∞) 0.765 (1.0)
max 0.928 (0.5) 0.872 (∞) 0.801 (∞) 0.983 (0.5) 0.868 (0.5) 0.799 (∞)

Female min 0.932 (9.0) 0.851 (1.0) 0.785 (9.0) 0.937 (∞) 0.890 (∞) 0.717 (0.5)
max 0.940 (0.5) 0.872 (∞) 0.822 (∞) 0.957 (3.0) 0.929 (0.5) 0.756 (∞)

Transgender min 0.818 (9.0) 0.842 (1.0) 0.674 (∞) 0.910 (∞) 0.740 (∞) 0.815 (9.0)
max 0.952 (0.5) 0.863 (∞) 0.785 (0.5) 0.962 (0.5) 0.848 (0.5) 0.839 (∞)

White min 0.734 (9.0) 0.853 (1.0) 0.588 (6.0) 0.917 (9.0) 0.752 (∞) 0.769 (9.0)
max 0.842 (0.5) 0.875 (∞) 0.647 (0.5) 0.940 (1.0) 0.851 (0.5) 0.800 (∞)

Black min 0.777 (∞) 0.847 (1.0) 0.636 (9.0) 0.812 (3.0) 0.836 (∞) 0.761 (0.5)
max 0.901 (0.5) 0.871 (∞) 0.697 (0.5) 0.855 (∞) 0.924 (0.5) 0.821 (∞)

Asian min 0.916 (∞) 0.842 (1.0) 0.814 (9.0) 0.871 (∞) 0.737 (∞) 0.823 (0.5)
max 0.976 (0.5) 0.863 (∞) 0.859 (∞) 0.894 (0.5) 0.844 (0.5) 0.847 (∞)

Trend ϵ ↓ ↑ ↓ ↑↓ ↑ ↑ ↓

Table 4: Prediction Based Bias (Jigsaw). The privacy budget (ϵ) for each metric is mentioned in the parentheses.
The trends are not monotonic and can be mixed. Smaller ϵ means stricter privacy.

Table 4 shows several trends depending on the dataset and metric. The equality of odds always improves with
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a strict privacy budget (small ϵ). However, this is due to a significant drop in recall (Figure 2) for most groups.
They are reduced to a smaller score range. Thus the TPR difference becomes smaller, improving the EqOpp1.

The trend in demographic parity is the opposite in both datasets. With a stricter privacy budget, parity
decreased in the Jigsaw (2-3%) but increased in the UCBerkeley dataset (4-11%). An increase in this value
indicates that the model’s decision of whether the comment is toxic or not, is more independent of the protected
group [18]. We show in Section 8.4 that DP increases positive predictions in Jigsaw and decreases them in
UCBerkeley. More positive predictions increase the probability of disparity among different subgroups of Jigsaw.
Similarly in UCBerkeley dataset, since there are fewer positive predictions from the model, the disparity based on
positive outcomes decreases too.

The protected accuracy has mixed trends in the Jigsaw dataset, changing in either direction. In the UCBerkeley
dataset, there is a 2-5% drop with DP training. The detailed plots for these metrics at each privacy budget and for
each identity are available in our GitHub repo.

7.3 Probability Based Metrics

This section presents the bias calculated using the metrics presented by [12]. These metrics are dependent on
the model’s prediction probability, hence better representing the bias in the model’s confidence. They are also
threshold agnostic, unlike prediction-based metrics.

Figure 1 shows that for stricter privacy (smaller ϵ), both BNSP and BPSN drop significantly for most identities.
A drop in BNSP means the scores for positive examples in these subgroups are lower than the scores for other
negative examples in the background data. These examples would likely appear as false negatives within the
subgroup at many thresholds [12].

Similarly, a drop in BPSN means scores for negative examples in these subgroups are higher than scores
for other positive examples in the background. These examples would likely appear as false positives within
these subgroups at many thresholds [12]. A decrease in the subgroup AUC score shows that the model can not
understand and separate the positive and negative examples within the subgroup. These drops between non-DP
training and training with DP at ϵ ≤ 0.5 are highlighted in Table 5, showing an increase in bias at stricter privacy
budgets, compared to non-DP training.

Jigsaw UCBerkeley
Group ∆ Subgroup AUC ∆ BPSN ∆ BNSP ∆ Subgroup AUC ∆ BPSN ∆ BNSP

Male 0.097 0.064 0.109 0.081 0.036 0.108
Female 0.079 0.067 0.087 0.067 0.037 0.100
Transgender 0.008 0.082 0.028 0.033 0.017 0.067

White 0.063 0.058 0.088 0.057 0.070 0.055
Black 0.081 0.098 0.034 0.036 0.047 0.060
Asian 0.016 0.036 0.067 0.069 0.086 0.045

Table 5: Decrease in probability-based bias from non-DP training to training with ϵ ≤ 0.5. The biggest drop
along each metric column for each sensitive attribute (race, gender) is in bold. The DP model is 4-11% more
biased in several identity groups.

Figure 1 shows some interesting cases. In the Jigsaw dataset, white and black identities have much lower
AUC and BPSN scores compared to others. Similarly in the UCBerkeley dataset, men and women have much
lower AUC and BPSN scores than other identities. This shows that the DP models more often tend to label
non-toxic comments mentioning these identities as toxic, compared to the non-DP models. Additionally, DP
amplifies the difference in the AUC gap between white and Asian subgroups in Jigsaw and white and black
subgroups in UCBerkeley. The non-DP model already had a gap in AUC between them, but DP increases it.
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Figure 1: AUC based bias [12]. BNSP for Jigsaw and BPSN for UCBerkeley have a significant drop in value
with a much smaller ϵ. The larger the drop, the more biased the model w.r.t that metric.

8 Discussion

8.1 DP’s Positive Impact on Equality of Odds and Opportunities.

Equality of odds is a function of relative true positive and false positive rates between a subgroup and the
background population. As such we investigate why the addition of noise does not decrease relative TPR (recall)
and FPR. DP adds noise in the training phase, adversely affecting overall model performance (Table 3). The
model experiences a degradation in the recall for all social groups as the privacy setting increases. So recall values
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grow more similar. This minimizes the difference in TPR between a subgroup and a background population,
contributing to an overall improvement in equality of odds. However, such a trend does not necessarily indicate a
decrease in bias but instead indicates that a model is losing its ability to differentiate between the positive and
negative classes. Figure 2 shows that the recall drops significantly for private training.
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Figure 2: Recall for each subgroup at different privacy budgets. Differential private training significantly reduces
the model’s ability to predict target toxic comments.

8.2 DP’s Impact on Probability-based Bias.

The fall in overall model AUC scores also affects the subgroup AUC, BPSN, and BNSP, as shown in Table 5. The
model makes more mistakes in differentiating the positive and negative examples between the subgroups and the
background data, even within the subgroup itself. Thus introducing substantial bias against those subgroups at
different prediction thresholds. [12] showed these subtle biases in the toxicity datasets might not be captured
by prediction-based metrics like EqOdd, which depends on prediction thresholds. So we have prioritized the
AUC-based bias metrics (subgroup AUC, BPSN, BNSP) over the other ones to investigate any potential bias.

8.3 Bias Gap between Groups

In this section, we show how much DP affects the gap between bias metrics of a pair of groups from the same
attribute (race, gender). Table 6 shows the results in terms of AUC-based bias metrics for a non-private (eϵ→∞)
and a private (ϵ ≤ 0.5 )model. The results show that in many cases DP significantly widens the gap between bias
metrics of different groups. For most other cases the gap changes slightly. And in rare occasions, there is a drop
in the gap.

8.4 Predicted Label Distribution.

We found DP has opposite effects on the two datasets about total toxic comments being predicted, as shown in
Table 7. In Jigsaw, increasing privacy in the training increases the number of toxic predictions. In the UCBerkeley
dataset, the toxic predictions decrease with an increased privacy budget.

It can be attributed to how the dataset is distributed. [13] targeted an even distribution of labeled comments
across different hate intensity levels, focused on finding more hate speech examples, whereas in Jigsaw there was
no such filtering when creating the dataset. So the model trained on UC Berkeley is more skewed toward hate
comments, whereas with Jigsaw it is the opposite. Adding DP introduces both noise and gradient clipping during
the training and thus reduces this skewness. Finally, raises the plausibility of predicting opposite examples.
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Subgroup Jigsaw UCBerkeley
∆ BPSN ∆ BNSP ∆AUC ∆ BPSN ∆ BNSP ∆ AUC

ϵ→∞ ϵ ≤ 0.5 ϵ→∞ ϵ ≤ 0.5 ϵ→∞ ϵ ≤ 0.5 ϵ→∞ ϵ ≤ 0.5 ϵ→∞ ϵ ≤ 0.5 ϵ→∞ ϵ ≤ 0.5

Male Female 0.015 0.036 0.008 0.011 0.003 0.020 0.020 0.012 0.023 0.022 0.009 0.004
Male Trans. 0.048 0.033 0.016 0.034 0.098 0.010 0.069 0.110 0.380 0.190 0.056 0.103
Female Trans. 0.063 0.003 0.008 0.023 0.101 0.030 0.089 0.122 0.061 0.041 0.065 0.099

White Black 0.012 0.066 0.003 0.042 0.012 0.006 0.046 0.051 0.097 0.012 0.066 0.085
White Asian 0.142 0.163 0.039 0.016 0.089 0.136 0.063 0.073 0.052 0.068 0.041 0.028
Black Asian 0.130 0.097 0.036 0.026 0.077 0.142 0.109 0.129 0.149 0.189 0.025 0.057

Table 6: Difference in AUC-based bias metrics between groups of the same attribute (race, gender). Cases where
the gap between bias changed significantly are in bold.

Budget Jigsaw UCBerkeley
(ϵ) True False True False

∞ 0.138 0.862 0.227 0.737
9.0 0.155 0.845 0.195 0.805
6.0 0.156 0.844 0.200 0.801
3.0 0.156 0.845 0.183 0.817
1.0 0.159 0.841 0.180 0.820
0.5 0.153 0.847 0.155 0.845

Trend ϵ ↓ ↑ ↓ ↓ ↑

Table 7: Predicted Label Distribution

8.5 Limitations

We make our observations based on toxicity and hate speech detection tasks. However, bias in NLP has also
been investigated in other tasks like coreference resolution [20], sentiment analysis [25], and question answering.
Whether trends found in our results persist in those tasks too, is something to be explored for future works. We
consider six diverse identity subgroups across two protected attributes (race, and gender). There exist more
sensitive attributes in the dataset like religion and sexual orientation which are not explored here but can be
explored in future works. We saw similar trends in bias across both selected attributes and the identity subgroups.
Even with new attributes or subgroups, the trends should persist similarly.

9 Conclusion

In this work, we explore how differential privacy affects the bias in NLP models. We found DP increases model
bias and the impact of that increase varies across different identities. We perform our empirical analysis on two
hate/toxic language detection datasets. We evaluated the gender and racial bias of the model using different bias
metrics for models trained at different privacy budgets (ϵ). We found that (Table 5) stronger privacy budgets cause
the model to have more difficulty distinguishing between the positive/negative examples in the identity subgroup
from negative/positive examples in other subgroups at different prediction thresholds [12]. We also observe an
increase in equality of odds at a much stricter privacy level, mainly because the recall drops significantly for
each group, reducing the difference between them. However, the protected accuracy also drops in most cases.
Our overall observations confirm that DP increases bias in the NLP models for hate speech detection, and the
researchers need to be aware of this bias when adding privacy to NLP models.
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