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How Contact 
Tracing Works

Personally-identifiable information is never 
shared, or even collected. Instead, users broadcast 
and save random numbers. Protect privacy by not 
collecting data.

BLUE MEANS HOLDS A PHONE THAT CAN BROADCAST AND RECEIVE ANONYMOUSLY RED MEANS “DIAGNOSED” OR “EXPOSED”
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Figure 1: Apple-Google Exposure Notification (AGEN) Protocol Overview.

liberties and personal privacy. Government efforts that avoid reliance on the industrial Exposure Notification
offerings have run into a host of failings, including reliability, power drain, interoperability, and participation.

Apple and Google have taken an unprecedented position – essentially dictating public policy, not just by
requiring the decentralized approach, but also by prohibiting contact tracing apps from collecting location
information. Further, they are restricting access to the new contact tracing APIs to national governments
and permitting only one app per country or region. This decision circumvents the local governments, tribal
organizations, and community health services that are often most aware of existing manual contact tracing efforts
and the needs of their communities. Meanwhile, government contact tracing apps have failed due to restrictions
imposed by AGEN.

In this article, we present two simple measures that enable the AGEN protocol to support manual contact
tracing efforts, provide visibility into the spread of disease, and return authority to local communities all while
preserving privacy within the Apple and Google framework.

1. Treat places as people. Endow public places with the same privacy-preserving technology used to monitor
exposure for individuals.

2. Nation-scale data, not apps and processes. Build a common backend for the AGEN protocol that spans
apps and governmental boundaries.

In the rest of this article, we describe these two simple measures and how they both improve contact tracing
while also preserving individual privacy.

Lighthouse: Treat Places as People

If we treat public places as people, we can use the AGEN protocol to (a) understand COVID-19 exposures across
space, (b) integrate with manual contact tracing, and (c) do so with the same privacy-sensitive protocol. To treat
places as people in AGEN, simply attach mobile phones or specialized low-cost beacons to publicly accessible
places (e.g., county services, stores, buses). Like a lighthouse, these devices help communicate risk associated
with places. Well-positioned, they can offer robust proximity detection, can detect their exposure, and can convey
aspects the risk that represents.
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