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Abstract

Timing-related defects are among the most difficult typeketdcts to catch while testing software. They
are by definition difficult to reproduce and hence they aréatift to debug. Not all components of a
software system have timing-related defects. For exanaitleer a parser can analyze an input or it
cannot. However, systems that have concurrent threads asicdlatabase systems are prone to timing-
related defects. As a result, software developers musirtekting to exploit vulnerabilities that occur
because of threading. This paper presents the Focusedilterdesting (FIT) approach, which uses
a repetitive and iterative approach to find timing-relateefetts and target product areas with multi-
threaded characteristics by executing system tests withuléi-oser test suite. Keywords: software
testing, database management systems, multi-threadeidajyms

1 Introduction

IBM® DB2® for Linux®, UNIX®, and Windows® (DB2 software) is aomplex distributed, multi-process, and
multi-threaded system. It consisting of several milliamel of source code. Execution optimization is crucial
for DB2 software, and overhead from instrumentation anditndng must be minimized.

Atomicity, Consistency, Isolation, Durability (ACID) reqements must be maintained regardless of system
failures that are due to unexpected events such as powegesutédfter an outage, when the operating system
and database restarts, the database has to replay loggoétieus database activity, so that there are no partial
transactions and so that other ACID requirements are metdp ke database in a consistent state. However,
in a multi-threaded, multi-process system, small timinteHooften exist and elusive point-in-time defects can
occur. The point-in-time defects are elusive because wheh an unexpected event occurs, the logs must
capture concurrent events and interleave them in the mamnerich they occurred so that states are repeated
as they occurred previously and together.

Within this context, the DB2 software quality assurancertearied the test approaches in several ways to
trigger point-in-time (timing-related) problems. Thesethods attempted to simulate the unexpected external
issues common to databases and included: (1) Varying theegsor load by running an external program
to consume most of the CPU cycles available to the databasers€2) Instrumenting code to selectively
slow down execution with logging overhead; (3) Changingiities of processes; and (4) Iteratively executing
commands or programs with a background workload.
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A timing hole is an unexpected point in the state space ofugi@tfor the software, where multiple threads or processesleave
in such a way as to create an incorrect logic sequence thatewse the program to hang, crash or behave incorrectly.



The main contribution of the work presented here is theesfotesting methodology with automation for
complex multi-threaded database software that itergtiggbcutes commands or programs with a background
workload, since that was the most successful approach. fdietiee methods found defects by burdening the
system resources with the various kinds of overhead mesdidm methods 1, 2 and 3. These methods how-
ever, still executed events limited sequences of evenigstghe database, and though the additional overhead
deprived the events of resources, the large set of execpdissibilities (the state space) could not be represen-
tatively sampled. The iterative approach, though stré&agiiard, randomly samples every combination of the
sequences of possible events, triggering timing-relatddatis (TRDS) that are possible in a user environment.

The paper continues as follows. Section 2 reviews workedl&d testing TRDs in multi-threaded database
applications. Section 3 introduces the aspects of thralititzsc of DB2 software that make those functions -
monitoring, fast communication manager and crash recoveujtable for testing with this method. The paper
then presents the methodology for focussed iterativenggsti Section 4. This section includes a description
of the tool support. Section 5 summarizes the results ofgusia approach. Section 6 provides a summary of
conclusions and potential directions for future work.

2 Related Work

Testing for database systems is normally done under thesotional and general testing approaches. These
include unit, functional and system testing[6]. All of teemethods have been applied successfully to database
applications and there have been a plethora of discussimh@/ark in the more general applications. However,
as databases grow larger and more distributed, the corftdrd timing hole has become an issue unadrressed by
most of the more general methods. Point-in-time interlegqf states on the stack causes transient problems.
In order to encounter these problems in the various combimaand permutations of states, some testing with
a statistical focus must be performed.

Random testing has proven itself cost effective and moreepoivthan would be thought a priori[2]. In
his text also called Random Testing[3], Hamlet discussepénception of random testing as haphazard testing,
done hastily and poorly. He consequently explains that éineect meaning of random testing is one where test
cases are chosen with no relationship between them. This ghatistical independence to the test points that
endows statistical significance to the testing results aedigtion of the expected quality of the software.

The literature covering the random testing of databasesysfalls into the category of randomly generating
inputs for the database tests, such as the evolutionanfogenent of queries in recent work by Bati et al.[1],
where the researchers create new queries by mutating atitesizing queries, and determining whether those
gueries can be used to generate further queries. Althougkfalapproach yielding new defects, the approach
omits the issue of testing for the elusive timing hole.

Outside of the database domain other approaches to telstihgandle multi-threading have existed for sev-
eral years. These methods use model-checking approachesdte the interleaving of concurrent processes
and the unexpected interactions. However, the issue hetatis explosion, especially with the multiplicity of
states possible in the database system with tens of milbérimes of code with several interacting compo-
nents. The same point-in-time timing defects are still elgpeed because the full population of states is still
underrepresented.

Sen [5] has very recently investigated, partial-order camdesting approaches that choose thread schedules
at random. This approach, though yielding more defects dhamnspecific random set of tests, and demonstrat-
ing that it is useful to detect the exceptions faster thamithespecific set of tests, was only demonstrated for
three small multi-threaded programs from the Java Patlef@Hdistribution. These do not compare to com-
plex interleaving of a large DBMS such as DB2. We cannot h@wreway, that extrapolation and repetition of the
runs would not simulate a similar execution to DB2, but sitiie work is recent this question will have to be
explored as future work. In addition, these methods sucheasie by Sen[5] did not exist when we sought to



meet the TRD challenges.

In addition to the partial order methods, model-checkirgpathms exist to limit the state space that must
be searched to test a multi-threaded application[7]. Motekkers use the context switches that occur when
a thread temporarily stops execution and a different thetads, and systematically or iteratively suspends
or binds execution of the thread at some random or arbitramyt po allow other more interesting threads to
continue. One of the benefits is that the total number of di@taiin a program is polynomial in the number of
steps taken by each thread and makes it theoretically fedsilscale systematic exploration to large programs
without sacrificing the ability to go deep into the state spathis method shows potential but once again, the
experimental space is preliminary with the tested progreanging from 84 lines of code to just over 16,000
lines of code.

Having reviewed the existing work at the time and today, wmtbno methods to handle TRDs in a complex
multi-threaded database application; however, we notaa the existing work that random testing was most
suitable. We therefore created the approach presented here

3 The Softwareunder Study and the Components of | nterest

FIT works because of the way in which functionalities suclerash recovery and monitoring are implemented
in a multi-threaded system such as a DBMS. Here we exploralgfueithms behind DB2 monitoring, fast com-
munication manager, and crash recovery components andlsewiwhy this iterative approach is particularly
productive.

3.1 Monitoring

The database system monitor stores information it collecentities called monitor elements. Each monitor
element stores information regarding one specific aspetieo$tate of the database system. Monitor elements
collect data for one or more logical data groups. A logicahdgroup is a collection of monitor elements that
gather database system monitoring information for a spestfope of database activity. Monitor elements are
sorted in logical data groups based on the levels of infdomadhey provide. For this discussion, two levels are
considered: database and application.

Monitor elements collect data for one or more logical dataugs. These groups are collections of monitor
elements that gather database system monitoring infasmétr a specific scope of database activity. Monitor
elements are sorted in logical data groups based on theslef@formation they provide. The database and
application levels are discussed here.

Snapshot monitor is one way that DB2 software makes elenadmes available. Snapshots provide a point-
in-time picture of the database state. During snapshoteggiieg all relevant levels are read to complete the
snapshot. As a result, for a database snapshot, the fojosvients occur:

1. Read element values from the application-level strectufhis will contain values for all terminated
applications since the database activated.

2. lterate through each application currently connectethéodatabase. For each of these: (a) Read the
element values from the application level structure. Thiscsure contains values for all agents that have
disassociated from this application. (b) Iterate througaras currently associated with the application.
For each of these read the element values from the agetisteveture.

In the snapshot output, the rowsad element will contain the total from all these levels.

Event monitors are a second facility with which DB2 softwarakes element values available. Event mon-
itors provide a real-time trigger-based monitoring caligbiThe event monitor infrastructure buffers records,
using two internal buffers, before writing them to disk.
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Figure 1: Generating event records for a STATEMENT eventitoon

Figure 1 illustrates how event records are generated forATEMENT event monitor. Three applications
are connected to the database, each having a single agekhgvon its behalf. As each application executes
SQL statements, their agents generate new statement egaitbnrecords and insert them into the active buffer,
which is Buffer 1. When Bufferl has filled up, a message is seiie event monitor writer instructing it to
process all records in Buffer 1. During this period, the tagtbuffer is switched from Buffer 1 to Buffer 2 and
the three applications will begin filling up Buffer 2. The FE&mmunication Manager (FCM) event monitor
writer, having received the message, processes Buffer Inaeds the data into files, if the event monitor is a
FILE event monitor; or a named pipe, if the event monitor idREPevent monitor; or SQL tables, if the event
monitor is a TABLE event monitor.

3.1.1 Opportunitiesfor FIT

One of the challenges facing monitor processing comes fnenransient nature of the memory it needs to read.
Busy systems can find applications constantly starting uggmninating. This results in application memory
being allocated and freed. Moreover, during the processiggsnapshot, agents may be in the process of either
associating with applications or disassociating from igpfibns. At the start of snapshot processing, an agent
may be working on behalf of one application but by the end efghapshot processing, it may be working on
some other application.

To protect the ACID properties of a monitor operation and amtipular the consistency and isolation of
the monitor action, monitor processing must lock resouréassources are locked before that resource can be
accessed, and the lock protects the integrity of the modata and ensures that memory does not “disappear”
while being read (resulting in crashes). Locking of a resetnvolves acquiring a “latch”, which is an internal
mechanism for controlling concurrent events and the usbaresl system resources. The protocol surrounding
the locking of resources is strict, and resources must Heestband unlocked in a certain order and monitor
processing must adhere to such protocols. If resourceriggiiotocols are broken, the system can “hang”, so
extra care must be taken to ensure that protocols are fallowe

This requirement for ordering of events and the strict negnents of the protocols means that timing prob-
lems are more probable. It also results in a requirementstaliese protocols by concurrently to increase the
probability of performing locking and unlocking events afitsequence. The FIT method, which samples sev-
eral event combinations and introduces resource contsragist as in a locking situation iterates through such
probabilistic populations of events.

Multi-partition instances in the Data Partition Featurd”f) environment present monitor processing with
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other challenges. The activating or deactivating of evemitors requires the coordination of activity across all
partitions. This involves sending messages to all panstievaiting for all the partitions to perform the activation
or deactivation and respond with success or failure, anddauating the replies. In addition, global snapshot
processing requires similar coordination. Messages neisebt to all partitions, snapshots executed locally on
each partition with output sent in replies to the messagesiteen replies merged into a single snapshot output
stream. This processing must prove resilient to partitactd/ating and deactivating and dropped messages.
Additionally, extra care must be taken to ensure that ressuare not locked on one partition while messages
are sent to other partitions. Failure to ensure the codtidimaf the deactivation and activation, as well as
locking and messaging transmission, may result in sevdiea® defects. In a threaded environment, the
iterative approach in FIT creates a sample of situationg@bech interleaving and order can be disturbed.

3.2 Fast Communication Manager (FCM)

In order to achieve high performance and scalability, DBfwsre provides two operating modes for parallel
execution of activities. (Both rely on the availability ofuftiple CPUs for processing.) One of these configura-
tion types is intra-query parallelism or SMP (Symmetric M&rocessor configuration).

SMP works by generating SQL execution plans whereby patmhan SQL statement are divided into
individual sections, which can be executed concurrently iadependently by multiple processes/threads. The
second type of configuration is Data Partitioning Featuf@KP This configuration allows for the partitioning of
data across multiple DB2 nodes. Each DB2 node is resporfsiblaanaging one data partition. The architec-
ture where each DB2 node and its associated data partittom@ependent from other partitions is commonly
referred to as “shared nothing”. It permits function shifgpivhereby SQL and non-SQL operations are directed
to those nodes where the target data is held for local opetatiVvhere multiple data partitions are involved,
parallel processing occurs (with each DB2 node only workiity its subset of data). SMP and DPF can also be
combined within the same instance of DB2 software. Bothdlwesfigurations require fast and efficient internal
communication facilities.

A user may configure a DB2 instance with multiple nodes ragidin the same host machine. Such configu-
rations are described as Multiple Logical Nodes (MLNSs). untsconfigurations, communication between DB2
nodes residing on the same host occurs through shared memory

3.2.1 Fast Communication Manager Design

The fast communication manager component includes FCMiress, FCM receiver and sender conduits, con-
nection management and node failure suppB@M resources are allocated from a separate shared memory
segment that is allocated at start-up time by DB2. The twarR&M resources are buffers — which store com-
munication data - and channels - which are the terminal paintommunications. Each node on a DPF instance
will have at least on&CM receiver conduit for incoming messages and oREM sender conduit for outgo-

ing messages. Connections are established on demandonitlection management. The first indication of
user activity on a node drives FCM to initiate communicatigth every other node configured in the instance.
This ensures optimal performance and security of inteenmmmmunication.Node failure support involves
interrupting applications with dependencies on nodesttae lost their connection to the system and cannot be
contacted. The FCM node failure-recovery facility allovpplcations to process node failures asynchronously
from each other.

3.2.2 Opportunitiesfor FIT

There are aspects of shared memory, failure recovery, ctionemanagement and conduit management that
may create opportunities for challenges due to unusualiistances such as frequent system interruptions,



frequent reconnections and unusual resource deprivadioexample of this is monitor running with FCM. With
FCM, the single shared resource pool is created on each htsedvLNSs to facilitate communication between
logical nodes. In a multi-process environment, the intfiley of events may compete for memory. FCM, with
the conduits establishing their own connections and lieguttonnection management, is designed to handle
this interleaving adequately. In the case of node failund, @her unexpected events however, the probabilities
of unexpected and sometimes incorrect interleaving mayteased. In this case, FIT can deprive resources
and increase the samples of code failure events with memanagement and connection management choices
made by FCM. This will increase the probability of finding TR FCM.

3.3 Crash Recovery

The third important feature of DB2 software that has beemdosuitable for testing with the FIT approach is
the crash recovery feature[4].

Since units of work on a database can be interrupted uneegiigcif an interruption occurs before all of the
transactions in the unit of work are completed and committieel database is left in an unusable state. Crash
recovery moves the database back to a consistent and usateldg rolling back incomplete transactions and
completing committed transactions still in memory.

Transaction failures result from conditions that causeddiabase or the database manager to end abnor-
mally. Partially completed units of work that have not beesslied to disk at the time of failure, leave the
database in an inconsistent state. Following a transafdibme, the database must be recovered. Conditions
that may result in transaction failure include a power failan the machine, causing the database manager and
the database partitions on it to end abnormally; a hardvedieé such as memory corruption, or disk, CPU, or
network failure; or a serious operating system error thasea the DB2 application to end abnormally.

3.3.1 Opportunitiesfor FIT

The conditions mentioned above that lead to transactiduréacan create vulnerabilities and timing issues that
should be found in testing. Order dependency is importacalme logs of the events that ran earlier must be
replayed either to roll back partial transactions or congplencommitted transactions in memory. The same
issues arise because of parallelism and the need to regayiriccorrect sequence. FIT is able to exploit the
sequencing vulnerabilities by sampling from a large nunab@xecution sequence possibilities.

In addition, transactions are logged while they occur, Wwlebr not the transactions are committed. Trans-
actions go from the log buffer to log files (transactionalgimgy) before any data is written from the buffer pools
to the database structures. Challenges can occur againuttigimeaded environment because of the interleav-
ing of events and the need to separate a given sequence whellenp occurs. This is a standard protocol, but
problems can only be revealed with mass repetition of suggitg of parallel processes. FIT tools facilitate
execution of a large number of iterations of runtime and vegpscenarios and hence increase the probability
of finding defects that occur during a particular sequencavents.

4 Methodology

The FIT approach hinges on repetition and resource degniand as a result, automation is vital. The method-
ology presented is useful to those with large multi-procendti-threaded software testing concerns, with vast
combinations of possible executions and resource contgrare likely to trigger problems.

The approach is run as a number of controlled iterations gmreacthine and operating system combination.
The iterations proceed with the following steps.
Step 1. Run random concurrent database test suites in the bacldytowgtress the supporting hardware, oper-
ating system and database, while varying the configuratwarpeters of the database, the size of the database,



the operating system, and the nature of the test suite beamitoned (for example with a workload that tests
monitoring functionality such as snapshot, crash recoftergtions, or the fast communication manager). Since
the configuration parameters control features crucial toitnong, FCM and crash recovery (such as memory
distribution (including sorting and locking), paralletis I/O optimization (asynchronous page readers and writ-
ers), many aspects of logging (file size, buffer size), acdvery), it creates circumstances that are well-suited
for uncovering potential software errors.

Step 2: Deliberately crash the database server by issuing a kiles$ip the operating system.

Step 3: Restart the database server and the database

Step 4. Check for data integrity problems, database crashes J{raps database hangs.

Step 5: If any problem is found, then exit and notify the tester viectlonic mail alert. Else repeat from Step 1.

Supporting tooling was created to run several parallelgsses and vary parameters. The tools execute the
algorithm for the approach above and stress the monitorillgdarvusing the command line processor interface
in one tool and the DB2 application-programming interfad®Ij in another tool to invoke the snapshot and
the event monitor functions. The tool allows the user to @rihe number of iterations and is available for the
UNIX and Windows platforms.

Another supporting tool runs the algorithm with the crastoxery procedure. The crash recovery tool runs
the algorithm with several thousand crash recovery it@natby crashing the DB2 instance on all partitions and
then restarting the database. This tool allows the testgpdoify the number of crashes and is written for both
the UNIX and Windows platforms.

5 Results

After applying the FIT method, defect detection improveghfficantly, and therefore increased tester productiv-
ity. Automation was key to the approach since the FIT toolsevexecuted in scenarios with multiple databases
with concurrent test suites running for extended periodsdkample overnight).
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Figure 2 shows the general trend for the three component®iB2 product where FIT was used. The
areas indicated by the solid circles (versus the dottedeslyshow the increase in severity 1 and severity 2
defects found in system test versus by the customer afteinRf€rsion B. Severity 1 defects cause the system
to become unavailable, and severity 2 defects cause prehiteam hinder work but may be worked around. In
addition, the ratio of customer defects versus system tdetts decreases. That is, after FIT, testers find more
defects and customers find fewer. Figure 3 shows the ratiodeet defects found in testing in the components
before (version A) and after (version B and on) FIT; and thecs found by customers.

Since the tool repeats the same steps nondeterministiwdtyeach iteration, the tool increases the proba-
bility of hitting the same defect over time. Previously wia@RDs occurred, the causes were difficult to record.
This iterative method, using the same non-deterministickisad, increased the probability of hitting defects,
therefore making it easier to reproduce the defects for gigihg.

Additionally, the number of successful iterations befostedting a defect provided management with a
guantitative and objective measure of the quality of thévgmie. The number of iterations is independent of
CPU speed. As a result, the number of successful iterativfessdfrom the execution time for a workload,
which depends on the CPU speed. This led to the formal rageiné of a minimum number of successful
iterations before the product could be shipped.

The approach was first applied to monitoring, and becausts sficcess it was extended to crash recovery
and fast communication manager. It is suitable to any aré&B@ software where timing-related concerns
may exist. These are areas involving communications betwiferent nodes, data transfer between nodes and
monitoring of nodes.

5.1 FIT Overhead

The mean number of iterations required to find a defect vavigstime. The number is small at the beginning
of the test cycle and grows towards the end. The value of thebeu depends on the component under test.
The ideal value is infinity, where no defects are found andyeiteration is successful. However, in reality, the
principle of “good enough” reliability discussed in softeaeliability engineering is used, and test management
decides on a particular target value for exiting the testecythe higher this target value, the higher the reliability
of the component is deemed.

There are two types of overhead for this technique: (a) datshng effort in automating the FIT approach
by making a FIT tool and (b) extra computational effort ofmimg a FIT tool. For (a), the extra effort is mostly
a one-time effort at the beginning of the test cycle. Howgetres tooling effort is small compared to the effort
spent on the entire test cycle. For (b), the extra effort gligible since most of the time of the FIT tool is spent
running the test and only a small amount is spent preparinggoh new iteration.

6 Conclusions

The FIT approach has many benefits. They included an incieabe number of timing-related defectTRDs
found in system testing as opposed to such discoveries ligroass and a new objective measurement for the
quality of the DB2 timing-affected components that is inelegent of the platform on which the software runs.

One of the side effects of the quantitative measure of qulithe ability to determine the mean number of
iterations to failure for components tested with the FITrapph. For crash recovery functionality, for example,
this number has improved over tenfold since this method wagsd@/ed and the measurement taken.

The first major lesson is that the automation created to sup® is crucial because the large state space
has meant that the ease in executing the algorithm has hagumarpected but welcome effects. For example,
FIT has been able to identify stability regression defatteal time during the development cycle, that is, whilst
testing for build-to-build regressions. More specificatlyring continuous crash recovery testing, when testing



from one build to the next, there are sometimes regressiohsth runtime and crash recovery testing. These
are all rooted in recently integrated code that is intendembtrect a defect or add new functionality. Because of
the existing automation and the ease of implementing théadethese build-to-build regressions were easily
discovered.

There was also a significant return on the initial investmerdreate the tools, since with the tools several
workloads could be run simultaneously and easily, anddeftimple the execution state space for crash recovery,
monitoring, and fast communication manager. The tools deakily find new defects while running over many
days. Instead of requiring the previous tester time to eetloe state space, the tools are left fishing for defects
on their own. This is inexpensive.

“Build it and they will come” — this quote does not apply totteg tools. Complicated tools, however
useful, are left to gather dust. One of the other importairitpdor FIT beyond automation was the ease of use
of its automation. If setup of tooling is complicated andmung the tool is complicated, then it will likely be
used sparsely in testing. The FIT tools were carefully ethfo avoid such difficulty and have been intensely
employed to validate the product. This has meant that mamg oefects have been found. The tooling has also
been built so that one tester can easily set it running on meaghines. Moreover, the tool alerts the tester when
a defect is found; hence the tester does not have to monédegh systems continuously

The underpinning factor has been the feasibility of thisrapph to test automation. This has resulted in
returns that far exceed the investment. The future work thith approach will be in extending it to additional
areas of the DB2 product.
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