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Letter from ~ Edit~

This issue of Database Engineering focuses on highly
available systems. The first five articles are from com

mercial vendors who market fault—tolerant computer sys
tems. The next three articles describe specific systems
that were built for applications which required a high
degree of availability. The final article on this topic
presents some new research directions for maintaining sys
tem availability. This issue also includes one general
interest paper from Germany on database programming
languages.

More and more end users of automatic teller windows,
on—line reservation systems, and word processors are

becoming dependent on the continuous availability of
interactive computer systems. System failures, which can

shut down these or other applications, thus have an

increasing impact on the day to day operations of both
companies and individuals. Tandem Computers Incorporated
recognizing the serious impact of such failures has been a

pioneer in the development of fault—tolerant systems. (An
overview of the Tandem’s approach to fault—tolerance can

be found in the December 1983 issue of Database Engineer
.jjig and is not repreated in this issue.)

Since Tandem’s success, numerous other companies are

developing fault—tolerant hardware and software systems.
This issue contains overviews of the systems provided by
Auragen, Computer Consoles, Stratus, Synapse, and Syntrex.
Each article describes a different architecture and

operating system approach to maintaining high availabil
ity. The articles also describe how specific types of
failures are handled.

The next three papers describe how high availability
is maintained for specific distributed applications. A

paper from Bell Labs describes the redundancy and transac
tion processing of a system to support the Direct Services

Dialing Capability. A paper from Bank of America
describes a large bank teller support system and presents
some impressive availability statistics. A paper from
Philips Data Systems then describes the transaction
mechanisms they support to allow continuous processing
even though some of the updates have to be delayed.

The final paper, from UCLA, describes how the relia
bility and thus availability of systems can be increased

through direct operating system management. of distributed
and replicated name spaces and general distributed tran
saction mechanisms.
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I would like to thank the contributors to this issue.
It is clear that there are many approaches to increasing
system availability. I suspect that sometime in the not
too distant future continous operations in the presence of
a small number of failures will become the norm of what is
expected from computer systems. I trust that the readers
will find the overviews of the different approaches as

interesting and informative as I have.

Future Issues

Database Engineering will continue to devote each
issue to a special topic. The topics of the next four
issues are described below:

1. Expert Systems. Dr. Adrian Walker (IBM Research, San

Jose) is the Guest Editor for the September issue.

2. Automated Office Systems. Prof. Fred Lochovsky (visi
tor at IBM Research, San Jose from the University of
Toronto) is the Guest Editor of the December issue.
Submission Deadline is August 1.

3. Statistical Database Management. Prof. Don Batory
will be the editor of the March, 1984 issue. Submis
sion deadline is November 1.

4. Engineering Design Databases. Prof. Randy Katz will
be the editor in charge of the June, 1984 issue on
this topic. Submission deadline is February 1.

Papers relevant to these special topics should be submit
ted to the editor in charge of that issue and to Dr. Won
Kim, our Editor—in—Chief. As space is available we will
also accept a few general interest papers for each issue.
These papers should be sent directly to Dr. Kim.

Daniel R. Ries
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The Auragen System 4000

Richard Gostanian

Auragen Systems Corporation
Two Executive Drive, Fort Lee, NJ 07024 (201) 461—3400

The Auragen System 4000 is an expandable, fault—tolerant multi—

micro—processor designed to provide a foundation for a wide variety
of high availability applications in the transaction processing,
comunications and office automation arenas. The wide applicability
of the system is due to a combination of a novel architecture, the

implementation of a highly enhanced version of the UNIX operating

system, the addition of a full—function relational database manage

ment system and the inclusion of a rich complement of productivity
tools and user—oriented application development aids.

Detailed discussions of each of these features can be found in

1]. Our purpose in this note is to briefly describe the most im

portant aspects of the Auragen approach to fault—tolerance.

I. Fault—Tolerant Design Goals

The essential ingredient of all fault—tolerance is redundancy——
in both hardware and software. The amount of redundancy, and where

to employ the redundancy, is largely determined by the number and

the types of failures to which the system is designed to be immune.

In general, failures come in three flavors:

a) permanent physical failures such as shorted connectors,

burnt out chips, etc.

b) transient component failures due chiefly to temporary
environmental disturbances, and

c) operational mishaps such as data entry errors, the use

of erroneous software, etc.

Failures of type c) are the hardest to deal with and are best

handled by software. The easiest case is when mishaps occur in con

nection with the storage and retrieval of information from large
files. Here there are a number of well—known recovery techniques,

involving the use of redo and undo logs, which have proved to be

quite robust, and require no special hardware to implement. Vari

ations on such techniques have been incorporated into AURALATE,
the Auragen relational D~MS~ and wUl be discussed later. Unf-~ortun—

atly, however, the general problem of providing automatic recovery

from operational mishaps is very difficult to deal with in a syste

matic manner, and really falls outside the realm of fault—tolerant

computing as practised today.

Instead, designers of fault—tolerant computer architectures have

UNIX is a trademark of Bell Laboratories
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sought largely to cope with physical failures. In the case of the

Auragen system, the main goal has been to produce a machine with

continuous, or nearly continuous, availibility despite the inevi

table occurances of physical failures. This goal has been achieved

by designing an architecture which

1) provides survivability through any single hardware

failure,
2) enables users to repair failures (i.e. change faulty

boards) while the system is running and

3) enables users or field engineers to expand and recon

figure a system without having to shutdown and subse

quently sysgen again.

Except for possibly the requirement that users be able to repair
and reconfigure systems themselves, none of these features are new;

what is new is the ways in which they have been implemented.

II. Hardware Organization

An Auragen system is a loosely coupled configuration of between

2 and 32 clusters, interconnected by two 16 megabyte/sec shared

buses. Under normal circumstances, in the absence of a bus failure,
the two buses behave as a single 32 megabyte/sec bus.

The clusters themselves are tightly coupled multiprocessors con

sisting of their own memory, power supply, battery backup, several

different kinds of intelligent I/O controllers and 3 MC68000’s. One

of the 68000’s is used exclusively for performing operating system

functions, while the other two are used to process user tasks. All

peripherals are dual ported and are always attached to two separate
clusters —— although peripherals need not be attached to each clus

ter. Discs, which have higher survivability requirements than other

peripherals, may optionally be configured to operate in mirrored

pairs.

This organization has enough hardware redundancy within a two

cluster system so as to be able to continue operating after any

single hardware failure. Systems with three or more clusters can

survive some types of multiple hardware failures.

III. Operating System Support

The Auragen operating system, AUROS, is a significant enhance

ment of UNIX System III. From the outside, it looks exactly like

a superset of System III, in that it supports all the standard UNIX

facilities and interfaces, in addition to some new and very user

friendly capabilities at the command level.

Internally however it is entirely different from System III.

Among the many enhancements are

a) a demand paged virtual memory system allowing virtual

addressing up to 32 Mbytes per process,
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b) extensive interprocess communication facilities employ

ing both messages and shared memory,

c) a distributed process structure In which all I/O

services have been split off, from the kernel and

placed into separate server processes for mulitprocess—

ing efficency,
d) automatic load balancing among clusters, and

e) a fault—tolerant mode of operation based on the automa

tic creation of backup processes in foreign clusters.

This last feature, which is described more fully in the next sec

tion is what gives the Auragen system its unique character in the

fault—tolerant marketplace. Indeed, because fault—tolerance is im

plemented at a very low level
,

i.e. entirely within the AUROS ker

nel, any program which will run under UNIX System III, will run on

the Auragen system in a completely fault tolerant fashion —— with

out any special action on the part of the user.

IV. Fault—Tolerant Implementation

Prior to the mid 1970’s, virtually all fault—tolerant computers

employed duplicate components, either as standby spare parts, or in

a majority voting type of configuration, whereby the duplicate com

ponents would simultaneously replicate each other’s actions. The

types of machines built using these early approaches were invariab

ly special purpose systems intended mostly for military, space and

telephone switching applications. The major disadvantage of such

designs was one of cost; at least three or four times the number of

components needed to build an equivalent non—fault—tolerant ma

chine were required to build one of these systems —— but unfor

tunately no extra computing power could be derived from the dupli
cate components.

In the mid 70’s, Tandem Computers 2] pioneered an approach to

fault—tolerance which partially solved the problem of wasted dupli
cate resources. The Tandem design, which was aimed specifically at

the commercial transaction processing market, involved creating an

inactive process, P—bak, for each active process P. P and P—bak

would live in different processors, so that if a failure should oc

cur In P’s processor, P—bak would immediately be activated in its

processor. Since, in the absence of failures, P—bak does not exe

cute, this scheme allows all the duplicate hardware to be used for

non—redundant work most of the time.

The Auragen design began with the conviction that the- Tandem ~ap—

proch was the most cost effective of all approaches to fault—toler

ance, but that the Tandem implementation was less than optimal in

at least two ways.

First, the data portion of P—bak had to be kept almost exactly

up to date with P’s data space. This was done by having P send a

“checkpoint” message to P—bak everytime P did an I/O. Although
P—bak did no processing upon receipt of the checkpoint message, a
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very significant amount of message traffic, and thus processor

activity, was generated in the process of handling the checkpoint—

ing mechanism.

The second shortcoming of the Tandem approach was that the crea

tion and awareness of P—bak, as well as the sending of the check—

pointing messages, was entirely the responsibility of the program

mer. This made the writing and testing of fault—tolerant programs

significantly more difficult than the development of non—fault—

tolerant applications. Tandem recently remedied this situation

somewhat by providing tools which would automatically do the

checkpointing for the programmer. Those tools however, are quite

disappointing in that they only handle a limited class of applica—

tons, and their use generates significantly more checkpointing
overhead than the amount which would be generated by a clever pro

grammer doing his own checkpointing.

To remove these two shortcomings, Auragen developed a technique

strongly analogous to the roliforward type of recovery employed

by many database management systems. A full description of the

method is given in 3], but the basic ideas are as follows. Instead

of having P checkpoint its data space at the occurance of every

I/O, AUROS arranges to have all messages received by P simultan

eously deposited in a message queue at P—bak. Only after P has

processed some system defined number of messages will P—bak’s data

space be synchronized with that of P. After the synchronization
is complete, all the messages queued at P—bak are discarded and

the whole process is repeated.

If a failure should occur which causes the activation of P—bak,
then P—bak will begin execution at the point of its last synchron
ization. Since the message queue at P—bak contains all the messages

sent to P —— between the time of the last synchronization and the

failure —— P—bak can easily redo all the work done by P within

that interval, and continue on from there. Of course some care has

to be taken during the rollforward phase to insure that P—bak

does not redo any work which P has done that is already reflected

somewhere else in the system. A clever technique to handle this has

been devised, and Is fully described in 3].

The whole procedure of queuing messages, synchronizing the

P—bak’s with the P’s and initiating recovery upon fault detection

is entirely handled by AUROS. Fault detection Itself is Implemented
by a variety of hardware and software methods. These include parity

checking, power level monitors, watchdog timers, background diag
nostics and very careful checking of system call parameters.

The scheme of having a completely inactive P—bak, Infrequently

synchronized with P, clearly trades off a somewhat longer recovery

time —— 5 to 10 secoonds on a system—wide basis —— for significant

ly higher system performance during normal processing times. Since

permanent failures which bring down clusters are relatively rare

events —— maybe 5 or 6 times a year —— and since transient failures

will generally require recovery for only single processes, this
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tradeoff seems highly desirable.

V. Database Management

As UNIX itself offers little in the way of sophisticated data

management services, it was necessary for Auragen to build a number

of such facilities on top of AUROS. Among the facilities provided
are a multiuser B—tree—based ISAM —— intended for use with the

Auragen supplied COBOL —— and, more significantly, a full func

tion relational database management system, AURALATE. As an upward

compatable extention of IBM’s relational product SDL/DS, AURALATE

supports an impressive list of functional capabilities.

For a full description of AURALATE, the reader should refer to

1] and the references contained therein. Our interest in AURALATE

here is concerned solely with AURALATE’s recovery mechanisms, which

as we shall see, have interesting performance consequences.

As with most sophisticated DBMS’s, AURALATE employs an optional
redo log of after images (intended for roliforward recovery from an

old copy of a database after a media failure) and a mandatory undo

log of before images (used to support both transaction backout, and

warm restart after any non—media failure). The proper maintainance

of such logs on most systems requires expensive commit processing.

In general, various write—ahead—log and buffer flushing proto

cols are needed to insure that sufficent information for recovery
is contained in the appropriate disc files, rather than in system

buffers, which after a failure, must be assumed to be corrupt. Spe

cifically, these protocols have the effect of degrading performance
by causing disc writes at every commit point, rather than buffering
the writes for defferal to a later time.

On a system such as the Auragen, where fault tolerance has al

ready been implemented at a level much lower than the DBMS, it

turns out that commit processing need not require write—ahead—log
and buffer flushing. This is because there are only two ways for a

transaction (or AURALATE itself) to abort; either because of some

external cause (hardware failure), or through some fault of its

own (operator abort, illegal memory access etc). In the first case

the transaction’s backup will take over in a foreign cluster and

continue as if nothing had happened, so in effect the transaction

does not abort at all. In the second case, the abort signal will

be trapped and the apppriate transactions backed Out before close—

down. Thus only in the second case is a restart necessary, but no

special action ne~ed be taken by th~ restart~proced~re.

In this scenario, the undo log is used only to support trans

action backout —— and in a very inexpensive manner. Skeptics
who believe that failures may cause the loss of main memory, can if

they wish, enable the expensive type of commit processing. Hope
fully, after some experience with the system, they will regard it

as unnecessary.

7



Another unnecessary luxury is the redo log, if the mirrored disc

option is used. Since the redo log requires additional disc writes,
whereas writes to a mirrored disc are essentially free, once again
we see that a low level implementation of fault—tolerance can pro
vide some performance benefits at higher levels.

VI. Performance

A single 8 Megahertz 68000 costs about $60 and has about 25% of

the raw computing power of a VAX 11/780 4,5]. If you put 7 or 8

68000’s together in the proper way, an impressive amount of perfor
mance is potentially achievable. Part of the significance of the

Auragen accomplishment is a demonstration of precisely this fact.

At the time of this writing (May 1983), the System 4000 is about

3 months away from being subjected to detailed performance testing.
All preliminary indications, however, very conservatively suggest
that a two cluster Auragen system will run about one and a half

times as fast as a VAX 11/780 within a transaction processing en

vironment. (Comparatively configured, the Auragen will cost about

one half as much as the VAX.) Similarily, we expect a 10—15

cluster system to provide the transaction processing power of

a large IBM mainframe at a fraction of the cost.

Some of this impressive price/performance capability is due to

the availability of cheap LSI components. Much of it, however, is

due to the distributed multiprocessor architecture of the system

coupled together with the way the operating system has been split
into a large number of small processes.

It should be emphasised however, that although an Auragen system

is completely distributed —— and that, for example, clusters can be

configured to serve as front or back ends to other clusters, and

that programs can be downloaded into terminals —— at the user level

all that is seen is a single system running a single copy of AUROS.

VI. References

1] Auragen Systems Corporation, System 4000 Overview, Fort Lee,

NJ, 1983.

2] Bartlett, J., “A NonStop Operating System”, Eleventh Hawaii

Conference on System Sciences, Jan. 1978.

3] Borg, A., Baumbach, J., Glazer, S., “A Message System Support
ing Fault—Tolerance”, to appear in the Ninth Symposium on

Operating Systems Principles, ACM, Oct. 1983

4] Hansen, P., Linto, M., Mayo, R., Murphy, M., Patterson,D., “A

Performance Evaulation of the Intel iAPX 432”, Computer Archi

tecture News, 10(4), June 1982, p.17—26.
5] Levy. H., Clark, D., “On the Use of Benchmarks for Measuring

System Performance”, Computer Architecture News, 10(6) Dec

1982, p.5—8.

8


	40979_DataEngineering_June1983_Vol 6_No2.pdf

