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FROM THE CHAIRMAN

On behalf of the members of the TC, I would like to express our

thanks tc our past chairman, David Hsiao of the Ohio State University. As

a result of his dedication and hard work, the IC got off to a great start.

Under his guidance, our IC has been very active in professional activities.
It has organized sessions in the COMPCON and the forthcoming First Inter
national Computer Software & Application Conference. It has co-sponsored
the Second and Third International Conferences on Very Large Data Bases

(VLDB) and the Third Workshop on Computer Architecture for Non-Numeric

Processing, and the Workshop on Operating and Data Management Systems.

Together with Jane Liu of the University of Illinois, they
created the TC’s Newsletter. Our Newsletter has been recently cited by
Harlow Freitag of IBM, Chairman of IC activities, to be a model Newsletter

for all IC’s to follow. David and Jane are to be congratulated for

having done such an excellent job. Jane particularly deserves our thanks

for she has spent many hours to make this possible. I am very happy to say
that Jane has agreed to remain as our Newsletter editor.

The course David has paved for our IC is an excellent one to

follow. Our TC in the coming year will once again be very active in many

professional activities. We will again organize sessions in the 78 COMPCON

and COMPSAC conferences. In cooperation with-other professional societies,
we will co-sponsor the Fourth VLDB Conference to be held in West Berlin,
the Fourth Workshop on Computer Architecture for Non-Numeric Processing,
and a Workshop on Data Base Design being organized. We have also planned to

bring out a special issue on DB Machines in the IEEE Transaction on Computers.

In addition, as our IC is maturing, David and I feel that the goal
of our IC, its offices, and the rules of electing officers should be better

defined. As a result, I have requested Bing Yao of Purdue University to

organize and head the Roles Committee to deal with these issues. Moreover,
because of the broad interest of our IC and the active role we play in the

various professional activities, we need more members to be effective.

Lorraine Duvall of Illinois Institute of Technology has agreed to organize
and head the membership committee which will determine and implement plans for

a membership drive.

As you see, our activities in the coming year are numerous. Our TC

members will have ample opportunity to become professionally active. The

extent that you would like to participate is your own choice. I urge you
to let me know of your desire. My address is IBM, K55-282, 5600 Cottle Road,
San Jose, CA 95193 and my phone is (408) 256-7654. With your help I am look

ing forward to another successful year.
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A POST-MORTEM ON CASSM

G. Jack Lipovski

University of Texas

Austin, TX 78712

From 1974 to 1976, Stanley Su and I labored at the University of

Florida under an NSF grant to design, build and study an intelligent secondary
memory called a context addressed segment sequential memory (CASSM). As the

machine was being completed and the grant expired**, I found a great opportunity,
moved to the University of Texas, and left the project. That perspective
gives me an opportunity to perform a slightly less passionate and defensive

post-mortem on this machine than would be possible had my work on the project
continued. That is the point of this paper.

Consistent with the framework of a National Science Foundation grant,
CASSM was an experimental machine designed to explore concepts for data base

management on a disc, as opposed to a prototype for commerical production.
Some early work on this machine was done by Len Healy, myself and Keith Doty,
and was published at the same time as Minsky’s and Parhami’s work in 1972.

However, the design was considerably refined when NSF funding became available.

Primarily, as Stan Su maintained and I accepted, the relational data base model

was felt to be the best complete model for data base management, so it was

realized in the instruction set of CASSM.

Although intelligent secondary memories had been proposed and built

as early as 1956 by Hollander, and a trail-blazing effort that designed an

associative processor on a kind of network data base model had been studied

by Savitt, et. al. at Hughes Aircraft Company around 1966, CASSM contributed

the principle that intelligent secondary memories should be designed around

data base models. Just as the Burroughs computers were top-down designed to

execute an accepted high level programming language, ALGOL, CASSM was the

first to be top-down designed to implement an accepted data base model, the

relational model. A number of other intelligent secondary memories, such as

RAP and R.ARES, have since been designed on the same principle. Secondarily,
CASSM included several non-relational techniques for comparison and evaluation,
as is appropriate in an experimental machine. It implemented the hierarchical,
network and associative net models. Incidentally, we found that all models

could be effectively implemented with little hardware expense. It had several

techniques for searching character strings and ordered sets. It stored and

fetched its own instructions and operands. Its hardware automatically
collected garbage. It provided for input and output that operated concurrently
with query processing and for character string-code word translation on input
and output. Finally, CASSM demonstrated that these varied features could

be implemented in a small “microprocessor” (220 SSI circuit chips) for each

disc track, and that adequate communication could be provided between these

“microprocessors” through a few connections (pins) so that such a “microprocessor”
could be economically realized by an LSI chip.

The following paragraphs discuss the features of CASSM, some remarks

of them by others, and my own assessment of them.

*

This paper was partially supported by NSF grant 6543225.
**

An extension grant was subsequently made by NSF to Stanley Su, one of the

original principal investigators.
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CASSM was designed to be implementable in LSI. A typical system

might contain a few dozen fixed head discs and a few hundred identical LSI

chips, one on each head of the disc. (Incidentally, contrary to some claims,
CASSM was designed to be implementable also on CCD or bubble memories, or

IBM 3330 type moving head discs.) Each cell processed the data in serial

fashion. Now, some investigators propose having specialized large modules.

(One for directory lookup, one for sorting, etc.) We believe the identical

cell approach is far superior. Look at how cheap microcomputers are, com

pared to maxicomputers. Microcomputers are cheap because the design cost,
about $1 million per chip, can be amortized over several hundred thousand

copies, and the copies cost in the order of $5.00 a piece. To design large
specialized modules would cost several million dollars for each module.

And, fewer copies of each copy could be made. Current LSI economics may

well doom the approach of designing specialized large modules when an aggre

gate of small identical modules can do the job almost as well. Also, some

investigators have proposed a parallel-by—word cell. CASSM was designed as

serial-by-bit. There is no advantage to query processing in the parallel
technique. Whichever way it is organized, the cell takes one disc revolution

to execute an instruction. The only real difference appears to be input-
output. It can be easier to design high speed parallel-to-parallel I/O inter

faces than several high speed concurrent serial—to-parallel I/O interfaces.

The serial approach uses smaller cells and fewer pins per cell; it is thus

more suitable in the near future to LSI fabrication. Also, the word width in

a serial organization can be changed merely by changing timing signals.
However, since a parallel-by-word arrangement shares the control logic among

several tracks, it may become more economical in the long run. But, hard

ware designers have no difficulty converting serial techniques to parallel
techniques; it is naive to make a big issue out of this point.

CASSM used a random access memory to record search results on records

(tuples) and to transfer pointers (we prefer now to call these tokens) from

one record to another. This feature seems to be the most misunderstood of all.

This RAM is one bit wide and has as many bits as there are records (tuples) in

the file. It is not a big RAM, as other investigators have misrepresented
it. Moreover, if you carefully study successful architectures like the

standard von Neumann computer architecture, you should observe that a good
architecture uses some hardware for more than one purpose. The computer, for

instance, uses an adder to perform ADD instructions, calculate addresses,
and increment the program counter. CASSM’s RAM handles a number of problems,
including backward marking (marking a word that has already passed by the write

head as the disc revolves), implicit join (marking elements of the intersection

of two sets A and B in one of the sets), pointer transfer, (marking records

pointed to by selected pointer references) and, as the group at Edinburough,
Scotland has shown, deleting duplicates. Compared to the technique that stores

an entire tuple to mark the beginning, this technique is less costly. CASSM

used about half as many chips as RAP. Moreover, CASSM can do an implicit
join in two revolutions using this technique, while other techniques take as

many revolutions as there are elements in one of the sets. In my opinion,
CASSM’s RAM is like the accumulator in a standard computer; it is the best

technique in an intelligent disc for all of the above mentioned capabilities
because the same hardware is useful for several important functions.

CASSM utilized a technique for organizing hierarchical data in pre
order form on the disc. Stan and I differ on the value of this techniciue. It
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required a fair amount of hardware, and a lot of interconnections between cells,
to “walk down” to subtrees like CDR-CAR in LISP. While the SQ pair technique
that George Copeland came up with is quite easy to implement, the technique of

walking down was too expensive, in my opinion.

Garbage collection was correctly implemented in CASSM. Some inves

tigatorshave claimed that the garbage collection technique is not useful be

cause the hardware moves words from cell to cell to collect garbage, and the

user does not know at which cell his data is currently located. But in

CASSM, there is no need to know. We eliminate the directory and all the need

for software garbage collection. Since we’ve solved this problem, I view any
architecture that does not use this solution or that does not find a better

solution as a step backwards.

Input and output is done concurrently with query processing. That is,
as query i is being processed, query 1-1 is being output and its codewords are

being translated to strings while query i+l is being input and its character

strings are being translated to code words. Some investigators have claimed

that this technique makes CASSM slower. I believe that they do not understand

pipeline architectures. The purpose of pipelining is to increase throughput
(this is the key performance factor in an intelligent disc), and to decouple
the logic to simplify its design.

However, midway through the design of CASSM, we began to realize

a subtle principle. We thought we would design the machine around the compara
tor that does the searching. But comparators are so easy to implement that

we were putting half a dozen specialized comparators in the cell. The out

put channel is the key system component. I advise any future designers to

very carefully design the output channel first and build the cell around it.

All current designs, including CASSM, are weak in this key aspect.

One of the related issues is pipelining within the cell itself.

CASSM was heavily pipelined. Garbage collection was pipelined with search

hardware, which had to be split into two modules for effective pipelining.
Query instructions were pipelined so that, although most instructions took

two revolutions, the second revolution of one instruction was overlapped
with the first revolution of the next instruction. This makes the machine

much harder to describe and to understand, and may be the source of much of the

misunderstanding about CASSM. Nevertheless, in a slow disc processor, pipe-
lining contributes so much to the performance that it has to be considered.

CASSM was demonstrated at the Second Workshop on Non Numeric Processing to

prove that massive pipelining is feasible in a cell.

CASSM had several features that I felt were important but nobody
has attempted to evaluate. One of the key questions is whether to store

character strings or code words on the disc. Code words are far more compact
and enable more efficient content addressing and token transfer techniques.
However, the user inputs character strings and expects to have character strings

output. I claim that the dictionary to convert between code words and character

strings may be larger than the relational data base itself. CASSM stored both,

and hardware automatically translated to and from code words. CASSM’s ability
to store and fetch its own instructions may lead to implementing large numbers

of artificial intelligence demons on the disc. This may make possible far

richer and more flexible query languages. However, the surface of this issue

has hardly been scratched.
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I have defended most of the techniques in CASSM, and have criticized
a few. Please forgive my bias, for as they say, “only a mother could love it.”
I invite the reader to take issue with my remarks in a constructive way.

In closing, I would like to acknowledge the support of my colleague,
Stan Su, who contributed background on data base management that was essential
to CASSM’s success, and of two outstanding graduate students, George Copeland
who contributed a number of initial ideas (especially S-Q pairs) and helped
us write the NSF proposal, and Ahmed Eman, who thoroughly dissected the machine
and contributed key ideas (especially token transfers and the high level

language CASDAL) near the end of the project. It is hard to say who can claim
which idea, for we worked as a team and ideas flowed freely.

. . .

REVIEW OF THE ACM-SIGMOD

INTERNATIONAL CONFERENCE ON MANA(3EMENT OF DATA.

August 3—5, 1977

University of Toronto

Toronto, Canada

by

Carlo Zaniolo

Sperry Research Center

Sudbury, Massachusetts 01776

The University of Toronto and the surrounding city supplied the

congenial setting for this year’s conference attended by approximately
two hundred and fifty participants, many of them from overseas. The

conference was characterized by the stimulating contraposition of

formal papers emphasizing database theory to panel discussions emphasizing
practictioners’ view and limits of current technology. Much to the credit

of the organizers the formal paper presentations and the panel discussions

were combined into a balanced program. An active participation by the

audience contributed to the success of this conference.

A total of twenty one papers were selected from the seventy
submitted. Four papers were further chosen for the September issue of the

ACM Transactions on Database Systems. The remaining seventeen were

included in the conference proceedings. Database theory and integrity
constituted the preferred subjects of the papers. Also covered were the

topics of database interfaces, applications, concurrency and performance
evaluation.

The panel sessions dealt with general topics of practical relevance.

Some interesting lessons learned in the business world were presented to

the audience during the first panel entitled “Data Base Design Experiences”.
Randall Rustin reminded the attendees that general purpose database

systems may not supply a cost—effective solution for an enterprise
that is primarily concerned only with one dominant application. The

need for thorough analysis and careful logical design at an early stage
was unanimously stressed by the panelists; each of them nevertheless
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endorsed a different design methodology. Robert Curtice suggested a top—
down approach to integrate the views of the various users into a single
schema. Donna Rund proposed a design methodology based on enterprise
procedures and information usage, while John Lyon advocated a data oriented

approach which anticipates future growth.

A second panel discussed the emerging technologies for mass—storage.
The pros and cons were debated for bubble memories, charge coupled devices,
electron beam tubes and video disks (a high density inexpensive medium

for archive applications.)

A panel session on “Distributed Databasestt deserves a mention as the

most popular event among the (technical) activities of the evening.
Short reports were given on the work done by the Codasyl Systems Committee

and by the Computer Corporation of America in Cambridge. A main

objective of the Codasyl Systems Committee is generating a common definition

basis for the field thru the analysis of applications characterized by
a non—contrived need for data distribution. The panel titled “Database

Committee Reports” concluded the conference. This panel focussed on the

controversial issue of standards for database systems. The need for

standards is acute since both commercial users and government agencies
are asking for it. Yet the field is undergoing a rapid evolution and

important problem areas remain unsolved. Thus further research results

are needed in these areas and standardizing now would be premature.
After unanimously recognizing this dilemma the panelists discussed

possible strategies for its resolution.

The next ACM—SIGMOD International Conference will be held in

June 1978 in Austin, Texas.

S • S . .

TC/DBE MEMBERSHIP APPLICATION/RENEWAL FORM

To become a member of the TC/DBE and be on the mailing list for the Data Base

Engineering Bulletin, please return this form or a copy of it to:

IEEE TC/DBE
Department of Computer Science

University of Illinois, Urbana, IL 61801

NAME
_______________________

(please print)

INSTITUTION
____________________

ADDRESS
_____________________

Areas of Interest:
__________________

6



USER INTERFACE MULTILEVEL SECURITY ISSUES IN A TRANSACTION-
*

ORIENTED DATA BASE MANAGEMENT SYSTEM

by

Stanley R. Ames, Jr.

THE
___________________

MITRE

Bedford, Massachusetts

SECTION I

INTRODUCTION

The Department of Defense Advanced Research Projects Agency, the Navy and CINCPAC

have agreed to carry out a Military Message Experiment to evaluate computer-aided message-handling

systems in an operational military environment. Such systems are merely transaction-oriented data

base management systems. Our role in the experiment is to investigate the security ramifications of

such message-handling systems. This investigation includes the identification of primitives that are

needed to ensure security, and the identification of the impacts that security imposes on the user

interface. In this report we discuss several tradeoffs between secure implementation and the richness

of the user interface.

BACKGROUND

In response to the need to process multiple levels of classified data, the Air Force Electronic

Systems Division sponsored several research and development efforts to build an operating system

that would satisfy security requirements in a technically verifiable way. Technical verification was

required in order to demonstrate that the system met the security requirements of the Department of

Defense.E1] We have borrowed many of the results of the ESD work in the message-handling experiment.

Specifically, we are designing our systems to follow the rules of a mathematical model based on the

concepts of a reference monitor — an abstract mechanism that controls the flow of information within

a computer system by mediating every attempt by a subject (active system element) to access an

object (information ontainer).t2] The hardware-software mechanism that implements the reference

monitor is called a security kernel. The security kernel uses the rules of the mathematical model as

a specific policy in mediating access requests. This incorporation of policy into the kernel allows for

a proof which verifies that the kernel correctly applies the policy to the information it protects.

The mathematical model 3, 4] establishes an “inductive nature” of security by showing that

the preservation of security from one state to another guarantees total system security. The model

defines security with two rules: the simple security condition and the -property.t5~ The simple

security condition states that a subject cannot observe an object unless the security level of the subject

is greater than or equal to the security level of the object.tt The*_property further restricts possible

tin a computer system, subjects are users and processes, and objects include programs, data files, and peripheral devices.

ttA security level is composed of a classification and a set of compartments. One security level is considered greater

than or equal to a second security level if: 1) the classification of the first is greater than or equal to the classifica

tion of the second, and 2) the set of compartments ut the first is a superset of the set of compartme9ts of the

second.

*

This research was supported by the Defense Advanced Research Projects Agency under

ARPA Order No. 3006 Contract No. F19628-76-C-000’ MITRE Project No. 807B.
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