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LIMITED SELF-GOVERM~IENT

Proposed Bylaws

of the

Technical Committee

on

Data Base Engineering

of the

Institute of Electrical and Electronics Engineers

Computer Society

Article I Name

This organization shall be called the Technical Committee on Data Base

Engineering of the Institute of Electrical and Electronics Engineers-

Computer Society (IEEE-CS), hereinafter referred to as TCIDBE.

Article II Purpose

1. This Technical Committee is organized and will be operated for

educational and scientific purposes in the subject areas of design,

application, and management of information handling systems.

2. The organization will promote the interest of professionals by:

a. Affording opportunity for discussion of problems of common concern.

b. Encouraging presentation of papers of special interest to this

committee at national meetings of the IEEE-CS and at other special

meetings organized by this committee.

c. Publishing a bulletin containing information of interest to this

committee.

d. Other appropriate means. No addition may contradict the main pur

pose as stated in Article 11-1 above.
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Article III Membership

Membership in TC/DBE is open to all IEEE members, student members, and

associate members. Non-IEEE members may belong to TC/DBE. A non-IEEE member

who is a member of TC/DBE may vote within TC/DBE. However, on any ballot,
the effective value of the vote of the non-IEEE members eligible to vote

shall not exceed that of the IEEE members eligible to vote at that time.

Article IV Of ficers

1. TheeleCtive officers of this committee shall be:

a. Chairman

b. Vice-Chairman

2. The appointed officers of this co~ittee shall be:

a. Secretary-Treasurer

b. Newsletter Editor

3. Each elective officer shall normally serve for a one-year term beginning
July 1 of each year.

Article V Duties of Officers

1. The duties of the Chairman shall include presiding at all meetings,
appointing all standing and ad hoc co~ittees, and such other duties

as normally fall to this offi~e.

2. The duties of the Vice-Chairman shall be to plan the program for all

meetings and to assume any duties delegated by the Chairman.

3. The duties of the Secretary-Treasurer shall be to keep minutes of

business meetings, maintain the roster of members, prepare budgets,

report the committee’s finances annually, fil.e such other reports

as are required by IEEE-CS, and maintain a knowl~dge of the finan

cial situation of the committee. The Secretary-Treasurer shall file,
at least annually, a roster of members with the IEEE-CS.

4. The duties of the Newsletter Editor shall be to organize and publish
a bulletin periodically for the committee.

Article VI Appointment of Officers

1. The Chairman shall appoint an election committee by December 1 in

each year. This committee will nominate for each elective office

at least two candidates who consent to serve. All candidates must

be members of the TC/DBE. Candidates may also be nominated by

petition of at least two TC/DBE memb2rs. The election committee

shall certify that each candidate meets the requirements for the

office for ~ihich he is nominated.
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2. By March 1 of each year, the vote shall be initiated by mail ballot.

An alternative procedure may be used if prior announcement is made

by the election committee.

3. Of the ballots returned by the specified date, a plurality of votes

for each office shall determine the winner. In the event of a tie

vote, the office will be filled by appointment by the Board of

Directors of the TC/DBE.

4. The appointed officers shall be appointed by the Chairman.

Article VII Meetings

1. Meetings of national or regional character will be convened by the

Chairman as he sees fit in order to serve the needs of the committee.

2. The committee may hold meetings only in places that are open to all

members of the TC/DBE.

Article VIII Board of Directors

1. There shall be a Board of Directors consisting of all officers

and the previous Chairman.

2. The members of the Board of Directors shall serve for one-year terms,

starting July 1 of each year.

3. The duties of the Board of Directors will be to advise the Chairman

on all matters of interest to the committee, and to approve proposed
annual dues and submit proposed bylaw amendments to the members of

TC/DBE.

Article IX Amendments

1. A resolution of the majority of the Board of Directors of the TC/DBE
shall be sufficient to cause a bylaw amendment to be voted on by the

TCIDBE members.

2, Any member of TC/DBE may submit an amendment to the Chairman; the

Secretary shall determine whether a majority of the Board of Directors

is in favor of proposing the amendment, and shall announce this

determination.

3. A petition of lO~’. of the TC/DBE members shall be sufficient to cause

a bylaw amendment to be voted on by the TC/DBE members. The right to

petition shall be independent of any decision taken with respect to

the procedures provided in paragraphs 1 and 2 in Article X.

4. The proposed amendment shall be voted on by the following mail

balloting procedure:
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a. The ballots shall be mailed out and returned to the TC/DBE

Secretary. The ballot shall include (i) a copy of the proposed
amendment including a specification of the date on which i~ will

become effective; (ii) a copy of the articl~s) in the existing
bylaws that is (are) being proposed for amendment.

b. No ballot received by the TC/DBE Secretary postmarked later than

thirty calendar days after the postmark of the last ballot mailed

out shall be valid.

5. The amendment shall become effective if and only if the following two

conditions are satisfied:

a. The effective number of valid ballots returned is greater than or

equal to 257. of the total possible effective vote at the time the

last ballot mailed cut is postmar1~ed.

b. A majority of valid ballots returned approve the proposed amend

ment.

Article X Dissolution

In the event of the dissolution of TC/DBE, all assets and/or liabilities of
the TC/DBE will be transferred to the IEEE-CS.

5



VERY LARGE INTERNATIONAL CONFERENCE

ON VERY LARGE DATA BASES*

David K. Flsiao

Ohio State University

The Third International Conference on Very Large Data

Bases was held in Tokyo, Japan, on October 6 through 8, 1977,
and had a very large attendance representing twenty countries

and five continents. The host country provided 275 attendees.

There were sixty from the U.S., eleven from Germany, six from

Sweden, three each from Belgium, France, and Malaysia, and

one or two each from the other thirteen countries. It was

truly an international eventwhich also coincided with Japan’s
Information Week.

The 3rd VLDB Conference also had a very large num

ber of sponsors including ACM’s SIGBDP, SIGIR, and SIG~~1OD,
IEEE Computer Society’s TC on Data Base Engineering, IECE (The
Institute of Electronics and Communications Engineers of

Japan), IFIP, IPS (Information Processing Society of Japan),
Japan Special Research Project on Scientific Information

Systems, and SMIS (Society for Management Information Systems).

The attractiveness and success of the Conference

was largely due to the range and quality of its program. It

was apparent that papers on very large data bases covered a

broad range of computer science and engineering. There were

papers on hardware for very large data base management and

store (e.g., data base machines, terabit memory, and tertiary
store), on software architectural issues (e.g., security,
integrity, and recovery), on-experimental software systems
(distributed, interactive, multi-leveled and self-descriptive),
on data base design tools, on physical data base structuring,
manipulation, restructuring, on natural and user-oriented

language interfaces, on theoretical treatments (e.g., study of

imprecise data, precise dependencies and data models), and on

applications (for medicine, music, statistics). There were

over 120 submitted papers. With the help of nine program
committee members and 130 referees, 44 papers were included in

the program, of which seven were selected by the ACM Trans

actions on Database Systems (TODS) for publication considera

tion. The remaining 37 were published in the Proceedings of

the Conference (570 pages) which may be obtained from the

sponsoring societies. The editors and referees of TODS had

some difficulty in restricting the number of selected papers

*

With an apology to Howard L. Morgan (see CACM 18, 11;
November, 1975, p. 670).
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since there were many high-quality papers from the Conference.
TODS accepted seven because it does not intend to devote more

than one issue to the Conference and seven papers usually
make up an issue of TODS.

In addition to contributed technical papers, there
were sessions for survey and tutorial papers whose quality
and range of coverage were good. There were two papers on

data base machines, four on distributed data bases and systems,
three on design aids and methodology, one on theory, one on

directions in data base research. The selections of the

panelists were first rate.

If one must single out a few individuals to credit
the attractiveness and success of the Conference, this
observer would attributed Stuart E. Madnick for his untir

ing organizational skill as the Conference Chairman in put
ting the Conference together and in getting a strong showing
of U.S. participation; Toslo Kitagawa, the Honorary Chairman,
for his prestige and for inciting his colleagues at Fujitsu
to make local arrangements and schedules; Alan G. Merten for
his care in handling and processing the contributed papers
as the Program Committee Chairman; Tosiyasu L. Kunii for his

promotion of surveys and tutorials as the General Chairman;
and Hermann Schmutz for his leadership as the European Coordi
nator in contributing a heavy European participation. There

were, of course, many known and unknown heroes in a large
undertaking such as this one. Whether as an attendee or as

an organizer, everyone associated with the Conference learned

something. There was only one displeasure aired by some of
the U.S. participants--the travel service for the Conference
was ill-prepared and badly coordinated.

In echoing a successful conclusion for a promis
ing beginning, Janis Bubenko, of Chalmers University of

Technology in Sweden, and Bing Yao, of Purdue University
welcomed the participants at the closing of the Conference
to come to West Berlin in September of 1978. As organizers
of the 4th VLDB Conference, they made it very obvious that
the next VLDB Conference would be as attractive and success

ful as this one was.
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It is now becoming important to provide

reliable, convenient protection facilities in

multi—user data base management systems. This

recently perceived need has been motivated by

several developing trends. Data handling.

rather than scientific calculations or

language processing’ now accounts for the bulk

of computer activity, an estimated 85%.C24]

Accompanying that qro~th has been a

recognition of the desirability of integrated

systems which maintain information and provide

services for a heterogeneous aroup of users.

The development of these systems will. he

further spurred by underlying technological

growth in computer networks, decreasing

processing costs. and large scale intelligent

storage facilities. Data management systems

have already been so successful that the

proper functioning and sometimes the very

existence of organizations depends on their

continued operation. This fact is being

reinforced by the de~,elopments mentioned

above.

in short. large amounts of data are now

stored in machine processable form. Some of

the stored data is sensitive’ in that

unauthorized reference or modification would

be quite undesirable. Further. the amount of

such sensitive data tooether with the number

of access facilities are increasing. For

these reasons. orotection in data management

is of growing concern. In particular. the

reliability of the protection facilities in

preventing unauthorized access will be of

increasing importance.

*This research was suoported by the Advanced

Research Projects Agency of the Department of

Defense under Contract DAHC—73—C—0368.

This paper is reprinted from the Third

International Conference on Very Large Data

Bases held in Tokyo. Japan. October 6—8, 1977,

with the permission of the conference sponsors

including the Association for Computing

Machinery, 1133 Avenue of the Americas. New

York. N.Y.. 10036.

However, even if reliable data management

protection facilities were not of immediate

interest. it would still be important to

consider the issues now. for reasons

illustrated by the work in operatina system

rotection.R]9]2] There it was found that

the conditions under which it was practical to

retrofit reliable controls into existing

systems were very Limited 22]. In most cases

either m~issive changes were necessary or it

was advisable to start over with the design

and implementation of the next generation

operating system.

Further, in tight of the trends already

mentioned. it would not oe surprising if the

investment in data management software

exceeded that in operatino systems.

Compatibility requirements. together with the

large and growing investment in data

management software, may make it rather costly

to add reliable protection facilities later.

Today, there are few data management

systems in existence that provide significant

access control. In those few which do, the

control often depends entirely on the

supportino operatino system. This current

state of affairs is due to several factors:

previous Lack of a strong need for data b.~se

protection. insufficient understanding of how

to provide reliable security, and the lack of

a secure operating system on which to run a

secure data base management system.

In the discussion which follows, we first

examine some basic concepts important to data

base security and then give a List of security

related design requirements for a data base

management system. FinaLLy we oresen.t a

design for a secure data base management

system and discuss how it fulfills those

design requirements.

Deborah Downs and Serald J. Popek

Computer Science Department

University of California at Los Angeles
Los Anoeles, California P0024

ABSTRACT

The need for reliable protection facilities, which allow controlled sharing of data

in multi—user data base management syst~ms. is steadiLy orowing. This paper first

discusses concepts relevant to such protection facilities, including data security.

object granularity, data independence, and software certification. Those system

characteristics required for reliable security and suitable functionality are listed.

The facilities which an operating system must provide in support of a such data base

management system also are outlined. A kernel based data base management system

architecture is then presented which suoports value independent security and allows

various grains of protection down to the size of domains in reLations. It is shown

that the proposed structure can substantially improve the reliability of protection

in data bases.

~2~ic~EI~ L~e~i~L IQ ~~V~LI1

~
It is important to define what we mean by

a secure data base management system.

Basically a secure data base management system
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needs to support data security, the protection
of data against unauthorized reference or

modification. This support has two phases:
ajthorization. defining who has access to

which items; and enforcement. •aking sure the

ajthorization rules are followed. The

statement of authorization takes the form of

protection data which defines the “users” and

the security objects” which contain the data

to be protected, and also defines the possibLe
actions the users may take with the objects.
The enforcement is done by the security
mechanism and usually takes place at the time

the user attempts an access upon an object.
The security mechanism checks the protection
data and then allows or disallows the

access. (103(21]

This basic data security facility should be

flexible enough to support a variety of

policies. A policy is a definition of the

general security rules that the protection
mechanism should upport.14] For example. a

policy couLd be as simple as: ‘talLow onLy
users in the personnel office to access

eaployee records” or it can be as complicated
as the following medicaL data base example.
There the policy may permit each patient to

see his own records except for special
annotations by the doctor. The dietitian is

allowed to see only those domains pertinent to

diet, the accounting department can see what

tab tests and operations were performed but no

medical history or results from tests, the

research personnel can see statistics over all

the patients but no individual patient’s data

and so forth. By setting the protection data

in a particular manner many poLicies could be

implemented in a ‘discretionary” manner

although some policies may also require some

non—discretionary changes to the security
mechanism. The term discretionary here means

that changes can be made without recoding;
that a mechanism for changing the policy is

provided as part of the protection system.

The grain of protection vanted in a data

base management system can be rather fine.(4]

In operating systems the grain of protection
is usually in terms of pages or files. in

data base management syste.s one may want to

protect a person’s salary and rating white

aiving more free access to the rest of his

employment records. This means that, in

relational terms, we wish to protect at the

Level of domains. In data base management

systems we may further wish to provide
statistical access and value dependent
control. Statistical access gives the user

access to aggregates of the data without

havina access to the data itself. For

example, the user may be able to have access

to information on what percentage of the

patients in a hospital are there for elective

sjrgery but not be able to see individual

patients’ medical history. Value dependent
control is based on the value of the data.(5]

One authorization for value dependent

protection might. be user A may see employee
records of those employees earning less than

~10.0O0”. This type of control requires

protection at the level of data elements in

domains, Since the operating system does not

provide protection at these ow levels it is

necessary for the data base management system
to supply its own support.

i~O~O~
Data base management systems are usually

not static mechanisms. They must be adapted
to new types of data. new semantic views of

data by the users. new storage hardware, new

access methods and so forth. In order to

provide this adaptability without being forced

to recreate the data base management system
software, data independence is a recognized
necessity.(6](8] This concept divides the data

base management system into levels, based on

increasingly abstract views of the data.C26]

For example, a three level system may have a

logical Level, which is the users view of the

data; a internal Level which may be a system
view of the data unconnected to any physical
representation; and a physical view that is

the actual physical organization. Stored

mapping tables are used to translate requests

from one level to another. When changes are

made at one level only the mappings to the

other adjacent level(s) are affected. Data

independence therefore allows the user to look

at the data as logical entities and not worry

about their physical representation.

For the protection mechanis. data

independence means that the specification of

the protection data must be done in terms of

logical entities. since the user knows nothing
about their physical counterparts. But the

enforcement is most reliably done at access

time on the physical entities. since for

certification the checking of an operation
shouLd be done as close as possible to its

action. Therefore the protection data must be

translated through the mappings to specify
physical objects. But this translation

process can involve most of the data base

management system. a very Large amount of

code. To provide a reliably secure data base

management system it is clearly necessary to

assure •the correct operation of that mapping
system. or provide some other more direct path
from the logical to the physical
representation of data entities.

~tttiLi~~i2~
Certification gives some form of

guarantee that the modules being certified

work correctly. This might in principle be

done, for example, by exhaustively debugging
every possible data fLow path or by proving
the program correct. As of now one of the

m3st reliable ways of assuring the correct

operation of a program is to use program

verification methods. but currently this task

is very difficult. When certification was

taken into consideration during the design
process. modules up to 2000 lines of code have

been verified, but with considerabLe

difficuLty and months of work.(23]

If the security mechanism is not certified

there is no guarantee that it works correctly.
and therefore Little confidence that

enforcement is assured. Therefore, a

systematic form of assurance is highly
desirable.

In operating systems the concept of a

kernel design was introduced in order to

improve the reliability of the system. It had

the added advantage of reducing the relevant

code for certification. It was noticed that

previously, because the security relevant code

was scattered throughout the system. the
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